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Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 725 304 22 761 319 23 798 334 24 54.4% 492 5% Max 3 6 0.5
Fire/Rescue 9 40 2 9 42 2 10 44 2 62.7% 35 5% Max 6 2 0.5
Supervision/Admin 12 26 2 13 28 2 13 29 2 70.1% 31 5% Max 7 6 0.5
Other 607 182 37 637 191 39 668 200 40 43.4% 394 5% Max 10 2 0.5
MCT 253 266 278 54.4% 151 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 384 103 7 403 108 7.35 422 113 8 54.9% 252 5% Max 3 6 0.5
Fire/Rescue 1 0 0 1 0 0 1 0 0 100.0% 1 5% Max 6 2 0.5
Supervision/Admin 15 9 1 16 10 1 17 10 1 71.3% 20 5% Max 7 6 0.5
Other 521 128 38 547 135 40 573 141 42 50.2% 380 5% Max 10 2 0.5
MCT 147 154 162 54.9% 89 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 281 100 14 295 105 14.8 309 110 16 55.2% 194 5% Max 3 6 0.5
Fire/Rescue 2 4 1 2 4 1 2 4 1 71.4% 6 5% Max 6 2 0.5
Supervision/Admin 3 9 1 3 10 1 4 10 1 84.2% 12 5% Max 7 6 0.5
Other 531 74 23 558 78 24 584 82 26 46.4% 321 5% Max 10 2 0.5
MCT 129 135 142 55.2% 78 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 176 47 5 184 49.7 4.94 193 52 5 52.5% 111 5% Max 3 6 0.5
Fire/Rescue 2 0 5 2 0 5 2 0 6 71.4% 6 5% Max 6 2 0.5
Supervision/Admin 2 1 1 2 1 1 2 2 1 82.4% 4 5% Max 7 6 0.5
Other 244 62 21 256 65 22 269 68 23 47.3% 170 5% Max 10 2 0.5
MCT 66 69 73 52.5% 38 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 308 110 17 323 115 17.6 339 121 18 55.3% 214 5% Max 3 6 0.5
Fire/Rescue 0 0 0 0 0 0 0 0 0 0.0% 0 5% Max 6 2 0.5
Supervision/Admin 6 8 1 6 8 1 6 8 1 107.0% 16 5% Max 7 6 0.5
Other 396 108 26 416 113 28 436 119 29 51.1% 298 5% Max 10 2 0.5
MCT 137 144 151 55.3% 83 5% Max 1 6 0.5

Table A-1A

5 YR Growth 10 YR Growth

Table A-1C
STARS CZ-03

Initial Total 
Units

SYSTEM LOADING REQUIREMENTS

STARS CZ-02

Initial Total 
Units 5 YR Growth 10 YR Growth

Initial Total 
Units 5 YR Growth 10 YR Growth

Table A-1B

STARS CZ-01

STARS CZ-05

Initial Total 
Units 5 YR Growth 10 YR Growth

Table A-1D

Table A-1E

STARS CZ-04

Initial Total 
Units 5 YR Growth 10 YR Growth
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Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 223 88 9 234 91.9 9.14 246 96 10 50.7% 141 5% Max 3 6 0.5
Fire/Rescue 0 0 4 0 0 4 0 0 4 50.0% 2 5% Max 6 2 0.5
Supervision/Admin 3 1 1 3 1 1 3 2 1 89.5% 5 5% Max 7 6 0.5
Other 427 104 26 448 109 27 469 114 29 51.5% 315 5% Max 10 2 0.5
MCT 94 99 103 50.7% 52 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 287 114 19 301 119 20.2 315 125 21 57.0% 210 5% Max 3 6 0.5
Fire/Rescue 2 2 7 2 2 7 2 2 8 63.6% 8 5% Max 6 2 0.5
Supervision/Admin 5 9 2 5 9 2 6 10 2 106.1% 18 5% Max 7 6 0.5
Other 338 67 19 355 71 20 372 74 20 46.6% 218 5% Max 10 2 0.5
MCT 137 144 151 57.0% 86 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 212 76 9 223 79.6 9.87 234 83 10 53.9% 143 5% Max 3 6 0.5
Fire/Rescue 3 2 12 3 2 13 3 2 13 64.7% 12 5% Max 6 2 0.5
Supervision/Admin 4 4 2 4 4 2 4 4 2 90.9% 9 5% Max 7 6 0.5
Other 628 111 25 659 116 26 691 122 28 51.1% 430 5% Max 10 2 0.5
MCT 93 98 102 53.9% 55 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 271 87 4 285 91.2 4.1 299 96 4 56.1% 183 5% Max 3 6 0.5
Fire/Rescue 4 5 0 4 5 0 4 6 0 66.7% 7 5% Max 6 2 0.5
Supervision/Admin 32 22 1 34 23 1 36 24 1 57.6% 35 5% Max 7 6 0.5
Other 318 88 32 334 92 34 350 97 36 46.9% 226 5% Max 10 2 0.5
MCT 160 168 176 56.1% 99 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 561 129 21 589 136 22.2 617 142 23 49.8% 337 5% Max 3 6 0.5
Fire/Rescue 2 2 1 2 2 1 2 2 1 80.0% 4 5% Max 6 2 0.5
Supervision/Admin 11 9 1 12 10 1 13 10 1 70.2% 16 5% Max 7 6 0.5
Other 531 127 37 557 133 39 584 140 41 49.4% 378 5% Max 10 2 0.5
MCT 225 236 248 49.8% 123 5% Max 1 6 0.5

5 YR Growth 10 YR Growth

STARS CZ-06

Initial Total 
Units 5 YR Growth 10 YR Growth

5 YR Growth 10 YR Growth

STARS CZ-09

Initial Total 
Units 5 YR Growth 10 YR Growth

Table A-1J
STARS CZ-10

Initial Total 
Units

SYSTEM LOADING REQUIREMENTS 
Table A-1F

Table A-1G

Table A-1H

Table A-1I

STARS CZ-08

Initial Total 
Units 5 YR Growth 10 YR Growth

STARS CZ-07

Initial Total 
Units
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Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 387 105 11 407 111 12 426 116 13 55.3% 258 5% Max 3 6 0.5
Fire/Rescue 4 4 9 4 4 9 4 4 10 64.7% 12 5% Max 6 2 0.5
Supervision/Admin 3 4 1 4 5 1 4 5 2 91.8% 9 5% Max 7 6 0.5
Other 583 138 41 613 145 43 642 152 45 48.4% 406 5% Max 10 2 0.5
MCT 170 179 187 55.3% 103 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 140 39 4 147 40.6 4.31 154 43 5 54.3% 92 5% Max 3 6 0.5
Fire/Rescue 0 0 8 0 0 8 0 0 9 62.5% 6 5% Max 6 2 0.5
Supervision/Admin 1 3 2 1 3 2 2 3 2 87.5% 6 5% Max 7 6 0.5
Other 189 65 21 198 68 22 208 71 23 46.8% 141 5% Max 10 2 0.5
MCT 61 64 67 54.3% 36 5% Max 1 6 0.5

Busy Hour 
Impact (%)

Busy Hour 
Radio Qty

Delayed 
Call GOS 

(%)

STD Call-
Sec/Unit

Calls/Hour/
Unit

Call 
Overhead 

(Sec)

Mob Port CS Mob Port CS Mob Port CS

Law Enforcement 547 80 12 574 83.8 13 601 88 14 53.4% 340 5% Max 3 6 0.5
Fire/Rescue 3 2 1 3 2 1 3 2 1 66.7% 4 5% Max 6 2 0.5
Supervision/Admin 3 3 1 3 3 1 3 3 1 105.1% 7 5% Max 7 6 0.5
Other 577 63 25 605 66 26 634 70 28 43.8% 320 5% Max 10 2 0.5
MCT 354 372 389 53.4% 208 5% Max 1 6 0.5

SYSTEM LOADING REQUIREMENTS

STARS CZ-13

Initial Total 
Units 5 YR Growth 10 YR Growth

STARS CZ-12

Initial Total 
Units 5 YR Growth 10 YR Growth

Table A-1K

Table A-1L

Table A-1M

STARS CZ-11

Initial Total 
Units 5 YR Growth 10 YR Growth
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System Loading Requirements for Table A-1

Criteria for calculating System Loading during Busy Hour

1.  Initial Total Units:  All Mobile, Portable, and Control Station radios for each County and Agency were entered 
on a master spread sheet from UARC assignment #3.  These totals are represented in each CZ table.  MCT numbers came
from UARC Assignment #11.

2.  5 Year and 10 Year Growth:  A 1% increase per year of the total radios was derived from Needs Assessment Report.

3.  Busy Hour Impact % is derived from:

a.  From each agency, used worst case busy hour from UARC Assignment #5. 
b.  Busy Hour is the same hour for each agency.
c.  2% of the total Busy Hour Qty was added to Busy Hour Total as Roamers
d.  20% of the total Busy Hour Qty was added to Busy Hour Total as Wide Area Talk group
e.  Total Busy hour % = (Total Busy Hour Qty + 2% Roamer + 20% Wide Area)/Total Initial Radio Qty
f.  Total Initial Radio Qty = Mobile + Portable + Control Station

4.  Busy Hour Qty:

a.  Law Enforcement Busy Hour Radio Qty is derived by: 

(Mobiles+10 year growth)* % Busy Hour Impact) + 
(Portables+10 year growth)* % Busy Hour Impact)/4 +
(Control Station+10 year growth)* % Busy Hour Impact)

b.  Fire/Rescue, Supervision/Admin, and Other Busy Hour Radio Qty is derived by:

(Mobiles*10 year growth* % Busy Hour Impact) + 
(Portables*10 year growth* % Busy Hour Impact) +
 (Control Station*10 year growth* % Busy Hour Impact)

c.  VSP has 1319 Vehicular Repeaters.  A percentage of these were subtracted from total VSP portables for each zone. 
 This % was derived from:
Total Zone VSP Portables - (Total Zone VSP Portables/VSP Total Statewide Portables)*1319 Vehicular Repeaters)

d.  For calculating Busy Hour Qty for MCTs, Busy Hour Impact % was used from Law Enforcement since the majority 
of MCTs fall under this category.

5.  Delayed Call Grade of Service (GOS):   < 5% (target = 3% to 5% )

a.  Maximum Call Delay of 1 second is used

6.  STD Call-Sec/Unit:  Derived from UARC Assignment #5.

7.  Calls/Hour/Unit:  Derived from UARC Assignment #5.

8.  Call Overhead:  0.5 seconds without Digital Latency.  Based on Transmission Trunking.

N:\Files\20034g2\appendicies\Appendix A\Table A-1A - A-1M Sys Loading Reqrmnts.xls
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1.0 DESCRIPTION OF WORK 
 

The Systems Integrator shall be responsible for providing a complete grounding system 
for the antenna towers, buildings, and other site structures.  The work shall include 
internal and external grounding systems for equipment in the communications buildings, 
grounding of the antenna towers, antennas, guys, transmission lines, telephone lines, AC 
power line grounding and grounding of the Communications Center facility. 

 
2.0 GENERAL 
 

The purpose of this specification is to establish minimum requirements for a grounding 
system that shall provide a high degree of personnel and equipment lightning protection.  
In the event that any item specified within this document conflicts with the current 
National Electrical Code or applicable local building-grounding related codes, the most 
stringent Codes shall take precedence. 

 
Protective measures to prevent equipment damage and minimize personnel hazards 
against lightning shall incorporate system grounding and bonding using good RF 
practices for the conduction of steep wave front currents.  While all conductors and 
connections have some associated resistance, the inductive reactance is normally much 
larger.  All grounding and bonding conductors shall have low inductance 
interconnections to minimize the inductive voltage rise associated with the sharp wave 
front.  All elements of the system and conducting elements in near proximity to the 
system shall be grounded and bonded together to enable all parts of the radio site to rise 
above earth equally. 
 

3.0 SUBMITTALS 
 
3.1 As-Built Drawings and Catalog Data 
 

As-built drawings (D) and catalog data (C) shall be submitted for the following items: 
 

a. Grounding and bonding plan (D) 
 

b. Ground rods (C) 
 
c. Surge suppression devices (C) 
 
d. Bulkhead panels (RF, power, phone, etc.)  (C) 

 
e. Coaxial cable grounding kit (C) 
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f. exterior ground rings (D) 

 
3.2 Test Reports  
 

Test reports shall be submitted as specified. 
 

4.0 GROUNDING FOR COMMUNICATIONS TOWERS, BUILDINGS AND 
EQUIPMENT 

 
The Systems Integrator shall prepare a plan for the lightning and surge protection 
measures to be implemented, taking into account such items as the radio installation, 
equipment to be protected, and local conditions.  The Systems Integrator shall submit this 
plan to the COV PM and Engineer at the design review.  The Systems Integrator's plan 
shall meet all requirements of this specification and receive approval by the COV PM.   
 

4.1 Ground Resistance Measurements 
 
Unless specified elsewhere, the maximum DC resistance between any point on the 
ground system and earth ground shall be less than five (5) ohms. 
 
Equipment specifically designed for this purpose shall be used to measure the resistance 
of a point to ground, and the measurement shall be made by following the instructions 
provided with the instrument. 
 
The resistance to earth of the earth electrode subsystem shall be measured only by the fall 
of potential technique.  This shall be accomplished prior to the completion of 
construction of associated buildings and structures.   
 

4.2 Ground Test Wells 
 

Each site shall have a ground test well for the purpose of verifying baseline ground 
resistance readings and for future testing of the grounding system.  The inclusion of a test 
well affords easy accessibility for initial verification of the site’s ground resistance and 
for subsequent tests designed to detect any future degradation of the site ground system. 
 
The test wells at each site shall be a minimum of 8 inches in diameter and have a 
waterproof cover.  The test wells shall be equipped with a copper or copper-clad lug to 
facilitate convenient connection of test equipment into the grounding system.   
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4.3 Equipment 
 

4.3.1 Ground Rods 
 

Ground rods shall be bare copper or copper-clad steel, 3/4 inch in diameter, and a 
minimum of 10 feet in length.  The thickness of the copper jacket shall not be less 
than 0.012 inch (0.3 mm).  Multiple interconnected ground rods shall be used 
uniformly spaced around the facility with a distance between ground rods not 
more than twice the rod length (20 feet) when used around towers and equipment 
buildings.  When used in the circumferential ground ring, the spacing is allowed 
to be 40 feet, as described in sections 4.3.1, 4.3.2.2 and section 4.7 on fences. 
 
The rods shall be interconnected with a 2/0 AWG bare copper cable, per Line 
item #1 in Table 3, buried at least 1.5 feet below grade level using exothermic 
weld connections at all ground rod connections.  Larger size cables as well as 
greater burial depths will be specified where earth and atmospheric conditions so 
dictate.  Ground rods shall be driven into the earth using the appropriate tools.  If 
a ground rod cannot be driven straight down the total length of the ground rod, it 
shall be driven at an angle not greater than 45 degrees.  Auguring and back filling 
are not permissible, unless used in conjunction with Doping as described in 
paragraph 4.4.4 “ Doping of Ground Systems.” 

 
4.3.2 Conductors   

 
4.3.2.1 Below Ground Conductors 

 
Connections made to ground rods, or to conductors below ground shall be made 
using an exothermic weld process, such as Cadweld or COV approved equivalent, 
to ensure firm, mechanically rigid, and maintenance-free connections as described 
in section 6.0 on Bonding.  Conductors shall be placed at the same depth as the 
top of the ground rods. Interconnecting grounding cables shall be brazed or 
welded to each ground rod and shall close on itself to form a complete loop with 
the ends brazed or welded together.  Coverage of the earth electrode subsystem by 
asphalt, concrete, etc, shall be discouraged and kept to a minimum in an effort to 
maintain the effectiveness of the grounding subsystem.  Conductors used below 
ground for connecting ground rods together shall be as shown in Table 3, either 
Line Item 1. 
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4.3.2.2 Above Ground Conductors 
 

Conductors used above ground for equipment, and other metal items shall be in 
accordance with Table 3 Line Item 1 or Line Item 2, as is appropriate for the 
application. 
 
Precautions must be observed against connecting dissimilar metals that will cause 
deterioration of grounding surfaces or protective surfaces.  Table 1 provides a 
grouping of metals, and Table 2 provides recommendations for contact surfaces.  
Section 6 of this specification outlines the bonding requirements.  

 
4.4 Ring And Halo Ground Connections 

 
All connections shall be made with minimum length conductors, with straight vertical (or 
horizontal) runs, if possible.  Conductor bends, when required, shall be equal to or 
greater than an 8-inch radius with an included angle of not less than 90 degrees.  
Connecting conductors shall always point in the direction of current flow and toward 
earth ground, and shall approach the main ground at an angle of roughly 45 degrees as 
shown in Figure 1. 
 
4.4.1 Wire and Cable Routing 

 
The routing and layout of wires and cables shall be performed in a manner that 
does not jeopardize the integrity of the equipment shield. Cables or wires carrying 
high-level signals shall be routed as far as is feasible from low-level signal lines. 
Power lines and control lines subject to large transients shall be routed away from 
sensitive digital or other susceptible circuits. 

 
4.4.2 Requirements for Metal Pipes Entering Building from Underground 

 
Underground metallic pipes entering a facility shall be circumferentially bonded 
to the building or facility entrance plate. The size of the entrance plate is 
determined by the number of pipes or cables attached and shall be a minimum of 
¼” thick.  The plate shall be of steel construction and of sufficient size that the 
edges of the plate are a minimum of 12” from any cable or pipe penetration on the 
plate and from any other metallic object in proximity of the plate.  The entrance 
plate shall be bonded to the earth electrode subsystem with two minimum length # 
2/0 AWG copper cables and shall be circumferentially welded to the shielding (if 
present) of the building or shelter as shown in Figure 11.  The interconnecting 
cables shall be welded or brazed to the earth electrode subsystem.  Adequate 
corrosion preventative measures shall be taken.   
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Structural pilings, tanks, and other underground metallic masses near the 
periphery of the structure also shall be bonded in like manner to the earth 
electrode subsystem. Caution shall be used when using clamps to ground metallic 
gas pipes.  
 

4.4.3 Above Ground Connections 
 

Connections made above ground in areas exposed to weather shall preferably be 
made using an exothermic process, Cadweld or equivalent, except where one or 
more of the objects being bonded have a galvanized coating.  The use of 
appropriate UL-approved pressure-type connections shall be used for connecting 
galvanized members and shall be permissible with stranded wire. 
 
Connections made above ground shall not be made without appropriate 
passivation of the mating surfaces, or use of special transition clamps such as 
PolyPhaser Model J-1, J-2, or equivalent. 
 
Connections of stranded conductors to equipment racks shall be by use of lugs or 
pressure clamps, consistent with the wire size, and grounding surface of the 
equipment being grounded.  Figure 2 shows typical examples of connectors for 
grounding.  Connections to the guy wires shall use pressure connections such as 
shown in Figure 3. 
 

4.4.4 Doping of Ground Systems  
 

When unable to achieve ground resistance below 5 ohms, some doping of the 
ground may be necessary.  The doping material is added around the ground rod in 
an augured hole or around a conductor in a trench.  The doping material shall 
have a constant cured resistivity of 12 ohm/cm or less.  It shall set up to a hard, 
permanent material and shall not decompose or dissolve over time.  It shall not 
require any maintenance after installation.  It shall not rely on the continuous 
presence of water nor shall it add salts to the earth, which may contaminate the 
ground water. 
 

4.4.5 Impermissible Practices 
 

The following practices are not permissible: 
 
a. Ground wire runs through metal conduit (unless the wire is permanently 

bonded at both ends of the conduit).  The use of PVC conduit is preferred. 
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b. Reliance on the third wire (green wire) on ac power lines for lightning 
ground. 

 
c. Drilling holes into towers or loosening of tower bolts for grounding. 
 
d. The removal of protected surfaces, such as galvanization for grounding 

purposes. 
 
e. The use of 120V single-phase GFI outlets, except where required by NEC. 

 
f. Relying on grounding using commercial practiced such as used on 

telephone circuits or other leased lines. 
 

4.5 External Grounding System 
 
4.5.1 General 

 
External grounding rings shall be installed which individually encircle the antenna 
tower and the equipment building(s). 
 
In addition, there shall be a circumferential ring ground following the facility 
fence line such that the offset from the fence line is not to exceed 6 feet.  Where 
this fence line is within 6 feet of the individual tower and building ring ground 
subsystems, the fence shall tie into those ground rings in keeping with the 
requirements of section 4.3.2.2. and section 4.7 on fences. 
 
Where the fence line is not within 6 feet of the tower and communications 
building ring ground(s), an additional partial or complete ring ground shall be 
installed and shall be tied into the other ring ground subsystems using wire size 
and type as specified in Table 3, Line item #1, and bonded as described below for 
the tower and communications equipment building ring ground subsystems. A 
typical installation is shown in Figure 4.   
 
Ground rods for the tower, building, and fence shall be installed so that the top of 
the rod is a minimum of 18 inches below finished soil surface, or below the frost 
line, whichever is greater.  The ground rods for the tower ring ground shall be 
installed so that the bottom of the rod is a minimum of 24 inches deeper than the 
lowest part of the tower footing. 

 
Each ground ring listed above, such as the tower, building, circumferential, or 
other, shall be interconnected with each other and with the fence ground as 
appropriate.  
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Connections to the ground rings shall be made using an exothermic weld, 
Cadweld process, or COV approved equivalent, with an appropriate anti-
corrosion sealant applied over the bonded joints. 
 

4.5.2 Antenna Tower Grounding 
 

4.5.2.1 Down Conductors for Antenna Support Structures 
 

Where copper-clad steel down conductors are used on structures not greater than 
75 feet in height, the DC resistance shall not be greater than .176 ohms per 1000 
feet.  On structures greater than 75 feet in height, the DC resistance of the cable 
shall not be greater than 0.088 ohms per 1000 feet.  The size of wires in copper-
clad stranded cable shall not be less than 2/0 AWG.  The copper covering of all 
copper-clad steel down conductors shall be permanently and effectively welded to 
the steel core. The conductivity of copper-clad conductors shall not be less than 
30% of a copper conductor of equivalent cross-sectional area. 

 
Bends in down conductors shall be gradual and have a minimum radius of 8 
inches such that the included angle of the bend shall be not less than 90 degrees.  
Any metallic object within 6 feet of the lightning download shall be bonded to the 
down conductor (see NEC article 800).  On structures higher than 60 feet there 
shall be at least one additional down conductor for each additional 60 feet or 
fraction thereof, except that the interval between down conductors around the 
perimeter shall not be less than 50 feet nor greater than 100 feet.  Down 
conductors shall be of a continuous single wire cable bonded to the earth electrode 
subsystem for the tower within 6 feet of the structure but not closer than 2 feet and 
appropriate for the type of tower structure as described in the following 
paragraphs.  Down conductors passing through foundations or footings shall be 
installed in plastic or non-metallic conduit. 
 
All bonds between elements of the lightning protection subsystems shall be made 
by exothermic welding or brazing or by UL-approved high-compression clamping 
devices as defined in paragraph 6.1.7.d on bonding and as shown in figure 1 and 
2.  Welding/brazing shall be used for all bonds not readily accessible for 
inspection and maintenance.  Soft solder shall not be used for bonding any 
conductor in the lightning protection subsystem.  

 
4.5.2.2 Earth Electrode Subsystem  
 
Two bare 2/0 AWG copper cables (or larger) shall be used by independent routes to bond 
the earth electrode subsystem for the tower to each of the earth electrode subsystems of 
the buildings. 
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4.5.2.3 Circumferential Ring Ground 

 
All buildings and structures at each tower site that have signal, control, or power 
line interfaces with the tower or equipment building and separated by less than 
200 feet (See figure 4) shall be included into the circumferential ground ring, 
following the fence line encircling the site facilities. 
 
Within the circumferential ground ring there shall be individual ring grounding 
sub-systems for all buildings, towers, and a single ground rod for other sizeable 
metal structures.  The site circumferential ground ring shall be tied into the other 
ring ground subsystems from each fence corner to the closest point on the other 
ring grounds via bare 2/0 AWG copper cables using an exothermic weld bonding 
system or equivalent.  Ground rods in this part of the grounding system shall be 
placed at each corner of the fence and not more than 40 feet apart.   

 
4.5.2.4 Waveguide Grounding 

 
The minimum requirements for waveguide grounding are as follows: 
 
a. All wave-guides to the antennas shall be grounded at least three points: 

near the antenna, every 200 feet, at the vertical-to-horizontal transition 
near the base of the tower, and at the waveguide entry port. 

 
b. Metallic supporting structures for wave-guides shall be electrically 

continuous and shall be connected to the exterior earth electrode 
subsystem at the first and last support columns as a minimum. The wire 
leads shall be as direct as possible. 

 
4.5.2.5 Monopole masts (conductive material) 

 
The monopole mast ground system shall consist of a minimum of four ground 
rods, connected together per paragraph 4.3.2.1 "Below Ground Conductors" to 
form a tower ground ring which shall be installed a minimum of two (2) feet, but 
not more than (6) feet from the foundation as shown in Figures 5 and 6.  
 
The mast shall be connected to the grounding system with wires sized in 
accordance with Table 3 Line Item 1 or larger with connections to the mast made 
per the manufacturer's instructions, and shall be short and direct with no sharp 
bends.  
 
Wire sizes shall not be less than 1/0 AWG. 
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4.5.2.6 Wooden antenna poles 

 
Wooden antenna poles may only be used with the approval of the COV PM.  The 
wooden antenna pole grounding system shall consist of a minimum of two ground 
rods connected together per paragraph 4.3.2.1 "Below Ground Conductors," and 
as shown in Figure 7. 
 
Atop the pole, ground connections to the antenna or antenna mast shall be made 
per manufacturer's recommendation.  A ground wire in accordance with Table 3 
Line Item 1 shall be run down the pole on the side opposite the antenna coax, and 
away from all other conductors to avoid possible flashover.  The ground wire shall 
then be connected to the grounding system per paragraph 4.3.2.1 "Below Ground 
Conductors." 

 
Wire sizes shall not be less than 1/0 AWG. 

 
4.5.2.7 Self-supporting lattice towers 

 
The self-supporting lattice tower grounding system shall consist of a ground rod 
adjacent to each tower leg.  If necessary, additional ground rods shall be used to 
reduce the distance between rods to less than 15 feet. Ground rods shall be 
connected together per paragraph 4.3.2.1 "Below Ground Conductors," to form a 
tower ground ring which shall be installed a minimum of two (2) feet from the 
foundation as shown in Figure 8.  Each leg of the tower shall be connected to the 
grounding system with the wire size as specified by Table 3 Line Item 1 or larger.  
Connections to the tower legs shall be short and direct with no sharp bends. 

 
4.5.2.8 Guyed lattice towers 

 
The guyed lattice tower grounding system shall consist of three or four ground 
rods at the tower base.  All ground rods shall be connected together per paragraph 
4.3.2.1 "Below Ground Conductors," to form a tower ground ring which shall be 
installed a minimum of two (2) feet from the foundation as shown in Figure 4.  
The ground conductors shall be connected to the grounding system with a wire as 
specified in Table 3 Line Item 1 or larger.  Connections to the tower shall be short 
and direct with no sharp bends.  Additionally, a ground rod shall be installed at 
each guy anchor point approximately one foot from the anchor footing.  The top 
of the ground rod shall be a minimum of 18 inches below finished soil surface, or 
below the frost line, whichever is greater.   
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The bottom of the ground rod shall be a minimum of 24 inches below the lowest 
point of the anchor footing.  A wire as called for by Table 3 line Item 1 or larger 
shall be used for connecting each of the guy wires to the grounding system as 
shown in Figure 3.   

 
Extra care must be taken to prevent rainwater and condensate from dripping from 
exposed copper grounding wires onto galvanized metal surfaces, particularly for 
tower and guy wires.  Failure to observe this precaution will cause rapid 
degradation of the galvanized coating and subsequent rust formation on these 
structural elements.   
 
Each ground rod at the guy anchor points shall be tied back to the tower ground 
ring below ground, using the wire size specified in Table 3 Line Item 1 or larger. 

 
  Wire sizes shall not be less than 1/0 AWG.  Many of the sections above reference 
a table, which I do not have.4.5.2.8 Antenna support structures on buildings 

 
Radio antenna installations atop buildings shall have the tower, down conductors, 
transmission line shields, and other conducting objects within 6 feet of the tower 
or antenna base securely and commonly bonded together per paragraph 4.3.2.2 
"Above Ground Conductors" and paragraph 4.4.3 "Above Ground Connections." 
 
Atop steel-frame structures, the common bond point shall be bonded to building 
steel with a wire as called for in Table 3 Line Item 1, via two separate paths.  In 
addition, if available, the tower shall be bonded at roof level to a large metal, earth 
grounded cold water pipe. 
 
Atop reinforced concrete buildings, the common bond point shall be connected 
via two separate down conductors as specified by Table 3 Line Item 1.  The 
conductors shall not be bonded to the cold water main in the basement of the 
building but rather bonded to the building system as described above.   
 
Guy wires associated with towers on top of buildings shall be grounded at their 
anchor points to the common bond point in the same manner as for grounding the 
towers. 
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4.6 Equipment Buildings 
 

4.6.1 External ground ring 
 

The grounding system around the exterior of a building shall consist of a ground 
rod at each corner of the building with additional ground rods added around the 
perimeter of the building such that the distance between rods is no more than 
twice the length of the rods as shown in Figure 4.  A ground rod shall be installed 
directly below the coax transmission line entrance to the building.  Ground rods 
shall be spaced a minimum of 2 feet out from the perimeter of the building but not 
more than 6 feet. 
 

4.6.2 RF Bulkhead entrance panel 
 

A weatherproof metal bulkhead entrance panel shall be installed on the building 
equipment wall as shown in Figure 9.  The panel shall be ANDREW 
ARRESTORPORT Plus or PolyPhaser Bulkhead Entrance Panels or COV 
approved equivalent, with size determined by the number and size of transmission 
lines interconnecting through it.  The appropriate cable boots shall be used to 
weatherproof the connections. 

 
The external side of the panel shall also include a ground bar for transmission line 
shield ground connections and connections to the external ground system.  The 
ground bar shall be fabricated to avoid dissimilar metal connections as stated in 
the paragraph 4.3.2.2 "Above Ground Conductors" and in the applicable 
paragraphs of section 6.1 “Bonding Requirements.”  The bar shall be connected to 
the building external ground system by at least two conductors as called for in 
Table 3 Line Item 1 or larger to form a low resistance and low inductance path to 
the system ground. 

 
An internal sub-panel or a commercially available substitute, bolted directly to the 
bulkhead panel with multiple bolts, similar to that shown in Figure 9 shall be used 
to mount the transmission line surge suppressors specified in paragraph 5.1 “ 
Transmission Line Protection”.  This sub-panel shall be constructed of metal and 
avoid a dissimilar metal interface as stated in paragraph 4.3.2.2 "Above Ground 
Conductors" and in the applicable paragraphs of section 6.1 “Bonding 
Requirements.”  The sub-panel shall be securely fastened with a low resistance, 
low inductance path to the bulkhead panel (As specified in Table 3 Line Item 1). 
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4.7 Fences 
 

Where sites are equipped with a cyclone-type metal fence, this fence shall be grounded to 
the site grounding subsystem as described below. 
 
All metal fences within 6 feet of any ground ring or any grounded item shall be grounded 
to the closest ring ground at 20-foot intervals along the length and at a minimum of each 
corner post and each metal gate support post.  A minimum 10-foot, 5/8-inch diameter 
copper or copper-clad ground rod shall be installed into the ground within one foot of the 
fence, adjacent to each gate hinge or latch point post(s), and shall be tied into the 
circumferential ring ground for the facility. This is to provide additional shock hazard 
protection from lightning.  
 
When making connections between copper wires and galvanized fence posts, it is 
necessary to use an appropriate clamp to minimize the reaction between the two 
dissimilar metals.  Refer to section 4.4.3, “Above Ground Connections,” section 6 of this 
specification, and Table 2 for aboveground bonding requirements. A flexible, tinned, 
copper ground strap or braid shall be used to connect the gate to the main post.  This 
connection shall be done using an exothermic weld process or UL approved pressure 
clamp.  Make sure that the flexibility of the strap or braid is not compromised as a result 
of the bonding process. 

 
A conductor as specified in Table 3 Line Item 1 or larger shall be used to connect the 
fence to the circumferential ring ground.  The above ground connection shall be made by 
use of exothermic weld process or by a pressure clamp near the bottom of the post.  The 
below ground connection shall be made by exothermic weld or equivalent and 
appropriately sealed against corrosion.  
 
Where a metal fence surrounding the site facilities does not pass within 6 feet of the 
tower or equipment building ring ground, additional ground rods shall be installed and 
interconnected to form a partial or complete ring ground tied into the ring ground 
subsystems of the tower and equipment building forming a circumferential ground ring 
for the entire facility that is within 6 feet of the fence.  See Figure 4 for a typical 
installation. 

 
This circumferential ring shall have ground rods at each corner of the fence and spaced 
every 40 feet along its length with each corner rod tied back to the building or tower 
ground ring by the most direct path, thus forming a set of radials connecting the 
circumferential ground ring to the individual ring grounds around the equipment 
building(s) and tower.     
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The fence shall be tied into this partial ground ring at each fence corner and every 20 feet 
along its length using conductors as described in Table 3, Line item #1. The top of the 
ground rods shall be a minimum of 18 inches below the finished ground surface, or at the 
same level as the external ground rings to which it will be connected.   
 
Each ground rod and the interconnecting wiring shall be bonded together using 
exothermic welds, Cadweld process or equivalent, using a wire sized in accordance with 
Table 3 Line Item 1. 
 

4.8 Nearby Metal Objects 
 

The following items must be connected to the external grounding system using a 
conductor specified in Table 3 Line Item 1 or larger. 

 
a. The transmission-line entry window into the building.  As this is the entry point 

into the equipment area, all transmission lines shall be grounded to this window, 
and extra care shall be exercised to ensure this is a very low inductance ground. 
 

b. Ice shield and exterior cable tray between tower and building. 
 

c. Emergency generator and generator support base. 
 

d. Fuel tanks, either above or below ground. 
 

e. Any sizable metal object within 6 feet of the tower or building, or external 
grounding system. 

 
f. Ground system provided by the electric power utility or Telephone Company and 

as permitted by local electrical codes.  Note that all lines (power and signal) 
provided by utilities are not considered satisfactorily grounded and shall be 
grounded by the Systems Integrator at the power panel or demark. 

 
4.9 Transmission Line Grounding 
 

The following applies only to antenna and transmission lines outside a building, with 
entry into the building and equipment room.  It does not apply where antenna and 
transmission lines are contained entirely within a building. 
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4.9.1 Shield Ground 
 

The outer conductor of coaxial transmission lines shall be grounded with 
appropriate coaxial cable grounding kits, such as Andrew Type 204989 or COV 
approved equivalent.  These shall be installed per manufacturer's instructions at a 
minimum of three locations: 

 
a. At the top of the vertical run, near the antenna: The tail of the cable-

grounding conductor shall be bonded to the tower using the clamp 
provided by the manufacturer.  Every 200 feet of transmission line shall 
also be individually grounded. 
 

b. At the bottom of the vertical run, just above its bend to the support bridge: 
This point shall be as low to the ground as feasible. 

 
c. Immediately outside the cable entrance to the equipment building, just 

prior to the coaxial suppressor. 
 

4.9.2 Surge Suppressor Grounding  
 

The surge suppressors used for protecting transmission lines entering the 
equipment room shall be connected to the bulkhead or bus plate using a conductor 
as specified by Table 3 Line Item 6 or larger.   
 
The wires must not be closer than two inches to any other metallic objects, 
conduits, cable trays, or equipment cabinets or racks to minimize flashovers.  

 
4.10 Tower-Top Mounted Preamplifiers Grounding 
 

Internal preamplifier input port protective measures shall be verified with the amplifier 
manufacturer, and input port surge suppression device, PolyPhaser IS-GC50 Series or 
equal, shall be installed per the manufacturer's recommendation. 
 
Additional tower-top pre-amp input protection can be provided by using DC-grounded 
(shunt fed) antennas, with a short coaxial lead. 
 
The tower-top mounted preamplifier chassis shall be grounded to the tower. 
 
Internal preamplifier output port protective measures shall be verified with the amplifier 
manufacturer, and output port surge suppression devices shall be installed per amplifier 
manufacturer's recommendations.   
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Tower-top pre-amps, with output carrying both DC and RF via the coaxial line shall be 
protected by impulse suppressors such as the PolyPhaser DC Injector, Model IS-DC50 or 
equal, and dc pickoff Model IS-GC50 units or equal.  These units shall be installed 
according to manufacturer's instructions.   
 
Where penetration of cable entry bulk heads are a part of the coaxial cables between the 
tower top amplifier and the communications equipment, an added protection device shall 
be required.  The PolyPhaser IS-DC50LNZ pickoff and re-injector (PICKOR) or equal 
shall be employed.  All surge protection devices shall be located and installed to facilitate 
easy replacement. 
 
Receive only transmission lines shall be protected as outlined in paragraph 4.9.1 "Shield 
Ground" and paragraph 4.9.2 "Surge Suppressor Grounding." 
 

4.11 Internal Grounding System 
 

4.11.1 Ground window 
 

A suitable size ground window shall be installed at the point or area where the 
antenna transmission lines enter the equipment room. 

 
A ground window shall be a bare solid copper bus bar or plate of 1/8 inch or 
greater thickness as specified below: 
 
a. At least 1/8 inch thick for a maximum of 8 connections. 
 
b. At least 1/4 inch thick for more than 8 connections. 
 
Length and width dimensions shall depend on the number of grounding 
conductors to be connected.  Each grounding conductor shall be independently 
connected to the bar. 

 
This ground window shall be installed inside the equipment room and be 
connected to an external ground system with two conductors as called for by 
Table 3 Line Item 1 or larger.  If this conductor extends below the earth’s surface, 
the conductor shall be tinned and any splices shall be made with an exothermic 
process such as CADWELD or COV approved equivalent. 

 
The following items shall be connected to the Ground Window: 
 
a. Internal Grounding Ring (Halo). 
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b. The transmission line surge suppressors (via a conductor as specified in 
Table 3 Line Item 7). 

 
c. Cable tray system (via a conductor as specified in Table 3 Line Item 2) or 

larger. 
 
d. External ground system (via a conductor as specified in Table 3 Line Item 

7). 
 

e. Ground bus. 
 

4.11.2 Internal Grounding Ring (Halo) 
 

An internal grounding ring (Halo) shall be installed in the equipment room to 
provide a ground path for all equipment within the room including peripheral or 
support apparatus and to provide a protective ring around the equipment to ensure 
all conductive materials are at the same potential. All equipment (including radios 
and computers) shall be grounded to the nearest point on the halo.   Adjacent 
equipment shall be grounded to each other. 

 
A halo ground ring shall be installed in areas where needed to bond system or 
support apparatus (such as battery racks, HVAC equipment, metal door and metal 
doorframes, electrical panels, and transfer switches) to the ground window as a 
single point connection.     

 
The internal halo-grounding ring shall be made of a conductor as specified in 
Table 3 Line Item 1 and shall be mounted approximately 8 feet above floor level 
or 6 inches below the ceiling on a 2-inch standoff from the wall.  The halo-
grounding ring shall be installed such that it encircles the interior of the 
equipment room with opposite ends of the halo conductor connecting to the 
interior ground window.  

 
 

4.11.3 Cable Trays or Raceways 
 

The individual sections of all metallic cable tray systems shall be bonded to each 
other and to the raceways which they support using cable as specified by Table 3 
Line Item 6 or larger.  Incidental paths through framework, cable trays, building 
steel, etc. shall not be considered appropriate for a reliable ground connection. 
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All electrically continuous bonds shall be made using appropriate fasteners with 
appropriate corrosion protection for the environment. Standard lock and star 
washers are not considered acceptable.  All metallic cable trays shall be connected 
to the internal ground window or the halo ground ring via a conductor as specified 
in Table 3 Line Item 4 or larger stranded copper wire within 2 feet of each end of 
the run and at intervals not to exceed 50 feet along each run. 

 
When compression type connectors are employed at an installed site or system, 
the Burndy compression system (or equivalent) shall be used.  This system 
consists of connectors for indoor taps, splices, and structural steel terminations.   
 

4.11.4 Wiring System Enclosures 
 
All electrical and electronic wiring and distribution equipment enclosures not 
otherwise specified herein shall be grounded.  The grounding conductor shall not 
penetrate equipment cabinets or cases but rather shall be terminated to a ground 
stud. Attachment of grounding studs to protected equipment shall be through an 
appropriate tapped hole with machine screw and compression fitting for the 
attaching cable.  Mounted ground studs, when done in the manner described 
above must follow bonding guidelines as enumerated in section 6 of this spec. 

 
4.11.5 Metallic Cable Sheaths 

 
Metallic cable sheaths on all cables shall be connected to ground at both ends. 
 
For coaxial and other high frequency cables, all connectors shall be of a type and 
design that provide a low impedance path from the signal line shield to the 
equipment case.   
 
If the signal circuit must be isolated from the equipment case, and if the shielding 
effectiveness of the case must not be degraded, a connector of tri-axial design that 
properly grounds the outer cable shield to the case shall be used. Shields of 
coaxial cables and shielded balanced transmission lines shall be terminated by 
peripherally grounding the shield to the equipment case. Bonding of connectors 
shall be in accordance with the requirements stated in this specification.  Coaxial 
shields and connector shells shall be grounded at junction boxes, patch panels, 
signal distribution boxes, and other interconnection points along the signal path. 
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4.11.6 AC Distribution Systems 
 

AC power distribution systems shall have the neutral conductor grounded at the 
distribution transformer and to the earth electrode subsystem of the facility.  The 
size of the ground conductor from the first service disconnect shall be as specified 
in Line item #1 of Table 3 in this specification or as specified by the National 
Electric Code, whichever is more conservative. 
 
In each facility served by a common distribution transformer, the neutral shall be 
directly connected to the nearest point of the earth electrode subsystem.  Where 
delta-wye system conversion is employed, the service entrance shall be a five-
wire system consisting of three phase conductors, a grounded neutral conductor, 
and a grounding green conductor.  In each facility, all power distribution neutrals 
shall be isolated from the equipment cases and structure elements so that no AC 
return current flows through the equipment or the signal reference network.  The 
fault protection subsystem shall be installed in accordance with the National 
Electric Code for all installed equipment. Metal conduit shall not be used in lieu 
of the separate grounding (green) wire. 

 
4.11.7 Single Building with Multiple Power Sources 

 
All grounded (neutral) conductors shall be grounded at the first service disconnect 
means for each power source.  For delta-wye conversions, a five-wire system 
shall be utilized from each source. Delta systems shall employ four wires from the 
source, consisting of three phase conductors and a grounded conductor for 
grounding purposes. 

 
4.11.8 Multiple Buildings with a Single Power Source 

 
Neutral conductors from multiple buildings being serviced from a single 
commercial power source shall be grounded at the source only. The neutral shall 
be isolated at the first disconnect.   
 

4.11.9 Standby AC Generators 
 
Motor and generator frames and housings shall be grounded in accordance with 
Article 250 of the National Electric Code. The generator neutral shall be grounded 
directly to the earth electrode subsystem. When generators are connected in 
parallel, the neutrals shall be interconnected and grounded with a single ground 
conductor. 
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4.11.10  AC Outlets 
 
Grounding of receptacles and associated grounding terminals shall meet the 
requirements of Articles 250-146 and 250-66 of the National Electric Code (1999 
or later) except where the NEC requires the use of ground fault breaker-type 
outlets.  Aluminum and copper-clad aluminum conductors permitted by Article 
410-56 shall not be used. When necessary to control noise problems, grounding of 
grounding terminals may be accomplished per Article 250-146. The grounding of 
metallic outlet boxes shall not be dependent upon serrated strips or clips. 

 
4.11.11  DC Power Systems 

 
One leg of each DC power system shall be grounded with a single connection 
directly to the earth electrode subsystem. The size of the grounding conductor 
shall be as specified in Table #3, Line item #1 or by the National Electric Code,  
whichever is more conservative.  Whether grounded at the source or at the load, a 
separate current return from the load to the source shall be used to assure that no 
DC current flows in the fault protection or the signal reference subsystem.  
 

4.11.12  Metallic Battery Racks 
 
Metallic battery racks shall also be grounded to the facility ground system at the 
nearest point using cable as specified in Table #3, line item #1. 

 
4.11.13  Fault Protection Subsystem 
 

The fault protection subsystem ensures that personnel are protected from shock 
hazard and the equipment is protected from damage resulting from faults 
including short circuits that may develop in the electrical supply and distribution 
systems. The AC neutral is isolated from this subsystem throughout the facility 
except for one point of interface at the power service entry. 
 
In all electrical and electronic equipment, the AC power neutral (white wire) shall 
be insulated from the equipment chassis, case, and facility ground system except 
for one point at the facility power service entry.  With the circuit breaker open and 
the neutral disconnected, a minimum of 1.0 megohm DC resistance shall exist 
between either side of the AC line and the equipment case (ground). 
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All conduit, pipes, and tubes shall be electrically continuous and grounded to the 
facility ground system.  All joints between sections of conduit, fittings, junction 
boxes and their covers shall be cleaned and bonded in accordance with the 
applicable paragraphs in section 6. The requirement for and use of conductive 
lubricant between bonded members shall be determined by the Engineer. 
 
Portable electrical or electronic equipment cases, enclosures and housings shall be 
considered to be adequately grounded for personnel protection through the third 
wire of the power cord provided that continuity is firmly established between the 
case, enclosure, or housing and the receptacle’s ground terminal.  The third wire 
of the power cord shall not be used for signal ground. 
 
Substantial metal structural elements of buildings and towers (including overall 
building shields where they exist) shall be acceptable substitutes for lightning  
down conductors provided they are permanently bonded to each other and to the 
lightning protection subsystem in accordance with section 6 on Bonding.  

 
4.11.14  Equipment Rack Ground 
 

Each equipment cabinet or rack shall have a vertical equipment ground bus, 
similar to that shown in Figure 10, with all units in the cabinet or rack to be 
connected.  The cabinet or rack ground bus shall be secured to the rack at a 
minimum distance of 6 inches from power and signal leads.   
 
Each equipment chassis shall be connected to the rack ground bus using a 
conductor as specified by Table 3 Line Item 8 or larger, with appropriate 
connectors, as shown in Figure 2, according to the requirements in section 6.0 
through 6.1.7 on “Bonding.” 

 
Each equipment ground bus shall be connected to the adjacent rack and via the 
most direct route to the halo ground ring, to minimize inductance. 
 
In situations where it is necessary to minimize the number of ground conductors 
connected to the halo ground ring, a row ground bus may be used.  The individual 
equipment ground bus from each rack, cabinet, or enclosure in a single row shall 
be connected to a row ground bus.  Each single row of equipment shall have a 
separate row ground bus consisting of a conductor as called for by Table 3 Line 
Item 2 or larger.  Each row ground bus shall be connected to the halo ground ring 
via the shortest and most direct route.  
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The equipment or row ground bus may be connected directly to the ground 
window if that route is shorter or more direct than connecting to the halo ground 
ring. 

 
4.11.15  Connections to the Internal Ground Ring (Halo) 

 
The following items shall be connected to the internal ground ring, using a 
conductor as called for by Table 3 Line Item 7 or larger. 

 
a. The AC-power panel enclosure and power line protectors. 
 
b. Telephone terminal block enclosure and telephone protectors. 
 
c. The emergency generator (if it is located in the shelter). 
 
d. Metal battery racks. 
 
e) Equipment ground bus or row ground bus, and halo. 
 
f) Other significant metal objects within 6 feet of any other grounded object; 

such as doors and doorframes, ventilation ducts, water pipes, etc. 
 
4.11.16  Equipment Frames and Other Metal Structures 

 
Equipment frames and other metal structures within 6 feet of each other or any 
point in the grounding system shall be directly bonded together with a conductor 
as specified by Table 3 Line Item 5 to avoid side flash-overs and other hazards. 
 

4.11.17  Communications Center Grounding 
 

A Communications Center (dispatch consoles) ground bus (Specified by Table 3 
Line Item 2 or larger) shall be run under the flooring for each equipment row if 
possible, in a manner to allow each equipment to tie into this ground with a 
conductor as specified by Table 3 Line Item 6 or larger.  The ground bus shall be 
short and direct with no sharp bends, and shall not run parallel, within 6 inches, to 
any power or signal leads.  The ground bus shall connect to a single-point ground 
window and the central electronics rack ground, and then connect to the exterior 
building ground, except if no external ground system is being installed as part of 
the equipment installation.  Any ground system installed shall be effectively 
connected to the existing building ground or electrical service ground. 
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Console bays shall be bonded together, and shall be connected to the 
Communications Center ground bus with a short, direct run of a conductor as 
called for by Table 3 Line Item 6 or larger, avoiding sharp bends. 
 

5.0 SURGE PROTECTION 
 
5.1 Transmission Line Protection 
 

All RF transmission lines, including unused spares, must be protected by PolyPhaser   
coaxial suppressors or COV approved equivalent and installed at the internal metal 
bulkhead sub-panel to remove surge currents from the center conductor. 
 
The types of coaxial suppressors used shall be based upon the applications and 
manufacturer’s recommendation.  RF transmission lines from the antenna, down the 
tower, and into the building shall be grounded as described in Paragraph 4.9 through 
4.9.2 “Transmission Line Grounding.” 
 

5.2 Tower-Top Mounted Preamplifiers Protection 
 

Internal preamplifier input port protective measures shall be verified with the amplifier 
manufacturer, and input port surge suppression device, PolyPhaser IS-GC50 Series or 
equal, shall be installed per the manufacturer's recommendation. 

 
Additional tower-top pre-amp input protection can be provided by using DC-grounded 
(shunt fed) antennas, with a short coaxial lead. 

 
The tower-top mounted preamplifier chassis shall be grounded to the tower. 

 
Internal preamplifier output port protective measures shall be verified with the amplifier 
manufacturer, and output port surge suppression devices shall be installed per amplifier 
manufacturer's recommendations.  Tower-top pre-amps, with output carrying both DC 
and RF via the coaxial line shall be protected by impulse suppressors PolyPhaser DC 
Injector, Model IS-DC50 or equal, and DC pick-off Model IS-GC50 units or equal.  
These units shall be installed according to the manufacturer's instructions.  Where 
penetration of cable entry bulk heads are a part of the coaxial cables between the tower 
top amplifier and the communications equipment, an added protection device shall be 
required.  The PolyPhaser IS-DC50LNZ pickoff and re-injector (PICKOR) or equal shall 
be employed.  All surge protection devices shall be located and installed so as to be easily 
replaceable. 

 
Receive only transmission lines shall be protected as outlined in paragraph 4.9.1 "Shield 
Ground" and paragraph 4.9.2 "Surge Suppressor Grounding." 
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5.3 AC Power Protection 

 
All AC suppressors shall be used as Normal Mode (Line-Neutral) protection. The gas 
tube types of suppressors are not allowed.  Common Mode suppression (Neutral-Ground 
and Line-Ground) violates NEC article 250 if the device self-sacrifices in the (N-G) or 
(L-G) mode.  AC neutral shall be bonded to ground only at the main AC service panel.  
With proper grounding, Common Mode suppression is not necessary.  
 
5.3.1 Main/Branch AC Panel Protection 

 
AC surge suppressors, TRANSTECTOR Apex series or equal, shall be placed at 
the entrance panels, transfer switches, or distribution panels, to protect against 
power line voltage rising to damaging levels between neutral and line.  The 
suppressor shall be installed between each incoming ac line and neutral via an 
appropriately sized circuit breaker rated for the interrupting current of the panel.  
The lead lengths from the protective devices and the associated circuit breakers 
shall be as short as possible.  The surge protector enclosure, if a metal enclosure, 
shall be grounded to the internal grounding ring (Halo) with a conductor as 
specified by Table 3, Line Item 6, or larger.  A remote status indicator must be 
available.  
 

5.3.2 Emergency Generator Grounding and Surge Suppression 
 
Generators within the communications shelter shall have their chassis tied to the 
building’s internal ground system via a single wire sized according to Table 3, 
line item #1, using the grounding lug provided for that purpose on the generator 
chassis.   
 
Generators mounted outside the communications shelter, whether in a separate 
shelter or within an outdoor housing, shall be grounded using a dedicated single 
ground rod tied into the site grounding system.  The ground wire used for external 
generators shall be according to Table 3, line item #1. 
 
Emergency generators, whether inside the shelter or outside, shall have AC surge 
suppressors, TRANSTECTOR Apex series, or equal, across the AC line between 
the generator and the automatic transfer switch.  The suppressor shall be installed 
between each incoming AC line and neutral via an appropriately sized circuit 
breaker whose rating is equal to or less than the interrupting current of the service 
panel.   
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The lead lengths from the protective devices and the associated circuit breakers 
shall be as short as possible.  The surge protector enclosure, if a metal enclosure, 
shall be grounded to the internal grounding ring (Halo) with a conductor as 
specified by Table 3, Line Item 6, or larger. A remote status indicator must be 
available.  Additionally,  all critical (red) bus branch circuits shall be supplied 
with Commercial Off The Shelf (COTS) surge protection devices at the 
equipment end as defined below in 5.3.3.   

 
5.3.3 AC power in-line protection 

 
The AC feed to each equipment rack shall be protected at each rack by an 
appropriate COTS surge protector matched to the current load of the rack. 
PolyPhaser MSRP-120US20A or Transtector OP820A or equivalent, is suitable 
for high current applications for low current applications, Transtector RMP 
620AT or TrippLite ISOBAR 8 Ultra, or equivalent is appropriate.  The chosen 
surge protectors shall protect against power line voltage rising to damaging levels 
between incoming lines and between line and neutral. If using surge protectors 
with visual status indicators, the device shall be mounted on the equipment rack 
so the power and status indicator lights are easily visible. The protective device 
shall not rely on the green ground wire in the AC power cable. 
 

5.3.4 Computer Workstations  
 

Computer equipment, including but not limited to, printers, CPUs, and monitors, 
if not protected by a surge-limiting UPS, shall be protected against power line 
surges using a COTS surge suppressor, such as TrippLite ISOBAR 8 Ultra, or 
COV approved equivalent.  
 
The TrippLite Isobar 8 Ultra suppressors feature a fused metal oxide varistor 
(MOV) across both sides of the AC line and from each side of the AC line to 
ground.  Should a fault within these suppressors occur such that the neutral were 
tied to ground and significant current should flow, the internal thermal circuit 
breakers in series with the MOV would open, thus eliminating the current flow.   

 
5.4 Telephone Lines 
 

All telephone lines, T1 lines, data and control lines (excluding all fiber-optic lines) 
entering a site shall be equipped with Bi-polar, Bi-directional SAD surge protectors, 
TRANSTECTOR data & telecommunication surge protectors or equivalent.   
 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 77



 
 

The location for these protectors can be at the equipment or telephone patch panel 
depending upon the application.  In many cases, transient over-voltages can be coupled 
into both signal lines at the same time.   
 
For these hazards, protectors shall be connected with a conductor, which will be at a 
minimum in accordance with Table 3 Line Item 9, to either the equipment ground or 
telephone patch-panel ground. In addition, the shields of these lines must all be bonded to 
each other and tied into the internal ground system in the most direct (low impedance) 
way. 

 
5.5 GPS Receiver  
 

When a GPS receiver with an active antenna mounted outside of the building is 
employed, a GPS system coaxial protector such as PolyPhaser Model IS-MR50LNZ or 
equal, shall be equipped, to protect against the surge from a GPS antenna.  The protector 
shall be located between the GPS antenna and GPS receiver with a conductor as specified 
by Table 3 Line Item 9 or larger, to connect to the equipment rack ground. 

 
5.6 Electro-Static Discharge Protection 
 

Electrostatic discharge (ESD) can destroy sensitive electronic circuits, compromise 
quality, and even endanger human life.  Electrostatic discharge is a result of two 
elements:  chargeable bodies and motion.  People are chargeable bodies in motion.  A 
person raising an arm can generate 100 volts or more of static electricity.   
It is possible to generate 6000 volts or more in a very dry working environment.   
 
During the installation process, every precaution shall be taken when handling sensitive 
electronic equipment, or anything that is sensitive to damage caused by ESD.   
 
The following precautions shall be followed to reduce possible damage caused by ESD 
during the installation and maintenance process. 
 
a. Use of body grounding devices (wrist straps, heel straps with grounded 

conductive floor mats) by all inspection, service, and installation personnel. 
 
b. Use of static free grounded work surfaces (table or floor mats) where appropriate. 
 
c. Use of anti-static packaging for ESD sensitive electronic circuit or component 

handling. 
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6.0 BONDING: PURPOSE AND DEFINITION 
 

Bonding refers to the process by which a low impedance path for the flow of an electric 
current is established between two metallic objects. In any realistic electronic facility, 
whether it is only one piece of equipment or an entire facility, numerous interconnections 
between metallic objects must be made in order to minimize electric shock hazards, 
provide lightning protection, establish references for electronic signals, etc. Each of these 
interconnections should be made so that the mechanical and electrical properties of the 
path are determined by the interconnected members and not by their connecting 
junctions. The joint must maintain its properties over an extended period in order to 
prevent progressive deterioration through corrosion or mechanical looseness.  Proper 
bonding practices will ensure the following results: 

 
a. Protection of equipment and personnel from the hazards of lightning discharges. 
 
b. Establishment of fault current return paths. 
 
c. Establishment of homogeneous and stable paths for electrical currents. 
 
d. Minimization of voltages on enclosures and housings 
 
e. Protection of personnel from shock hazards 
 
f. Prevention of static charge accumulation. 
 

6.1 Bonding Requirements 
 

6.1.1 Surface Treatments 
 

Surface treatments including the platings provided for added durability or 
corrosion protection shall offer high conductivity.  Plating metals shall be 
electrochemically compatible with the base metals.  Unless suitably protected 
from the atmosphere, silver and other easily tarnished metals shall not be used to 
plate the bond surfaces. 

 
6.1.2 Weather and Corrosion Protection of bonded joints 
 

All bonds shall be suitably protected against weather, corrosive atmospheres, 
vibrations, and mechanical damage. Under dry conditions, a corrosion 
preventative or sealant shall be applied within 24 hours of assembly of the bond 
materials. Under high humidity conditions, sealing of the bond shall be 
accomplished within one hour of joining. 
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Each bonded joint shall be protected against corrosion by assuring that the metals 
to be bonded are galvanically compatible. Bonds shall be painted with a moisture-
proof paint or shall be sealed with a silicone or petroleum-based sealant to prevent 
moisture from reaching the bond area.  Bonds that are located in areas not 
reasonably accessible for maintenance shall be sealed with permanent waterproof 
compounds. Anodized or other similarly protected bonds shall not require 
painting to meet the requirements of this standard. 
 
External bonds shall be exothermic or equivalent except when such bonds attach 
to the tower or other galvanized surface (guy wires, etc.).  Drilling of additional 
holes in the tower to facilitate grounding is not acceptable.  For bonds to 
galvanized surfaces, use of an approved clamping device designed for the 
application is required. 

 
6.1.3 Vibration protection for bonded joints 
 

Bonds shall be protected from vibration-induced deterioration by assuring that 
bolts and screws are adequately torqued. 

 
Bonding straps installed across shock mounts or other suspension or support 
devices shall not impede the performance of the mounting device.  They shall be 
capable of withstanding the anticipated motion and vibrational requirements 
without suffering metal fatigue or other means of failure.   
Extra care should be taken in the attachment of the ends of bonding straps to 
prevent arcing or other means of electrical noise generation with the movement of 
the strap. 

 
 Bonding straps with width-to-length ratio of approximately 1-to-5 and a thickness 

of approximately 0.030” are better than wires due to lower inductance per unit 
length. 

 
6.1.4 Maximum allowable DC Resistance 
 

All bonds for ground conductors whose primary function is to provide a path for 
power, control, signal currents, and lightning protection shall have a maximum 
DC resistance of 1.0 milliohm (0.001 ohm).  The resistance across joints or seams 
in metallic members required to provide electromagnetic shielding shall also be 
1.0 milliohm or less. 
 

6.1.5 Use of Auxiliary conductors 
 

Wherever possible, the bonding of metallic members to be interconnected shall be 
accomplished by direct contact of the mating surface without the use of an 
auxiliary conductor.  Electrical continuity is obtained by establishing a fused 
metal bridge across the junction by welding, brazing, or soldering, or by 
maintaining a high-pressure contact between the mating surfaces with bolts. 
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6.1.6 Welded Bonds 
 

Permanent connections between ferrous materials shall be exothermically welded 
whenever required.  Welds of sufficient extent to support the load demands on the 
bonded members shall be considered to provide an adequate electrical bond when 
the following conditions are met: 
 
a. On members, whose maximum dimension is 2 inches or less, the weld 

shall extend completely across the side or surface of largest dimension. 
 
b. On members, whose largest dimension is greater than 2 inches but less 

than 12 inches, one weld of at least 2 inches in length shall be provided. 
 
c. On members whose largest dimension is greater than 12 inches, two or 

more welds, each not less than 2 inches in length, shall be uniformly 
spaced across the surface of largest dimension.  The maximum spacing 
between successive welds shall not exceed 12 inches. 

 
d. At butt joints, complete penetration welds shall be used on all members 

whose thickness is ¼” or less.  Where the thickness of the members is 
greater than ¼”, the depth of the weld shall not be less than ¼”. 

 
e. A fillet weld shall have an effective size equal to the thickness of the 

members. 
 
f. At lap joints between members whose thickness is less than a ¼”, double 

fillet welds shall be provided. 
 
g. Bonding of copper to steel shall be accomplished by either brazing or 

exothermic welding or by an appropriate clamping device designed for the 
purpose. 

 
h. Welding of galvanized members, including but not limited to, the tower 

and other structures is not acceptable. Galvanized members shall be 
bonded using the appropriately sized clamp fastener with a sealant as 
recommended by the clamp manufacturer. 

 
6.1.7 Miscellaneous Bonding Requirements 

 
a. Soft soldering shall not be used for bonding purposes unless the joint is 

not subject to mechanical loads and stresses and the conducting path is not 
subject to lightning or power fault currents. 

 
b. Sweat soldering shall not be used for electrical bonding unless other 

fasteners, such as bolts or rivets, are concurrently used to provide 
mechanical strength and the soft soldering requirement above is met. 
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c. Where required, non-current carrying members such as air conditioning 
and heating ducts, gutter spouts, canopies, awnings, screens, etc., normally 
held in place or supported with sheet metal screws or mated mechanical 
joints shall be bonded by soft soldering. 

 
d. All bonds utilizing bolts and other threaded fasteners shall be adequately 

torqued. Before joining, all mating surfaces shall be cleaned, taking 
particular care to provide adequate corrosion protection to all electrical 
bonds made with bolts and other threaded fasteners. 

 
e. C-clamps and spring clamps shall not be used for permanent or semi-

permanent bonding. 
 
f. Where the direct joining of structural elements, equipment, and electrical 

paths is impossible or impractical to achieve, bonding straps or jumpers 
shall be used. 

 
g. All mating surfaces which comprise the bond shall be thoroughly cleaned 

before joining to remove dust, grease, oil, moisture, nonconductive 
protective finishes, and corrosion products.  The bonding surface shall be 
cleaned over an area that extends at least ¼” beyond all sides of the 
bonded area on the larger member. 

 
h. After initial cleaning with chemical paint removers or mechanical 

abrasives, the bare metal shall be wiped or brushed with dry cleaning 
solvent.  Surfaces not requiring the use of mechanical abrasives or 
chemical paint removers shall be cleaned with a dry cleaning solvent to 
remove grease, oil, corrosion preventatives, dust, and moisture prior to 
bonding. 

 
i. Clad metals shall be cleaned with fine steel wool or grit in such a manner 

that the cleaning process does not penetrate the cladding material. A 
bright, smooth surface shall be achieved. The cleaned area shall be wiped 
with dry cleaning solvent and allowed to air dry before completing the 
bond. 

 
j. Aluminum alloy can be bonded after cleaning mating surfaces to a bright 

finish and brushing on an anodizing conductive coating or equivalent over 
the mating surface. 

 
k. If an intentional protective coating is removed from the metal surface, the 

mating surfaces shall be joined within 30 minutes after cleaning. 
 
l. All mating surface materials that comprise a bond shall be identified. 

Compression bonding with the use of bolts or clamps shall be utilized only 
between metals having acceptable coupling values (see table 1 and 2).  
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When the base metals form couples that are not allowed, the metals shall 
be plated, coated, or otherwise protected with a conductive finish, or a 
material compatible with each shall be inserted between the two base 
metals.  It shall be constructed from, or plated with, an appropriate 
intermediate metal. 

 
m. Because of galvanic corrosion between dissimilar metals, the welded or 

brazed joint shall be covered with pitch or suitable waterproof compound. 
 
n. The chassis or case of equipment items mounted in racks, frames, or 

cabinets shall be directly bonded directly in accordance with the intended 
purpose of the grounding methods as specified within this specification. 

 
o. Subassemblies and the various connectors used to connect equipment into 

the radio system shall be bonded to the chassis utilizing the maximum 
possible contact area. Bonding around connectors and subassemblies 
attached to the chassis shall be such that the entire periphery of the 
connector or subassembly is securely bonded to the chassis. Both the 
flange surface and the mating area of the panel shall be cleaned in 
accordance with the applicable parts of this specification before bonding. 
After mounting, the exposed area of the panel shall be repainted or 
otherwise protected from corrosion as defined herein. 

 
p. Cable shields shall be terminated and tightly fastened to the cable 

connector shell with a compression or soldered connection.  The cable 
shall be able to withstand the anticipated use without becoming noisy or 
suffering degradation in shielding efficiency.  Coaxial connectors shall be 
constructed of corrosion resistant materials.  Foil shields are not 
acceptable for peripheral bonding and do not provide mechanical 
durability. 

 
q. Conductive RF gaskets shall be made of corrosion resistant material, shall 

meet the 0.001-ohm dc resistance requirement of this spec, and shall 
possess strength, resiliency, and hardness sufficient to maintain the 
shielding effectiveness of the bond.  The surfaces contacting the gasket 
shall be smooth and free of oily films, corrosion, moisture, and paint.  The 
gasket shall be firmly affixed to one of the bond surfaces by screws, 
conductive cement, or other means, which do not interfere with the 
effectiveness of the gasket.  

 
The gaskets may be placed in a milled slot to prevent lateral movement 
when the bond is disassembled. Gaskets shall be a minimum of 1/8” wide.  
The gasket and contact surfaces shall both be protected from corrosion. 
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TABLE 1 - METAL GROUPS 
 

 
Group 

 
Metal 

 
   I 

 
Magnesium, aluminum, zinc 

 
  II 

 
Tin, lead, steel 

 
 III 

 
Stainless steel, nickel, iron 

 
  IV 

 
Copper, silver 

 
 
 
 
 

TABLE 2 - METAL CONTACT SURFACES 
 

 
Contact Surfaces 

 
Inside 

 
Outside (Weather Exposed) 

 
Within same group 

 
Ok 

 
Ok 

 
Adjacent groups 

 
Ok 

 
Waterproof coating must be applied after direct 
metal-metal contact is made.  No water allowed to 
bridge gap. 

 
Separated 1 group 

 
Ok 

 
Same as above. 

 
Separated 2 groups 

 
Ok 

 
Appropriate passivation of contact surfaces or use of 
special transition clamps. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 84



 
 

TABLE 3 – GROUNDING WIRE SPECIFICATIONS 
 

(Note:  All wire gauges and instructions are minimum acceptable criteria) 
 

Line Item Wire Gauge Special Instructions 
 

1 No. 2/0 AWG  stranded bare copper wire. 
2 No. 2/0 AWG Solid or stranded green jacketed copper wire. 
3 No. 2/0 AWG Solid copper wire. 
4 No. 2/0 AWG Stranded copper wire. 
5 No. 6 AWG Solid or stranded copper wire. 
6 No. 6 AWG Solid or stranded green jacketed copper wire. 
7 No. 6 AWG Tinned, solid, or stranded green jacketed copper wire. 
8 No. 6 AWG  Stranded copper wire. 
9 No. 6 AWG Solid copper wire or strap. 
10 Strap Solid copper strap with a minimum thickness of .051 inches and a 

minimum width of 2 inches. 
11 Strap Solid bare copper strap with a minimum thickness of .040 inches 

and a minimum width of 4 inches.  Other width/thickness 
relationships may be used as long as the cross section area is not 
reduced. 

 
 
ATTACHMENTS: 
 
Figure 1 - Typical Ground Connection 
Figure 2 - Typical Connectors and Lugs for Grounding 
Figure 3 - Typical Guy Anchor Grounding 
Figure 4 - Typical External Grounding System 
Figure 5 - Typical Monopole Mast Grounding 
Figure 6 - Typical Grounding With Monopole Mast 
Figure 7 - Typical Grounding of Wooden Antenna Pole 
Figure 8 - Typical Grounding of Self Supporting Tower 
Figure 9 - Typical Bulkhead Panel Grounding 
Figure 10 - Typical Rack Grounding 
Figure 11 - Typical Entry Plate Detail Showing Rigid Cable, Conduit, and Pipe Penetrations 
 
 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 85



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 86



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 87



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 88



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 89



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 90



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 91



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 92



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 93



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 94



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 95



COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 96



 
 
 
 
 
 
 
 
 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 97



Alcoholic Beverage Control

Aviation

Capitol Police

Conservation and Recreation

Corrections

Emergency Management

Environmental Quality

Fire Programs

Forestry

Game and Inland Fisheries

Health

Information Technology

Juvenile Justice

Marine Resources Commission

Military Affairs

Mines, Minerals, & Energy

Motor Vehicles

State Police

Transportation

Federal Government Agencies

Local Government Agencies
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COV AGENCY:  Alcoholic Beverage Control

Wise County Sheriffs Office
Dickerson County Sheriffs Office
Norton Police Dept.
Bigstone Gap Police Dept.
Williamsburg Police Dept.
Fredericksburg Police Dept.
Chesapeake Police Dept.
Petersburg Police Dept.
Newport News Police Dept.
Richmond Police Dept.
Chesterfield County Police Dept.
Norfolk Police Dept.
Virginia Beach Police Dept.
Portsmouth Police Dept.
Roanoke City Police Dept.
Roanoke County Police Dept.
Henrico County Police Dept.
Manassas Park Police Dept.
City of Manassas Police Dept.
Fairfax County Police Dept.
Arlington Police Dept.
Alexandria Police Dept.
Amherst County Sheriffs Office
Bedford County Sheriffs Office
Lynchburg Police Dept.
Giles County Sheriffs Office
Radford City Police Dept.
Radford University Police Dept.
Glouchester County Sheriffs Office
Altavista County Sheriffs Office
Halifax County Sheriffs Office
Campbell County Sheriffs Office
Danville Police Dept.
Hampton Police Dept.
Fredrick County Sheriffs Office
Suffolk Police Dept.
Orange County Sheriffs Office
Montgomery County Sheriffs Office
Northampton County Sheriffs Office
Isle of Wright Sheriffs Office
Caroline County Sheriffs Office
Colonial Height Police Dept.
Harrisonburg Police Dept.
Albemarle Sheriffs Office
Nottoway Sheriffs Office
Agusta Sheriffs Office
Waynesboro Police Dept.
Salem Police Dept.
Christiansburg Police Dept.
Abingdon Police Dept.
Pulaski County Police Dept.
Martinsville Police Dept.
Culpeper County Police Dept.
Spotsylvania Sheriffs Office
Stafford Sheriffs Office

TABLE D-2
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

154.890 155.565
159.075
158.970 154.860

154.860

156.090 156.655
465.050 460.050
155.850 154.725
155.650 155.750
465.250 464.250
458.650 453.650

Frequencies are currently confidential

Frequencies are currently confidential

Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential

Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
Frequencies are currently confidential
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COV AGENCY: Aviation

No mobile or fixed communications radios.

 

TABLE D-3
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments
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COV AGENCY: Capitol Police

Virginia State Police
Virginia State Police

 

TABLE D-4
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

159.000 154.935 VSP Channel 1 frequencies
158.985 154.905 VSP Channel 2 frequencies
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COV AGENCY: Conservation and Recreation 

Galax Police Dept.
Wythe County Police Dept.
Wythe County Repeater
Wythe County talk around
Grayson County Fire and Rescue
Grayson County Sheriffs Office
Carroll County Sheriffs Office
Pulaski Police Dept.
USFWS-Back Bay NWR
USFWS-Eastern Shore
Northampton County Sheriffs Office
Northampton County Sheriffs Office
Northampton County Sheriffs Office
DGIF-Car to Car
UMRC
Bedford County Sheriffs Office
Westmoreland County Sheriffs Office
The Nature Conservancy
USACOE-John Kerr Reservoir
Franklin County Sheriffs Office
Clifton Forge Police Dept.
Convington Police Dept.
Alleghany County Sheriffs Office
Bath County Sheriffs Office
Roanoke City Public Works
Roanoke City Fire
State Police- Car to Car
Scott County Sheriffs Office
Scott County Fire and Rescue
Prince William County Police Dept.
King George County Sheriffs Office
King George County Fire
Lancaster County Sheriffs Office
Lancaster County TAC CH.
Lancaster County Fire
DGIF
Spotsylvania County Sheriffs Office
Spotsylvania County Fire
Marion Lifesaving
Marion Lifesaving
Marion Lifesaving
Marion Fire
Smyth County Sheriffs Office
Smyth County Sheriffs Office
Smyth County TAC CH.
Smyth County Fire and Rescue
Marion Police Dept.
SIRS
Virginia State Police
Town of Clarksville Police Dept.
Pulaski County Sheriffs Office
X-Band Repeater
Charlotte County Sheriffs Office
Charlotte County Sheriffs Office
Virginia State Police
Warren County Sheriffs Office
Department of Forestry
Virginia State Police
Chesterfield County Radio
Currituck County, North Carolina

TABLE D-5
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

155.910 158.730 Used by New River Trail State Park
159.090
154.190
155.160
153.815
150.830
150.890
158.790
163.150
163.150
465.375
460.375
460.175
151.340

39.860
151.625
164.350

155.025
154.310
154.665
159.030
154.340

154.890
153.965
155.520
159.210
155.745
151.430

154.785
155.160
155.160
155.940
155.670
155.550
155.250
163.150
163.150
460.375
460.375
460.175
151.340

39.860
151.625
163.437

155.025
154.310
154.665
154.740
154.340

159.090
155.760
159.210

Used by New River Trail State Park
Used by New River Trail State Park
Used by New River Trail State Park

Used by New River Trail and Grayson Highlands State Park
Used by New River Trail and Grayson Highlands State Park

Used by New River Trail State Park
Used by New River Trail State Park

Used by False Cape State Park
Used by Kiptopeke State Park
Used by Kiptopeke State Park
Used by Kiptopeke State Park
Used by Kiptopeke State Park

Used by serveral parks
Used by serveral parks

Used by Smith Mountain Lake State Park
Used by Westmoreland State Park

Used by Div-Natural Heritage
Used by Occoneechee State Park

Used by Smith Mountain Lake State Park
Used by Douthat State Park
Used by Douthat State Park
Used by Douthat State Park
Used by Douthat State Park

Used by Smith Mountain Lake State Park and Natural Heritage
Used by Smith Mountain Lake State Park and Natural Heritage

Used by serveral parks
Used by Natural Tunnel State Park
Used by Natural Tunnel State Park

Used by Leesylvania State Park
Used by Caledon State Park
Used by Caledon State Park
Used by Belle Isle State Park

Used by Lake Anna State Park
150.790

Used by Belle Isle State Park
Used by Belle Isle State Park

Used by Hungry Mother State Park
Used by Lake Anna State Park

159.210
155.745
159.435

155.280
155.355
159.285
39.700

159.000
458.875
39.280

39.400
39.880
39.500
39.960

39.700
39.400
39.880

39.540

39.500
39.960
39.540

155.355
155.280
155.355
159.285

154.935

Used by Hungry Mother State Park

453.875
39.280
39.280

Used by Hungry Mother State Park
Used by Hungry Mother State Park
Used by Hungry Mother State Park
Used by Hungry Mother State Park

Used by several Parks
Used by Kiptopeke State Park

Used by Occoneechee State Park
Used by Claytor Lake State Park
Used by Claytor Lake State Park

Used by Hungry Mother State Park
Used by Hungry Mother State Park
Used by Hungry Mother State Park
Used by Hungry Mother State Park

Used by Staunton River State Park
Used by Staunton River State Park

154.460
155.580
155.715

159.135 Used by James River State Park

154.755
151.220
155.580

865.237
159.285
155.445

800 Digital

865.237
159.285
159.165

Used by Pocahontas State Park

Used by Shenandoah River State Park
Used by Holliday Lake State Park

Used by False Cape State Park
800 Digital
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COV AGENCY: Corrections

No information to report.

 

TABLE D-6
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 103



Virginia State Police
Department of Forestry
Virginia Department of Transportation
Virginia Department of Transportation
Virginia Department of Transportation
Virginia Department of Transportation
Virginia Department of Health OEMS
Virginia Department of Health OEMS
Virginia Department of Health OEMS
Virginia Department of Health OEMS
Old Dominion EMS Alliance
Virginia Department of Health OEMS
Providence Fire Rescue
Roanoke County
Chesterfield Fire Department
Chesterfield Fire Department
Arlington County
Shenandoah National Park
Shenandoah National Park
Clear Channel, Inc.

 

TABLE D-7
NON COV AGENCY INTERFACE TABLE

COV AGENCY: Va. Dept. of Emergency Management

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

All VHF high band channels
All VHF high band channels KA6410

Districts
Districts
Districts
Districts

KNEF732

800 MHz Trunked Radio System

800 MHz Trunked Radio System

EAS link to WRVA/WRVQ/WRXL

Simplex
Simplex
SImplex
Simplex
Simplex
Simplex
Simplex
Simplex

SImplex
Simplex

Simplex
Simplex

166.900
166.300
161.760

47.340
155.205
155.280
155.340

47.220
47.280
47.300

155.400
MED 1-10

37.100
155.160

46.460
46.340

166.900
166.300
161.760
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COV AGENCY: Environmental Quality

Currently does not use any other agencies frequencies.

 

TABLE D-8
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments
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COV AGENCY: Fire Programs

Currently does not use any other agencies frequencies.

 

TABLE D-9
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Forestry

Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Albemarle
Amelia
Augusta
Augusta
Augusta
Augusta
Bedford
Bedford
Bland
Bland
Bland
Bland
Bland
Bland
Brunswick
Buckingham
Campbell
Campbell
Campbell
Campbell
Campbell
Campbell
Campbell
Campbell
Charlottesville
Charlottesville
Dinwiddie
Dinwiddie
Franklin Fire and Rescue
Franklin Fire and Rescue
Halifax
Nelson
Nelson

 

154.965
46.100

153.785

154..965

155.865153.785

Possibly changed

155.850155.850
46.260
46.460

154.965

154.355
155.955
154.400

155.565
155.745
151.115

154.250
155.955
154.250
154.295

460.625
460.600

155.955

155.835
155.205
155.220
155.835

155.955
155.925
155.745
155.805

TABLE D-10
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

155.785 155.865
153.845
153.875
153.965
153.980
154.995
155.205
155.220
155.835
155.955
46.540
33.440
33.740
33.760
33.800
460.625
465.600
153.830
153.905
154.250
154.295
154.355
155.955
154.010
158.835

39.980

151.025
151.115
155.190
155.250

39.980

153.935

155.850

151.025
151.115

155.565
155.745

155.190
155.250

155.865
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COV AGENCY: Forestry

Nelson
Nelson
Orange
Patrick
Patrick
Patrick
Pulaski
Pulaski
Pulaski
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Roanoke
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Shenandoah
Suffolk Fire Department
Suffolk Fire Department
 
 

460.150
460.525

458.400
453.550
453.875
453.875

For local forest warden vehicle

For Howard Wright
For Howard Wright

For local forest warden vehicle
For local forest warden vehicle

WNWD 802
For Howard Wright

453.300
453.300
453.300
458.375

453.375
453.400
453.150
458.225

859.962
860.962

453.225

856.962
857.462
857.962
858.962

855.737
855.987
854.987
856.462

45.880
46.480
855.487

155.865
155.865

465.525

458.400
458.550
458.875
458.875

37.180

465.625
154.070

465.150

458.300
458.300
458.300
458.375

453.375
453.400
458.140
458.225

859.962
860.962
33.740
453.225

856.962
857.462
857.962
858.962

855.737
855.987
855.987
856.462

45.400
45.880
46.480
855.487

155.100
155.835
45.280
45.320

153.785
155.865
153.905
151.130

CommentsOrganization Mobile/Portrable Tx 
MHz

Mobile/Portable Rx 
MHz

460.625

154.385

TABLE D-10
NON COV AGENCY INTERFACE TABLE
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COV AGENCY: Forestry

Abingdon Volunteer Fire Department
Abingdon Volunteer Fire Department
Accomack/Northampton Fireman's Association
Accomack/Northampton Fireman's Association
Alleghany County Sheriff's Department
Alleghany County Sheriff's Department
Alleghany County Sheriff's Department
Alleghany County Sheriff's Department
Alleghany County Sheriff's Department
Amherst County Sheriff's Department
Amherst County Sheriff's Department
Amherst County Sheriff's Department
Amherst County Sheriff's Department
Appomattox Sheriff's Department
Appomattox Volunteer Fire Department
Bath County Sheriff's Department
Bath County Sheriff's Department
Bath County Sheriff's Department
Bath County Sheriff's Department
Bath County Special Police
Blacksburg Volunteer Fire Department
Blackstone Volunteer Fire Department
Bland County Sheriff's Department
Bland County Sheriff's Department
Bland County Sheriff's Department
Bland County Sheriff's Department
Bland County Sheriff's Department
Botetourt County Sheriff's Department
Botetourt County Sheriff's Department
Botetourt County Sheriff's Department
Botetourt County Sheriff's Department
Brunswick County Sheriff's Department
Buchanon County Department of Emergency Services
Buchanon County Sheriff's Department
Buckingham County Board of Supervisors
Buckingham Fire and Rescue
Campbell County Board of Supervisors
Campbell County Sheriff's Department
Cana Volunteer Fire Department
Cana Volunteer Fire Department
Caroline County Emergency Units Org.
Caroline County Emergency Units Org.

 

154.175
154.310
46.080

TABLE D-10
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

46.180
39.320
39.500
39.500
39.540
39.980
39.540
39.820
156.090
154.22?
39.500
46.180
33.820
39.320
39.320
465.275
39.400
153.845
154.085
39.500
39.540
39.640
153.905
155.955

155.160
39.500
153.935

39.420
39.540
45.400
45.520

158.835
45.280
159.030
155.955

154.010

155.520
Unknown at this time

46.180

460.275

155.880
156.075

39.420
39.540
45.400
45.520
154.400
155.160

155.955

158.835

154.740

WRZ570
WRZ570

Used for A.J. Wright

Permission to monitor

For James Bowling

153.905 155.955
154.385
154.385

153.950
153.950

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 109



COV AGENCY: Forestry

Caroline County Emergency Units Org.
Caroline County Emergency Units Org.
Caroline Office of Emergency Services
Carroll County Sheriff's Department
Carroll County Sheriff's Department
Carroll/Grayson County Sheriff's Department
Carroll/Grayson County Sheriff's Department
Charles City Volunteer Fire Department
Charles City Volunteer Fire Department
Charles City Volunteer Fire Department
Charles City Volunteer Fire Department
Charlotte County Sheriff's Department
Charlotte County Sheriff's Department
Charlotte County Sheriff's Department
Chatham Volunteer Fire Department
Chatham Volunteer Fire Department
Chesapeake Fire Department
Chesapeake Fire Department
Chesapeake Fire Department
Clarke County Fire and Rescue Association
Cleveland Volunteer Fire Department
Cleveland Volunteer Fire Department
Cleveland Volunteer Fire Department
Clintwood Volunteer Fire Department
Colonial Beach Police
Colonial Beach Volunteer Fire Department
Concord Volunteer Fire Department
Concord Volunteer Fire Department
COV DCR Division State Parks
COV DCR Division State Parks
Craig County Sheriff's Department
Craig County Sheriff's Department
Culpeper County Fire and Rescue Association
Culpeper County Fire and Rescue Association
Culpeper County Fire and Rescue Association
Culpeper Volunteer Fire Department
Cumberland County Sheriff's Department
Cumberland County Sheriff's Department
Dickenson County Emergency Services
Dickenson County Sheriff's Department
Dickenson County Sheriff's Department
Dickenson Sheriff's Department

 

39.540
39.600

TABLE D-10
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

154.385
154.965
154.385
39.560
154.770
150.830
150.830
154.220
154.220
154.220
155.220
39.280
154.925
155.685
154.310
154.310
153.890
154.160
154.415
154.280
154.145
155.085
158.955
154.160
39.500
39.500
154.160
154.160

39.480
39.500
33.820
33.890
33.880
33.880
39.500
39.500
154.835
39.500

154.385
154.965

155.550
155.550
155.070

155.220

155.610
155.685
154.310

39.500

151.235
151.400

39.500
154.965

KNBV323
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COV AGENCY: Forestry

Dickenson Sheriff's Department
Dickenson Sheriff's Department
Dickenson Sheriff's Department
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Eastern Shore of Virginia 911 Commission
Ellison Volunteer Fire Department
Emporia Volunteer Fire Department
Emporia Volunteer Fire Department
Emporia Volunteer Fire Department
Emporia Volunteer Fire Department
Essex County
Essex County
Essex County
Fauquier County Emergency Center
Fauquier County Emergency Center
Floyd County Board of Supervisors
Floyd County Fire Department
Floyd County Volunteer Fire Department
Floyd County Volunteer Fire Department
Floyd County Volunteer Fire Department
Fluvanna County Fire and Rescue
Fluvanna County Sheriff's Department
Franklin County Sheriff's Department
Frederick County Fire and Rescue
Frederick County Fire and Rescue
Frederick County Fire and Rescue Association
Frederick County Fire and Rescue Association
Frederick County Fire and Rescue Association
Frederick County Fire and Rescue Association
Frederick County Fire and Rescue Association

 

154.220

154.370

154.370

154.280
154.340

45.320
155.745
153.965

WPAX832
WPAX832

KNGZ-312
KNGZ-312
KNGZ-312

33.880
155.905

39.900
154.220
154.370

154.220

153.905
154.295
46.480
46.500
45.880
45.320
46.100
45.880

46.100
45.880

155.745

154.220

154.340
154.340

155.220
155.355
155.925
154.340

154.250
154.280
154.430
154.445

154.445
155.220
155.355
154.220

153.830
154.340
154.831

154.220
154.250
154.280
154.430

154.445
155.220
155.355
154.055

154.220
154.250
154.280
154.430

154.430
154.445
155.220
155.355

158.910
154.220
154.250
154.280

154.770
154.860

NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

TABLE D-10
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COV AGENCY: Forestry

Frederick County Fire and Rescue Association
Galax Police Department
Galax Volunteer Police Department
Giles County Sheriff's Department
Giles County Sheriff's Department
Giles County Sheriff's Department
Giles County Sheriff's Department
Gloucester Volunteer Fire Department, Inc.
Gloucester Volunteer Fire Department, Inc.
Gloucester Volunteer Fire and Rescue, Inc.
Gloucester Volunteer Fire and Rescue, Inc.
Gloucester Volunteer Fire and Rescue, Inc.
Gloucester Volunteer Fire and Rescue, Inc.
Goochland County Volunteer Fire and Rescue Association
Goochland County Fire and Rescue
Goochland County Fire and Rescue
Goochland County Fire and Rescue
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Grayson County Sheriff's Department
Gretna Volunteer Fire Department
Halifax County Board of Supervisors
Halifax County Board of Supervisors
Halifax County Sheriff's Department
Hanover County Fire Department
Hanover County Fire Department
Hanover County Fire Department
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center

 

460.525
460.625
461.100
463.000

460.525
460.625
461.100
463.000

453.150
156.170

453.150
458.150

33.740 33.740
167.975 162.975

K11 553
KVF 716

County radios for transports

For two portables only

155.115

155.070

155.940

153.860
155.940
155.745
154.550

39.180

151.040

155.205
155.940

155.940
158.865
46.100

39.560
39.880
153.815
153.815

153.905
153.965
150.830
150.830

154.310
155.205
153.905
153.860

154.310
154.310
153.830
154.175

154.370

TABLE D-10
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

153.860
154.010

158.370
159.105
45.320
45.360
45.440
39.720

Comments

154.295
33.060

33.060

123.000

154.310
155.205

Mobile/Portable Rx 
MHz

154.310

33.740 33.740
33.060

33.060
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COV AGENCY: Forestry

Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Harrisonburg-Rockingham Emergency Operations Center
Henrico County Division of Fire
Henrico County Division of Fire
Henry County
Highland County Sheriff's Department
Highland County Sheriff's Department
Highland County Sheriff's Department
Highland County Sheriff's Department
Hillsville Volunteer Fire Department
Hillsville Volunteer Fire Department
Hose Company Number 4, Inc.
Hot Springs Fire and Rescue Association
Hot Springs Fire and Rescue Association
Hot Springs Fire and Rescue Association
Hot Springs Fire and Rescue Association
Hurt Volunteer Fire Department
Isle of Wight County
Isle of Wight County
J.R. Tree Services
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
James City County Fire Department
Jarratt Volunteer Fire Department
Kilmarnock Fire Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department

 

158.730
158.730

153.740
153.740
39.500

WNAL 734

154.265
154.355

463.475

460.525
463.475
460.525

451.450
451.450
151.085
151.085

154.430
154.250

460.525
460.625

154.340

463.100
463.125
463.150
463.175

152.420
154.070
154.070

463.025
463.050
463.075

468.475
154.115
154.995

33.740
460.525
463.475
465.525

451.450
456.450
151.085
157.575

153.950
153.785
39.500
39.540

465.525
465.625
33.560
153.830

463.100
463.125
463.150
463.175

463.025
463.050
463.075

CommentsOrganization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

NON COV AGENCY INTERFACE TABLE
TABLE D-10

154.355 154.265
154.355 154.355

154.235
154.265
154.340

154.070
151.370
154.295
154.830

154.355
151.370
154.295

154.265
153.830
155.025

Frequency is the same as Emporia Volunteer Fire Department
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COV AGENCY: Forestry

King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King and Queen County Sheriff's Department
King William Volunteer Fire Department
King William Volunteer Fire Department
Lancaster County
Lancaster County
Lancaster County
Lancaster County Sheriff's Department
Laurel Fork Fire Department
Laurel Grove Volunteer Fire Department
Lawrenceville Volunteer Fire Department
Lebanon LiPrsnring Crow, Inc.
Lee County Sheriff's Department
Lee County Sheriff's Department
Lexington Police Department
Loudoun County Emergency Service
Louisa County Emergency Services
Louisa County Sheriff's Department
Louisa County Sheriff's Department
Nelson County  Emergency Services
Nelson County  Emergency Services
Nelson County  Emergency Services
Nelson County Sheriff's Department
Nelson County Sheriff's Department
New Kent Sheriff's Department
New Kent Sheriff's Department
New Kent Volunteer Fire Department
Northumberland County
Northumberland County
Northumberland County
Norton Police Department
Orange County Fire Chiefs Association
Orange County Volunteer Fire Chiefs Association
Orange County Volunteer Fire Chiefs Association
Orange County Volunteer Fire Chiefs Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association

 

155.985
155.895 155.895
155.985

154.295
155.055

For Eddie Embrey

154.854
155.775

155.865
39.500
39.420
39.540

155.805
155.865
155.955
156.015

45.160

155.805
153.785

155.145

153.845

155.760
155.760
155.760
155.760

155.055

33.720
154.295

33.720

39.420
39.540
39.440
155.205

158.970

33.440

155.745

155.955
156.015
153.785

153.980
153.785
153.980
155.865

39.480
39.500

154.010

158.805
154.235
155.145
155.295

154.295
155.205
155.745
155.775

154.220
154.220
155.835
158.895

153.965
153.965
153.965
153.965

39.900

TABLE D-10
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

154.220
154.220
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COV AGENCY: Forestry

Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Orange County Volunteer Fire Chief's Association
Page County Board of Supervisors
Page County Emergency Operations Center
Page County Emergency Operations Center
Page County Emergency Operations Center
Page County Emergency Operations Center
Page County Emergency Operations Center
Page County Emergency Operations Center
Page County Sheriff's Department
Page County Sheriff's Department
Patrick County
Patrick County Sheriff's Depatrment
Pittsylvania County Emergency Services
Pittsylvania County Emergency Services
Pittsylvania County Sheriff's Department
Powhatan County Sheriff's Office
Powhatan County Sheriff's Office
Powhatan County Sheriff's Office
Powhatan County Fire Association
Prince George County
Prince George County
Prince George County
Prince George County
Prince William County Fire and Rescue Service
Prince William County Fire and Rescue Service
Prince William County Fire and Rescue Service
Rappahannock County Fire and Rescue
Rappahannock County Fire and Rescue
Rappahannock County Fire and Rescue
Renan Volunteer Fire Department
Richmond County Volunteer Fire Department
Rockbridge County Sheriff's Department
Russell County Sheriff's Department
Russell County Sheriff's Department
Russell County Sheriff's Office

 

155.910

39.500
39.500
155.550

155.115
154.325
154.370
154.445

33.680
33.820
154.145
45.280

154.325
154.370
154.445
33.480

155.115 155.115
158.925

158.925 155.115
155.055

155.700
155.775
156.135
39.500

465.400

155.835

453.700
460.400
465.125
465.325

39.500
37.180
158.880

155.055
155.055
155.055
155.895
155.895
155.895

159.195

37.260
39.320

33.740
158.925
154.890
159.045

465.125
465.325
465.400
33.540

33.740
458.125
458.700
460.400

159.015
159.015
159.015
162.550

158.880
158.880
158.880
158.895

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

NON COV AGENCY INTERFACE TABLE
TABLE D-10

Comments

155.895

453.125
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COV AGENCY: Forestry

Scott County Firefighters Association
Scott County Firefighters Association
Scott County Sheriff's Department
Scott County Sheriff's Department
Scott County Sheriff's Department
Shenandoah County Sheriff's Department
Sheriff of Louisa County
Slate Creek Volunteer Fire Department
Smithfield Volunteer Fire Department
Smithfield Volunteer Fire Department
Smyth County Sheriff's Department
Smyth County Sheriff's Department
Smyth County Sheriff's Department
Southampton County
Spotsylvania Sheriff's Department
Spotsylvania Sheriff's Department
Spotsylvania Sheriff's Department
Spotsylvania Sheriff's Department
Stafford County Department of Fire, Rescue, and Emerg Serv.
Stafford County Department of Fire, Rescue, and Emerg Serv.
Suffolk Fire Department
Suffolk Fire Department
Sussex County Sheriff's Department
Sussex County Sheriff's Department
Tazewell County
Tazewell County
Tazewell County Sheriff's Department
Tazewell County Sheriff's Department
Town of Wytheville
USDA/USFS/George Washington National Forest
USDA/USFS/George Washington National Forest
Victoria Fire and Rescue Company
Walkerton CVFPA & King William Volunteer Fire Department
Walkerton CVFPA & King William Volunteer Fire Department
Warren County Sheriff's Department
Warren County Sheriff's Department
Warren County Sheriff's Department
Washington County Emergency Services
Washington County Emergency Services
Washington County Emergency Services
Washington County Sheriff's Department
Washington County Sheriff's Department

 

WPCQ 971
WPCQ 971
WPCQ 971

Air detection
Air detection

151.025
151.025
154.250

154.325
171.525
172.325

158.745
155.775

450.470

154.325

39.500
39.500

39.500
151.025
153.830
154.250

45.160
45.400
33.680
33.680

153.770

45.400

39.320
39.500
39.320
39.500

154.070
154.385
39.500
39.600

156.195
158.955
154.175
154.205

39.500
33.800
39.500
154.295

154.995
155.775
39.400
39.400

159.030

33.820
154.325

153.950
154.340
39.780
154.740

NON COV AGENCY INTERFACE TABLE
TABLE D-10

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Forestry

Washington County Sheriff's Department
West Point Fire and Rescue, Inc.
West Point Volunteer Fire Department
Westmoreland County Sheriff's Department
Westmoreland County Sheriff's Department
Williamsburg Fire Department
Wise County Sheriff's Office
Wise County Sheriff's Office
Wise County Sheriff's Office
Wise County Sheriff's Office
Wise County Sheriff's Office
Wise County Sheriff's Office
Wise County Sheriff's Office
Wythe County Sheriff's Department 
York County Fire Department
York County Fire Department

 

TABLE D-10
NON COV AGENCY INTERFACE TABLE

39.540
33.740
33.740
45.280
45.280
154.145
39.420
39.500
39.840
153.515
154.040
154.265

156.090
154.010
154.010

45.280
154.145

154.785
154.400

153.515
154.040

154.400

154.265
155.715

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Game and Inland Fisheries

Accomack County Sheriff's Department
Albemarle Police Department
Alleghany County Sheriff's Department
Amelia County Sheriff's Department
Amherst County Sheriff's Department
Appomattox County Sheriff's Department
Augusta County Sheriff's Department
Bath County Sheriff's Department
Bedford County Sheriff's Department
Bland County Sheriff's Department
Botetourt County Sheriff's Department
Brunswick County Sheriff's Department
Buchanan County Sheriff's Department
Buckingham County Sheriff's Department
Campbell County Sheriff's Department
Caroline County Sheriff's Department
Carrol County Sheriff's Department 
Charles City Sheriff's Department
Charlotte County Sheriff's Department
Chesterfield Police Department
Clarke County Sheriff's Department
Craig County Sheriff's Department
Culpeper Sheriff's Department
Cumberland County Sheriff's Department
Dickenson County Sheriff's Department
Dinwiddie County Sheriff's Department
Essex County Sheriff's Department
Fairfax Police Department
Fauquier County Sheriff's Department
Floyd County Sheriff's Department
Fluvanna County Sheriff's Department
Franklin County Sheriff's Department
Frederick County Sheriff's Department
Giles County Sheriff's County
Gloucester Country Sheriff's Department
Goochland Country Sheriff's Department
Grayson County Sheriff's Department
Greene County Sheriff's Department
Greensville County Sheriff's Department
Halifax County Sheriff's Department
Hanover County Sheriff's Department
Henrico Police Department
Henry County Sheriff's Department
Highland County Sheriff's Department
Isle of Wight Sheriff's Department
James City Police Department
King George County Sheriff's Department
King and Queen County Sheriff's Department
King William County Sheriff's Department
Lancaster County Sheriff's Department
Lee County Sheriff's Department
Loudon County Sheriff's Department
Louisa Country Sheriff's Department
Lunenburg County Sheriff's Department
Madison Country Sheriff's Department
Mathews County Sheriff's Department

TABLE D-11
NON COV AGENCY INTERFACE TABLE

Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

CommentsOrganization

465.450 460.450
465.250
453.300
39.540

800 MHz EDAC
39.540
465.400
458.650

800 MHz EDAC
39.640
460.137
151.115
154.890
39.540
159.030
154.385
155.550
39.940
155.610

800 MHz Digital
39.200

155.940

39.620
154.950
158.910
159.030

39.480
39.420

465.125
154.100

39.200
159.075

39.720

39.440
154.740

800 MHz Digital
3850.000

460.250
453.300
39.540

453.650

800 MHz EDAC
39.540
460.400

800 MHz EDAC
39.640
465.137
156.135
159.150
39.680
154.740
154.950
155.550
39.940
155.685

800 MHz Digital
39.200
39.480
39.420

69.620

800 MHz Digital
3850.000

159.090

39.200
154.860
39.440
154.740

155.650
155.010
39.720
460.125

153.965
153.995

800 MHz Analog

154.250
153.815
154.800

800 MHz Digital

154.890
151.025
158.940

800 MHz Digital
800 MHz Analog

456.450 451.450
155.667151.010

154.700
458.100
154.890
39.480
39.480
155.520
39.080

800 MHz Digital
155.805
39.200
155.730
154.770

159.210
453.100
159.090

39.480

39.480
39.480
159.210

800 MHz Digital
155.805
39.200
154.800
159.210
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COV AGENCY: Game and Inland Fisheries

Middlesex County Sheriff's Department
Montgomery County Sheriff's Department
Nelson County Sheriff's Department
New Kent County Sheriff's Department
Northampton County Sheriff's Department
Northumberland County Sheriff's Department
Pittsylvania County Sheriff's Department
Powhatan Country Sheriff's Department
Prince Edward County Sheriff's Department
Prince George Police Department
Prince William Police Department
Pulaski County Sheriff's Department
Rappahannock County Sheriff's Department
Richmond Sheriff's Department
Roanoke Sheriff's Department
Rockbridge County Sheriff's Department
Rockingham County Sheriff's Department
Russell County Sheriff's Department
Scott County Sheriff's Department
Shenandoah County Sheriff's Department
Smyth County Sheriff's Department
Southampton Sheriff's Department
Stafford County Sheriff's Department
Surry County Sheriff's Department
Sussex County Sheriff's Department
Tazewell County Sheriff's Department
Warren County Sheriff's Department
Washington County Sheriff's Department
Westmoreland County Sheriff's Department
Wise County Sheriff's Department
Wythe County Sheriff's Department
York County Sheriff's Department
City of Chesapeake Police Department
City of Emporia Police Department
City of Newport News Police Department
City of Poquoson Police Department
City of Richmond Police Department
City of Suffolk Police Department
City of Virginia Beach Police Department
Town of West Point Police Department
U.S. Forrest Service
U.S. Park Service

 

158.850

39.160
465.375
154.085

39.420

39.540
800 MHz Motorola

39.320
39.400
154.800

800 MHz Digital
39.280
39.520

458.275
39.400

465.275
465.200
155.910
159.030

460.375
156.210

39.640
39.240

TABLE D-11
NON COV AGENCY INTERFACE TABLE

39.640
39.240
154.725

39.400

39.860
800 MHz Motorola

460.275
460.200
155.550

458.275

800 MHz Digital
37.160

155.415
39.200
39.400
154.800

159.150
39.160

154.740

39.520

39.840
39.720

489.837
39.720

492.837

39.840
155.475
39.840
158.940

155.800
39.840
155.490

39.420

460.287
154.890
154.785
458.150

155.130

166.300

155.760
800 MHz

30.020
172.325

465.300
800 MHz
458.200

800 MHz Digital

465.287
155.565
154.785
453.150

460.300
800 MHz
452.320

800 MHz Digital

158.970

164.575

155.760
800 MHz

39.020
171.535

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Health

Currently does not use any other agencies frequencies.

 

TABLE D-12
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Information Technology

No information was reported.

 

TABLE D-13
NON COV AGENCY INTEFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Juvenile Justice

Does not use any other agencies frequencies.

 

TABLE D-14
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Marine Resources Commission

Virginia State Police
Isle of Wight Sheriff
Smithfield Police
United States Coast Guard
Marine Channels
Department of Game and Inland Fisheries

 

TABLE D-15
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

All divisional D Tac Channels

Channels 16,17, and 22

Talk ground channel
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COV AGENCY: Military Affairs

Currently does not use any other agencies frequencies.

 

TABLE D-16
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Mines, Minerals, and Energy

Currently does not use any other agencies frequencies.

 

TABLE D-17
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: Motor Vehicles

Only interface with the State Police and SIRS and the
frequencies are currently unavailable.

 

TABLE D-18
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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COV AGENCY: State Police

SIRS (All local jurisdictions)
Bath County
Highland County
Alleghany County
Alleghany County
Covington Police Department
Clifton Forge Police Department
Clifton Forge Police Department
Homestead (Security)

 

TABLE D-19
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz Comments

39.540 39.540 Used for interdepartmental communications.
458.650
456.450
458.975
458.300
465.112
465.250
458.725
465.025

453.650
451.450
453.975
453.000
460.112
460.250
453.725
460.025

Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
Used in place of SIRS
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COV AGENCY: Transportation

No information was reported.

 

TABLE D-20
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments

COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 128



COV AGENCY: Federal

No information was reported.

 

TABLE D-21
NON COV AGENCY INTERFACE TABLE

Organization Mobile/Portable Tx 
MHz

Mobile/Portable Rx 
MHz

Comments
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Talk Group Plan 
 

 
1.0 INTRODUCTION 

 
The following sets forth the preliminary Talk-Group Plan for the State of Virginia (COV 
Contract Paragraph B2.02).  Refer to Table G-1. 
 

2.0 DEPARTMENT OF ALCOHOLIC BEVERAGE CONTROL (ABC) 
 

Twenty-five agency specific and fifty-two common talk groups are provided for the 
Department of Alcoholic Beverage Control.  Each of the eight ABC Regions would have 
a single, region-wide operations channel (talk group).  All ABC units in that region will 
monitor the operations channel.  A unit will call the unit it needs to communicate with 
then, once contact is established, the units involved switch to a more localized working 
channel to communicate.  When finished, the units involved switch back to the calling 
channel.  In addition to the agency specific talk groups, four common talk groups are 
provided for each of the 13 Communications Zones. One is for emergency contact with a 
VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-
agency operations. A description of the talk groups is as follows. 
 
2.1 ABC Regional Operations Group (1 per region –8 total) (Priority Level Urgent) – 

Monitored by all units in the region and used to establish communications with 
other ABC units in the region. 

 
2.2 ABC Regional Working Groups (2 per region – 16 total) (Priority Level Urgent)– 

Two talk groups are provided in each ABC region for communications between 
units.  As noted above, units will initially establish communications on the 
regional working channel then switch to one of the regional working channels. 

 
2.3 ABC Management (1 per agency –available all zones) (Priority Level Routine) – 

This talk group is reserved for use by senior Department of Alcoholic Beverage 
Control management. 
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2.4 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
2.5 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
3.0 DEPARTMENT OF AVIATION (DOAV) 
 

Two operational talk groups are provided for the Department of Aviation.  At this time, 
the talk groups are only listed as general talk groups since the DOAV’s use of the STARS 
is not well defined. 
 

4.0 CAPITOL POLICE 
 

Twelve agency specific talk groups and four common talk groups are provided for the 
Capitol Police.  All Capitol Police units will monitor the dispatch.  A unit will call the 
unit it needs to communicate with then, once contact is established, the units involved 
switch to a more localized working channel to communicate.  When finished, the units 
involved switch back to the calling channel.  In addition to the agency specific talk 
groups, four common talk groups are provided. One is for emergency contact with a VSP 
dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-agency 
operations.  A description of the talk groups is as follows. All units will be equipped with 
at least 7 of the talk groups as follows: 
 
4.1 Capitol Police Dispatch (One per agency) (Priority Level High) – primary talk 

group used for day-to-day operations.  This talk group is monitored by the Capitol 
Police Communications Center.  All units assigned to fixed posts, traffic control, 
and other similar details would monitor this talk group.  This talk group would be 
similar to the current Channel 1.  

 
4.2 Capitol Police Fixed Posts (One per agency) (Priority Level Urgent) – used by 

units assigned to the various fixed posts to communicate amongst themselves. 
 

4.3 Capitol Police Traffic Control (One per agency) (Priority Level Urgent) – used by 
those units assigned to Post No. 1 and the Mansion Gate to communicate amongst 
themselves. 
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4.4 Capitol Police Unit-to-Unit (One per agency) (Priority Level Urgent) – used by 
any unit to talk to another unit without tying up the dispatch talk group. 

 
4.5 Capitol Police Special Operations  (Three per agency) (Priority Level High) - 

Three talk groups are reserved for special events. 
 

4.6 Capitol Police Investigative Services (One per agency) (Priority Level Urgent)– 
Use of this talk group is restricted to investigators, supervisors and managers. 

 
4.7 Capitol Police Administrative Services (One per agency) (Priority Level Routine) 

– Use of this talk group is restricted to Human Resources, Security Clearances, 
and training as well as the supervisors and managers. 

 
4.8 Capitol Police Shared  (One per agency) (Priority Level Routine)- This talk group 

is reserved for use by other agencies that have a temporary need to communicate 
directly with the Capitol Police.  Only the Capitol Police Communications Center, 
supervisors and managers would have access to this talk group. 

 
4.9 Capitol Police Supervisory Group (One per agency)  (Priority Level Urgent) – 

Use of this talk group is restricted to operations commanders and supervisors and 
the management group. 

 
4.10 Capitol Police Management Group (Priority Level Routine)– Only the Colonel, 

the Deputy Colonel – Operations and the Deputy Colonel – Administration would 
be authorized to access this talk group. 

 
4.11 VSP Emergency (911) (1 per STARS Communications Zone 1 total) (Priority 

Level High)– All units would be equipped with this talk group.  It would be used 
only in the event there was a need to contact the VSP Division 1 Dispatch Center.  
Since the Capitol Police operate only in the Richmond area, their units may only 
be equipped with capability in 1 Communications Zone. 

 
4.12 Interagency Work (Interop) (3 per STARS Communications Zone – 3 total) 

(Priority Level Urgent)- This talk group will be used for those situations where 
on-going operations require communications among and between units of various 
STARS user agencies and departments.  Since the Capitol Police operate only in 
the Richmond area, their units may only be equipped with capability in 1 
Communications Zone 
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5.0 DEPARTMENT OF CONSERVATION AND RECREATION (DCR) 

 
Forty-three agency specific and fifty-two common talk groups are provided for the 
Department of Conservation and Recreation.  Each of the seven State Parks Division 
districts would have a district operations/law enforcement group.  A separate park 
operation talk group is provided for each of the 30 state parks, and a special operations or 
events talk-group is provided in each district.  In addition to the agency specific talk 
groups, four common talk groups are provided for each of the 13 Communications 
Zones. One is for emergency contact with a VSP dispatcher at the appropriate VSP 
Divisional Dispatch Centers and three for inter-agency operations. A description of the 
talk groups is as follows: 
 
5.1 DCR District Law Enforcement (l per State Park Division – 6 total) (Priority 

Level High) – This is the primary talk-group for DCR Law Enforcement and 
other authorized personnel. 

 
5.2 DCR Facility Operations Group (1 per park site – 30 total) (Priority Level 

Routine)– A separate talk-group is provided for each of the park sites.  Personnel 
assigned to a park would use that park’s talk group as their primary talk-group 

 
5.3 DCR District Special Operations (1 per district – 6 total) (Priority Level Urgent)- 

One talk group is provided in each of the six DCR districts for special operations.  
This talk group is for use at special events or operations were it is desirable to 
move radio traffic from one of the other talk groups to a different group.   

 
5.4 DCR Management (1 per agency – available statewide) (Priority Level Routine)– 

This talk group is reserved for use by senior Department of Conservation and 
Recreation management. 

 
5.5 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
5.6 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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6.0 DEPARTMENT OF CORRECTIONS (DOC) 
 

Twelve agency specific and fifty-two common talk groups are provided for the 
Department of Corrections.  Since the DOC has an extensive UHF radio system designed 
for use in each of the various DOC facilities, only those units involved in inmate 
transportation will be equipped with STARS radios.  Each of the four DOC Regions 
would have a single, region-wide operations channel (talk group).  All STARS equipped 
DOC units in that region will monitor the operations channel.  A unit will call the unit it 
needs to communicate with then, once contact is established, the units involved switch to 
a more localized working channel to communicate.  When finished, the units involved 
switch back to the calling channel.  In addition to the agency specific talk groups, four 
common talk groups are provided for each of the 13 Communications Zones. One is for 
emergency contact with a VSP dispatcher at the appropriate VSP Divisional Dispatch 
Centers and three for inter-agency operations.  A description of the talk groups is as 
follows: 
 
6.1 DOC Regional Operations Channels (1 per region – 4 total) (Priority Level High) 

– Monitored by all STARS equipped units in the DOC region and used to 
establish communications with other STARS equipped DOC units in the region. 

 
6.2 DOC Inmate Transport (1 per region – 4 total) (Priority Level High) – This talk 

group is designated for use by DOC personnel assigned to inmate transport in 
each region.  Personnel would normally monitor the regional operations talk 
group then switch to this talk group as appropriate. 

 
6.3 DOC Work Gangs (1 per region – 4 total) (Priority Level Urgent) – This talk 

group is designated for used by DOC personnel assigned to oversee inmate work 
gangs in each region.  Personnel would normally monitor the regional operations 
talk group then switch to this talk group as appropriate. 

 
6.4 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
6.5 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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7.0 DEPARTMENT OF EMERGENCY MANAGEMENT (VDEM) 

 
Twenty agency specific and fifty-two common talk groups are provided for the 
Department of Emergency Management.  Each of the six Emergency Management 
Regions would have a single, region-wide operations channel (talk group).  All VDEM 
units in that region will monitor the operations channel.  A unit will call the unit it needs 
to communicate with then, once contact is established, the units involved switch to a 
more localized or specialized working channel to communicate.  When finished, the units 
involved switch back to the calling channel.  In addition to the agency specific talk 
groups, four common talk groups are provided for each of the 13 Communications 
Zones. One is for emergency contact with a VSP dispatcher at the appropriate VSP 
Divisional Dispatch Centers and three for inter-agency operations.  A description of the 
talk groups is as follows: 
 
7.1 VDEM Regional Operations Channels (1 per region – 3 total) (Priority Level 

Urgent) – Monitored by all VDEM units in the region and used to establish 
communications with other VDEM units and stations in the region. 

 
7.2 VDEM Regional Working Group (2 per region – 6 total) (Priority Level Urgent)– 

Two talk groups are provided in each VDEM region for communication between 
units.   As noted above, units will initially establish communications on the 
regional operations channel and then switch to one of the more localized working 
channels. 

 
7.3 HAZMAT Working Group (2 per region – 6 total) (Priority Level High) – These 

talk groups are designated for those personnel assigned to the Hazardous 
Materials Section.  Personnel would normally monitor the regional operations talk 
group then switch to this talk group as appropriate. 

 
7.4 VEOC Staff Working Group (1 per agency – available statewide) (Priority Level 

Routine) – This talk group is designated for use by personnel assigned to the 
VEOC staff.  As noted above, personnel will normally establish communications 
on the regional operations talk group then switch to this talk group as appropriate. 

 
7.5 VDEM Management Working Group (1 per agency –available statewide) 

(Priority Level Urgent) – This talk group is reserved for use by senior VDEM 
management. 
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7.6 IFLOWS (3 per agency  – available in each region) (Priority Level Routine) – 

These talk groups are designated for use by personnel assigned to the IFLOWS 
system.  The STARS system will not be used to actually carry the IFLOWS data. 

 
7.7  VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
7.8 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total)  

(Priority Level Urgent)– This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
8.0 DEPARTMENT OF ENVIRONMENTAL QUALITY (DEQ) 
 

Twenty-two agency specific and fifty-two common talk groups are provided for the 
Department of Environmental Quality.  Each of the seven DEQ regions would have a 
single, region-wide operations channel (talk group).  All DEQ units in that region will 
monitor the operations channel.  A unit will call the unit it needs to communicate with 
then, once contact is established, the units involved switch to a more localized working 
channel to communicate.  When finished, the units involved switch back to the calling 
channel.  In addition to the agency specific talk groups, four common talk groups are 
provided for each of the 13 Communications Zones. One is for emergency contact with a 
VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-
agency operations.  A description of the talk groups is as follows: 
 
8.1 DEQ Regional Operations Channels (1 per region – 7 total)  (Priority Level 

Routine) - Monitored by all DEQ units in the region and used to establish 
communications with other DEQ units in the region. 

 
8.2 DEQ Regional Working Groups (2 per region – 14 total) (Priority Level Routine) 

– Two talk groups are provided in each DEQ region for communication between 
units.  As noted above, units will initially establish communications on the 
regional operations channel then switch to one of the more localized working 
channels. 

 
8.3 DEQ Management (1 per agency –available statewide) (Priority Level Routine) – 

This talk group is reserved for use by senior Department of Environmental 
Quality management. 
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8.4 VSP Emergency (911) (1 per STARS Communications Zone –13 total)  (Priority 
Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
8.5 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
9.0 DEPARTMENT OF FIRE PROGRAMS (DFP) 

 
Twenty-six agency specific and fifty-two common talk groups are provided for the 
Department of Fire Programs.  Two operational talk groups are provided for the 
Department of Fire Programs in each communications zone.  The DFP radios would also 
be equipped with the DOF Fire ground channels, assuming DOF concurrence.  In 
addition to the agency specific talk groups, four common talk groups are provided for 
each of the 13 Communications Zones. One is for emergency contact with a VSP 
dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-agency 
operations.  A description of the talk groups is as follows: 
 
9.1 DFP Operations (2 per STARS Communications Zone)  (Priority Level Urgent) 

Two talk-groups are provided in each communications zones for DFP operational 
use. 

 
9.2 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
9.3 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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10.0 DEPARTMENT OF FORESTRY (DOF) 
 

Sixty-one agency specific and fifty-two common talk groups are provided for the 
Department of Forestry.  Each of the six Department of Forestry Regions would have a 
single, region-wide operations channel (talk group).  All DOF units in that region will 
monitor the operations channel.  A unit will call the unit it needs to communicate with 
then, once contact is established, the units involved switch to a more localized working 
channel to communicate.  When finished, the units involved switch back to the calling 
channel.  In addition to the agency specific talk groups, four common talk groups are 
provided for each of the 13 Communications Zones. One is for emergency contact with a 
VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-
agency operations.  A description of the talk groups is as follows: 
 
10.1 DOF Regional Operations Channels (1 per region –6 total) (Priority Level 

Routine) – Monitored by all units in region and used to establish communications 
with other DOF units in the region. 

 
10.2 DOF Regional Working Groups (2 per region – 12 total) (Priority Level Routine) 

- Two talk groups are provided in each DOF region for communications between 
units.  As noted above, units will initially establish communications on the 
regional operations channel then switch to one of the more localized working 
channels. 

 
10.3 Fire-ground (2 per region – 12 total) (Priority Level High) - This talk group is 

designated for use by personnel responding to forest fires.  Personnel would 
normally monitor the regional operations talk group then switch to this talk group 
as directed by the incident commander. 

 
10.4 DOF Administrative (1 per region –6 total) (Priority Level Routine) – This talk 

group is reserved for use by regional administrative personnel. 
 

10.5 DOF State Forests (2 per region – 12 total) (Priority Level Routine) – This talk 
group is designated for use by personnel assigned to the state forests in each 
region.  Personnel would normally monitor the regional operations talk group then 
switch to this talk group as appropriate. 

 
10.6 DOF Nurseries  (2 per region – 12 total) (Priority Level Routine) – This talk 

group is designated for use by personnel assigned to the nurseries in each region.  
Personnel would normally monitor the regional operations talk group then switch 
to this talk group as appropriate. 
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10.7 DOF Management Group– (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of Forestry 
management. 

 
10.8 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
10.9 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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11.0 DEPARTMENT OF GAME AND INLAND FISHERIES (DGIF) 

 
Sixty-one agency specific and fifty-two common talk groups are provided for the 
Department of Game and Inland Fisheries.  Each of the five DGIF regions would have a 
single, region-wide operations channel (talk group).  All DGIF units in that region will 
monitor the operations channel.  A unit will call the unit it needs to communicate with 
then, once contact is established, the units involved switch to a more localized working 
channel to communicate.  When finished, the units involved switch back to the calling 
channel.  In addition to the agency specific talk groups, four common talk groups are 
provided for each of the 13 Communications Zones. One is for emergency contact with a 
VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-
agency operations.  A description of the talk groups is as follows: 
 
11.1 DGIF Regional Operations Channel (1 per region – 5 total) (Priority Level 

Routine) - Monitored by all DGIF units in the region and used to establish 
communications with other DGIF units in the region. 

 
11.2 DGIF Regional Law Enforcement Group (1 per region – 5 total) (Priority Level 

High) - This talk group would be restricted to the 192 DGIF Law Enforcement 
Division personnel.  Each of the regional law enforcement groups will be 
connected through the STARS backbone network back to the DGIF dispatch 
center in Richmond. 

 
11.3 DGIF Regional Working Groups (2 per region – 10 total) (Priority Level Routine) 

- Two talk groups are provided in each DGIF region for communications between 
units.  As noted above, units will initially establish communications on the 
regional operations channel then switch to one of the more localized working 
channels. 

 
11.4 DGIF Regional Wildlife Group (1 per region – 5 total) (Priority Level Routine) - 

This talk group is designated for use by personnel assigned to the Wildlife 
Division in each region. 

 
11.5 DGIF Regional Fisheries Group (1 per region – 5 total) (Priority Level Routine) – 

This talk group is designated for use by personnel assigned to the Fisheries 
Division in each region. 
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11.6 DGIF Regional Maintenance Group (1 per region – 5 total) (Priority Level 

Routine) – This talk group is designated for use by personnel assigned to the 
Maintenance Division (boat landings) in each region. 

 
11.7 DGIF Wildlife Diversity Group (1 per region – 5 total) (Priority Level Routine) – 

This talk group is designated for use by personnel assigned to the Wildlife 
Diversity Division in each region. 

 
11.8 DGIF Training (1 per region – 5 total) (Priority Level Routine) – This talk group 

has been designated for used for training purposes in each region. 
 

11.9 DGIF Special Operations (2 per region – 10 total) (Priority Level Routine) – Two 
talk groups are provided in each region for special operations. 

 
11.10 DGIF Administration (1 per region – 5 total) (Priority Level Routine) – This talk 

group is provided for regional administrative purposes. 
 

11.11 DGIF Management Group – (1 per agency – available all zones) (Priority Level 
Routine) - This talk group is reserved for use by senior Department of Game and 
Inland Fisheries management. 

 
11.12 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High)– All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
11.13 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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12.0 DEPARTMENT OF HEALTH 
 

Forty-five agency specific and fifty-two common talk groups are provided for the 
Department of Health.  Each of the five DOH districts would have a single, region-wide 
operations channel (talk group).  All DOH units in that district will monitor the 
operations channel.  A unit will call the unit it needs to communicate with then, once 
contact is established, the units involved switch to a more localized working channel to 
communicate.  When finished, the units involved switch back to the operations channel.  
In addition to the agency specific talk groups, four common talk groups are provided for 
each of the 13 Communications Zones. One is for emergency contact with a VSP 
dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-agency 
operations.  A description of the talk groups is as follows: 
 
12.1 DOH District Operations Channel (1 per district – 4 total) (Priority Level 

Routine)- Monitored by all DOH units in the region and used to establish 
communications with other DOH units in the region. 

 
12.2 DOH District Working Groups (2 per region – 10 total) (Priority Level Routine) - 

Two talk groups are provided in each DOH district for communications between 
units.  As noted above, units will initially establish communications on the district 
operations channel then switch to one of the more localized working channels. 

 
12.3 EMS Operations Groups (2 per district – 8 total) (Priority Level High) - This talk 

group is designated for use by personnel assigned to the EMS Operations in each 
district. 

 
12.4 DOH Shellfish Sanitation Group (1 per district - 4 total) (Priority Level Routine) - 

This talk group is designated for use by personnel assigned to the Shellfish 
Sanitation Department in each district. 

 
12.5 DOH Radiological Health Group (1 per district – 4 total) (Priority Level High) - 

This talk group is designated for use by personnel assigned to Radiological Health 
in each district. 

 
12.6 Chief Medical Examiner Group (1 per district –4 total) (Priority Level Routine) - 

This talk group is designated for use by personnel assigned to the Chief Medical 
Examiner’s Office in each district. 
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12.7 DOH Epidemiology Group (1 per district – 4 total) (Priority Level Routine) - This 

talk group is designated for use by personnel assigned to the Epidemiology 
Department in each region. 

 
12.8 DOH Special Operations (2 per district – 10 total) (Priority Level Urgent) – Two 

talk groups are provided in each DOH district for special operations. 
 

12.9 DOH Management Group – (1 per agency – available all zones) (Priority Level 
Routine) - This talk group is reserved for use by senior Department of Health 
management. 

 
12.10 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
12.11 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total)  

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
13.0 DEPARTMENT OF INFORMATION TECHNOLOGY (DIT) 
 

Six agency specific and four common talk groups are provided for the Department of 
Information Technology.  Since DIT operations are concentrated in the Richmond area, 
single operations channel (talk group) is provided.  All DIT units will monitor the 
operations channel.  A unit will call the unit it needs to communicate with then, once 
contact is established, the units involved switch to a working channel to communicate.  
When finished, the units involved switch back to the operations channel.  In addition to 
the agency specific talk groups, four common talk groups are provided. One is for 
emergency contact with a VSP dispatcher at the appropriate VSP Divisional Dispatch 
Centers and three for inter-agency operations.  A description of the talk groups is as 
follows: 
 
13.1 DIT Operations (1 per agency) (Priority Level Routine)– This talk group is 

monitored by all DIT units and used to establish communications with other DIT 
units. 
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13.2 Fire Brigade Group (1 per agency) (Priority Level High) – This talk group is 

designated for use by the DIT Fire Brigade. 
 

13.3 DIT Maintenance Group (1 per agency) (Priority Level Routine) – This talk group 
is designated for use by DIT maintenance personnel. 

 
13.4 DIT Engineering Group (1 per agency) (Priority Level Routine) – This talk group 

is assigned to DIT Engineering personnel. 
 

13.5 DIT Planning Group  (1 per agency) (Priority Level Routine) – This talk group is 
designated for use by DIT Planning personnel. 

 
13.6 DIT Management Group (1 per agency) (Priority Level Routine) - This talk group 

is reserved for use by senior Department of Information Technology management. 
 

13.7 VSP Emergency – (1 per STARS Communications Zone – 1 total) (Priority Level 
High) – All units would be equipped with this talk group.  It would be used only 
in the event there was a need to contact the VSP Division 1 Dispatch Center. 

 
13.8 Interop (3 per STARS Communications Zone – 3 total) (Priority Level Urgent) - 

This talk group will be used for those situations where on-going operations 
require communications among and between units of various STARS user 
agencies and departments. 

 
14.0 DEPARTMENT OF JUVENILE JUSTICE (DJJ) 
 

Thirteen agency specific and fifty-two common talk groups are provided for the 
Department of Juvenile Justice.  Each of the three DJJ regions would have a single, 
region-wide operations channel (talk group).  One transportation talk-group, one talk-
group for maintenance, and one talk-group for regional management are also suggested 
for each region.  One state-wide talk-group is reserved for DJJ management.  In addition 
to the agency specific talk groups, four common talk groups are provided for each of the 
13 Communications Zones. One is for emergency contact with a VSP dispatcher at the 
appropriate VSP Divisional Dispatch Centers and three for inter-agency operations.  A 
description of the talk groups is as follows: 
 
14.1 DJJ Regional Operations Channel (1 per district – 3 total) (Priority Level High) - 

Monitored by all DJJ units in the region and used to establish communications 
with other DJJ units in the region. 
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14.2 DJJ Transportation Group (1 per region – 3 total) (Priority Level High) - One talk 
group is provided in each DJJ region for units assigned to the transportation 
function.  

 
14.3 DJJ Maintenance Group (1 per region – 3 total) (Priority Level Routine) - One 

talk group is provided in each region for DJJ Maintenance operations. 
 

14.4 DJJ Regional Management (1 per region – 3 total) (Priority Level Routine) – A 
talk-group is reserved in each region for regional management use. 

 
14.5 DJJ Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of Juvenile 
Justice management. 

 
14.6 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
14.7 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
15.0 MARINE RESOURCES COMMISSION (MRC) 

 
Twenty-one agency specific and fifty-two common talk groups are provided for the 
Marine Resources Commission.  Each of the four MRC regions would have a single, 
region-wide operations channel (talk group).  All MRC units in that region will monitor 
the operations channel.  A unit will call the unit it needs to communicate with then, once 
contact is established, the units involved switch to a more localized working channel to 
communicate.  When finished, the units involved switch back to the operations channel.   
In addition, separate talk groups are provided in each region for law enforcement and 
investigations.  The law enforcement talk group will be connected via the STARS 
network to the MRC dispatch center in Newport News.  In addition to the agency specific 
talk groups, four common talk groups are provided for each of the 13 Communications 
Zones. One is for emergency contact with a VSP dispatcher at the appropriate VSP 
Divisional Dispatch Centers and three for inter-agency operations.  A description of the 
talk groups is as follows: 
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15.1 MRC Regional Operations Channel (1 per region – 4 total) (Priority Level 
Routine) - Monitored by all MRC units in the region and used to establish 
communications with other MRC units in the region. 

 
15.2 MRC Regional Working Groups (2 per region – 8 total) (Priority Level Routine) 

- Two talk groups are provided in each MRC region for communications between 
units.  As noted above, units will initially establish communications on the 
regional operations channel then switch to one of the more localized working 
channels. 

 
15.3 MRC Regional MRC Law Enforcement Working Group (1 per region – 4 total)  

(Priority Level High) - This talk group would be restricted to the 65 MRC Law 
Enforcement Division personnel.  Each of the regional law enforcement groups 
will be connected through the STARS backbone network back to the MRC 
dispatch center in Newport News. 

 
15.4 MRC Regional Investigations Working Group (1 per region – 4 total) (Priority 

Level Urgent) – This talk group is designated for those MRC law enforcement 
division personnel working investigations. 

 
15.5 MRC Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Marine Resources 
Commission management. 

 
15.6 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
15.7 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 
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16.0 DEPARTMENT OF MILITARY AFFAIRS (DMA) 
 

Twenty-one agency specific and fifty-two common talk-groups are provided for the 
Department of Military Affairs. Eight of the talk groups are for use in the Fort Picket and 
Emergency Operations Center area.  Regional command and operational talk groups are 
provided in each of the four DMA sub-areas.  In addition to the agency specific talk 
groups, four common talk groups are provided for each of the 13 Communications 
Zones. One is for emergency contact with a VSP dispatcher at the appropriate VSP 
Divisional Dispatch Centers and three for inter-agency operations.  A description of the 
talk groups is as follows: 
 
16.1 EOC Operations Talk Group (2 per agency – 2 total) (Priority Level Urgent) - 

These talk groups are provided for units assigned to the EOC. 
 
16.2 Army Aviation Operations (1 per agency – 1 total) (Priority Level Routine) - This 

talk group is provided for use by units assigned to the Army Aviation unit. 
 

16.3 Fort Picket Police & Fire (1 per agency – 1 total) (Priority Level High) A single 
talk group is provided for police and fire units assigned to Fort Picket. 

 
16.4 Fort Picket Public Works (1 per agency – 1 total) (Priority Level Routine) This 

talk group is for use by Fort Picket Public Works units. 
 

16.5 Fort Picket Range Operations (1 per agency – 1 total)  (Priority Level Urgent) -
This talk group is assigned for use by personnel assigned to firing range 
operations at Fort Picket. 

 
16.6 Fort Picket Logistics Operations (1 per agency – 1 total) (Priority Level Routine) 

-  A talk group is provided for use by units assigned to the logistics function at 
Fort Picket. 

 
16.7 DMA Sub-area Command (1 per sub-area – 4 total) (Priority Level Urgent) - A 

separate talk group is provided for use by sub-area command personnel in each of 
the 4 DMA sub-areas. 

 
16.8 DMA Area Operations (2 per sub-area – 8 total) (Priority Level Urgent) - Two 

talk groups are provided for operational purposes. 
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16.9 DMA Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of Military 
Affairs management. 

 
16.11 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
16.11 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
17.0  DEPARTMENT OF MINES, MINERALS, AND ENERGY (DMME) 
 
 Thirty-one agency specific and fifty-two common talk groups are provided for the 

Department of Mines, Minerals, and Energy.  Each of the ten DMME areas would have a 
single, area-wide operations channel (talk group).  All DMME units in that area will 
monitor the operations channel.  A unit will call the unit it needs to communicate with 
then, once contact is established, the units involved switch to a more localized working 
channel to communicate.  When finished, the units involved switch back to the 
operations channel.   In addition to the agency specific talk groups, four common talk 
groups are provided for each of the 13 Communications Zones. One is for emergency 
contact with a VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and 
three for inter-agency operations.  A description of the talk groups is as follows: 

 
17.1 DMME Area Operations Channel (1 per region – 4 total) (Priority Level Routine) 

- Monitored by all DMME units in the area and used to establish communications 
with other DMME units in the area. 

 
17.2 DMME Area Working Groups (2 per area – 10 total) (Priority Level Routine) - 

Two talk groups are provided in each DMME area for communications between 
units.  As noted above, units will initially establish communications on the 
regional operations channel then switch to one of the more localized working 
channels. 
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17.3 DMME Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of Mines, 
Minerals and Energy management. 

 
17.4 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
17.5 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments 

 
18.0 DEPARTMENT OF MOTOR VEHICLES (DMV) 
 

Thirty-one agency specific and fifty-two common talk groups are provided for the 
Department of Motor Vehicles.  Each of the six DMV districts would have a single, 
district-wide operations channel (talk group).  All DMV units in that district will monitor 
the operations channel.  A unit will call the unit it needs to communicate with then, once 
contact is established, the units involved switch to a more localized working channel to 
communicate.  When finished, the units involved switch back to the operations channel.   
In addition to the agency specific talk groups, four common talk groups are provided for 
each of the 13 Communications Zones. One is for emergency contact with a VSP 
dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-agency 
operations.  A description of the talk groups is as follows: 
 
18.1 DMV District Operations Channel (1 per district – 6 total) (Priority Level 

Routine) - Monitored by all DMV units in the district and used to establish 
communications with other DMV units in the district. 

 
18.2 DMV District Working Groups (2 per district – 12 total) (Priority Level Routine) 

- Two talk groups are provided in each DMV district for communications between 
units.  As noted above, units will initially establish communications on the district 
operations channel then switch to one of the more localized working channels. 
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18.3 DMV Law Enforcement Working Group (1 per district – 6 total) (Priority Level 

High) – One talk group is provided in each district for use by any of the 62 DMV 
law enforcement officers working in the district.  Its use would primarily be unit-
to-unit tactical type of communications. 

 
18.4 DMV Truck Weigh Operations Group (1 per district – 6 total) (Priority Level 

Urgent) - One talk group is provided in each district for use by the personnel 
assigned to the truck weigh program 

 
18.5 DMV Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of Motor 
Vehicles management. 

 
18.6 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center by 
units in the area served by that Communications Zone. 

 
18.7 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
19.0 VIRGINIA STATE POLICE (VSP) 
 

Two hundred fifty-five agency specific talk groups (thirty-six per division) and fifty-two 
common talk groups are provided for the Virginia State Police.  Eight talk groups are 
provided in each division for use by the Bureau of Field Operations; two talk groups are 
provided in each division for Bureau of Criminal Investigation, and five talk groups are 
provided in each division for various Bureau of Administrative and Support Services 
functions.  In addition, two statewide special function talk groups are provided.  One is 
designated for VSP senior management, and the other for use by the VSP Headquarters 
staff.  In addition to the agency specific talk groups, four common talk groups are 
provided for each of the 13 Communications Zones. One is for emergency contact with a 
VSP dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-
agency operations.  It is suggested that all VSP units be equipped with the emergency 
(911) group in order to respond and assist with situations reported on this talk-group. 
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19.1 BFO Dispatch (2 per division – 1 per Communications Zone – 14 total) (Priority 

Level High) - Two dispatch talk-groups are provided for each VSP Division.  In 
the 7th Division, two dispatch talk-groups are suggested in the same zone since the 
7th division is all in the same Communications Zone.  These talk groups are, in 
essence, the current dispatch channels.  All BFO units will monitor the 
appropriate dispatch channel then switch to one of the working talk-groups as 
appropriate. 

 
19.2 VCIN (1 per communications zone – 14 total) (Priority Level Urgent) - Two talk-

groups are provided for VCIN traffic in each VSP Division, except for the 7th 
Division where two talk-groups are suggested in the same zone since the 7th 
division is all in the same Communications Zone.  Last year VSP dispatchers ran 
in over 800,000 VCIN messages.  By moving radio traffic related to VCIN off of 
the dispatch talk-group, airtime is made available for emergency use. 

 
19.3 BFO Service (1 per communications zone – 14 total)  (Priority Level Urgent) -

Two talk-groups are provided for service requests (requests for wreckers, 
telephone notifications, etc.) for each VSP Division, except for the 7th Division 
where two dispatch talk-groups are suggested in the same zone since the 7th 
division is all in the same Communications Zone.  As with the VCIN talk-group, 
the primary purpose in creating this talk-group is to make additional airtime 
available on the dispatch talk-group. 

 
19.4 BFO Operations (2 per division – 1 per Communications Zone – 13 total) 

(Priority Level Urgent) - One working talk-group is provided for each 
Communications Zone.  This talk-group will be used for unit-to-unit 
communications within the Communications Zone. 

 
19.5 BFO – Special Operations (4 per division – 2 per Communications Zone – 26 

total) (Priority Level High) - Two talk-groups are provided in each 
Communications Zone for special operations needs. 

 
19.6 BFO – Aviation (2 per division – 1 per Communications Zone- 13 total) (Priority 

Level Urgent) - One talk-group is suggested in each Communications Zone for 
use in conjunction with Aviation Unit operations. 
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19.7 BFO – Speed Enforcement (1 per Communications Zone – 13 total) (Priority 

Level Urgent) - One talk-group is provided in each Communications Zone for 
units working speed enforcement details. 

 
19.8 BFO –Tactical Operations (2 per Communications Zone – 26 total) (Priority 

Level High) - Two talk groups are reserved in each Communications Zone for use 
during tactical operations. 

 
19.9 BFO – SIRS/Interop (1 per Communications Zone – 13 total) (Priority Level 

High) - One talk-group is provided for law enforcement interoperability purposes.  
This talk group would be used for communications between VSP and other 
federal, state, and local law enforcement users primarily in mutual aid type of 
situations.  It differs from the STARS common interop talk-groups in that this talk 
group would be a law enforcement only talk group. 

 
19.10 BFO – Executive Protection Detail (1 per Communications Zone – 13 total) 

(Priority Level High) - One talk group is provided in each Communications Zone 
for units assigned to the executive protection detail. 

 
19.11 BCI – Special Operations – (1 per Communications Zone – 13 total) (Priority 

Level High) - One talk group is provided for special operations by units assigned 
to the Bureau of Criminal Investigation. 

 
19.12 BCI – Administrative – (1 per Communications Zone – 13 total) (Priority Level 

Routine) - One talk-group is provided for BCI Administrative purposes. 
 

19.13 BASS – Division Operations (1 per Communications Zone – 13 total) (Priority 
Level Urgent) - One talk group is provided for BASS operational purposes 

 
19.14 BASS – Communications Maintenance (1 per Communications Zone – 13 total) 

(Priority Level Routine) - One talk group is provided for use by the 
Communications Division. 

 
19.15 BASS – Property Maintenance (1 per Communications Zone – 13 total) (Priority 

Level Routine) - One talk group is provided for use by personnel assigned to 
BASS property maintenance functions. 
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19.16 BASS – Driver Training (1 per Communications Zone – 13 total) (Priority Level 

Routine) - One talk group is provided for BASS Driver Training purposes. 
 

19.17 BASS – Field Training (1 per Communications Zone –13 total) (Priority Level 
Routine) - One talk group is provided for BASS Training Division use. 

 
19.18 VSP Management (1 per agency – available all zones) (Priority Level Routine) -

This talk group is reserved for use by senior VSP management. 
 

19.19 VSP HQ Staff (1 per agency –available all zones) (Priority Level Routine) - This 
talk group is for use by personnel assigned to VSP Headquarters. 

 
19.20 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center 
by units in the area served by that Communications Zone. 

 
19.21 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments. 

 
20.0 VIRGINIA DEPARTMENT OF TRANSPORTATION (VDOT) 
 

541 agency specific and 52 common talk-groups are provided for Virginia Department of 
Transportation.  Each of the 9 VDOT districts would have a district operations talk group.  
A separate talk group is provided for the 45 Residencies, and two talk groups are 
provided for each of the departments 243 areas.  VDOT units in an area will monitor the 
area operations channel.  A unit will call the unit it needs to communicate with then, once 
contact is established, the units involved switch to a more localized working channel to 
communicate.  When finished, the units involved switch back to the operations channel.   
In addition to the agency specific talk groups, four common talk groups are provided for 
each of the 13 Communications Zones. One is for emergency contact with a VSP 
dispatcher at the appropriate VSP Divisional Dispatch Centers and three for inter-agency 
operations.  A description of the talk groups is as follows: 
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20.1 VDOT District Operations (1 per district – 9 total) (Priority Level Routine) - This 

talk group is used for personnel assigned to each of the nine VDOT Districts.  In 
addition, it could be used by authorized residency level personnel to contact the 
district staff. 

 
20.2 VDOT Residency Operations (1 per residency –45 total) (Priority Level Routine) 

This talk group is for use by personnel assigned to the 45 VDOT residencies.  In 
addition, authorized area level personnel may use this talk group to contact 
Residency staff. 

 
20.3 VDOT Area Operations (1 per VDOT area –243 total) (Priority Level Routine) - 

Monitored by all VDOT units assigned to the area and used to establish 
communications with other VDOT units in the area. 

 
20.4 VDOT Area Working Groups (1 per area – 243 total) (Priority Level Routine) - 

One talk group is provided in each VDOT area for communications between 
units.  As noted above, units will initially establish communications on the area 
operations channel then switch to one of the more localized working channels  

 
20.5 VDOT Management Group – (1 per agency – available all zones) (Priority Level 

Routine) - This talk group is reserved for use by senior Department of 
Transportation management. 

 
20.6 VSP Emergency (911) (1 per STARS Communications Zone –13 total) (Priority 

Level High) – All units would be equipped with this talk group.  It will be used 
only in the event there was a need to contact the VSP Division Dispatch Center 
by units in the area served by that Communications Zone. 

 
20.7 Interagency Working (Interop) (3 per STARS Communications Zone – 39 total) 

(Priority Level Urgent) – This talk group will be used for those situations where 
on-going requirements require communications among and between units of 
various STARS user agencies and departments.  
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TABLE G-1

Appendix G COV AGENCY TALK GROUPS
Agency ABC Aviation Capitol Police Conserv & Recreation Corrections Emer Mgt EQ Fire Prog Forrestry Game Health IT Juvenile J. Marine Res. Military Affairs Mines DMV VSP VDOT

ABC
Regional Opns 8

Regional Wrkng 16
Management 1

Aviation
Operations 2

Capitol Police
Management 1
Supervisory 1

Investigative 1
Traffic Control 1

Fixed Post 1
Special Ops 3

Admin Services 1
Dispatch 1

Enforcement 1
Shared 1

Consv & Rec.
District LE 6
Park Opns 30

Special Opns 6
DCR Management 1

Corrections
Regional Opns 4

Inmate Transport 4
Work Gangs 4

Emer. Mgt.
Region Opns 3

Regional Wrkng 6
HAZMAT 6

VEOC Staff 1
VDEM Management 1

IFLOWS 3

EQ
Regional Opns 7

Regional Wrkng 14
DEQ Management 1

Fire Programs
Operations 26

Forestry
Regional Opns 6

Regional Working 12
Management 1

Administrative 6
State Forests 12

Nurseries 12
Fireground 12

Game & Inland Fisheries
Regional Opns 5

Regional Wrkng 10
Law Enforcement 5
Wildlife Division 5

Fisheries Division 5
Maintenance 5

Wildlife Diversity 5
Training 5

Special Opns 10
Administration 5

Management 1

Health
District Opns 4

District Wrkng 8
Ems Opns 8

Shellfish Sanitation 4
Radiological Health 4

Chief Medical Examiner 4
Epidemiology 4

Special Operations 8
Management 1
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TABLE G-1

Appendix G COV AGENCY TALK GROUPS
Agency ABC Aviation Capitol Police Conserv & Recreation Corrections Emer Mgt EQ Fire Prog Forrestry Game Health IT Juvenile J. Marine Res. Military Affairs Mines DMV VSP VDOT

DIT
Operations 1

Fire Brigade 1
Maintenance 1
Engineering 1

Planning 1
Management 1

Juvenile Justice
Regional Opns 3
Transportation 3

Maintenance 3
Regional Mgmt 3

Management 1

Marine Resources
Area Opns 4

Area Wrkng Group 8
Management 1

Investigations 4
Law Enforcement 4

Military Affairs
EOC Operations 2

Army Aviation Opns 1
Ft Pickett Police & Fire 1
Ft Pickett Public Works 1

Ft Pickett Range Opns 1
Ft Pickett Logistics Opns 1

Ft Pickett Command 1
Subarea Command 4

Area Operations 8
DMA Command 1

Mines
Area Opns 10

Area Wrkng 20
Management 1

DMV
District Opns 6

District Wrkng 12
District Law Enforcement 6

District Truck Weigh 6
Management 1

VSP
BFO Dispatch 14

VCIN 14
BFO Service 14
BFO Wrkng 14

BFO Special Opns 28
BFO - Aviation 13

BFO - Speed Enforcement 13
BFO - Tactical 26

BFO - SIRS/Interop 13
BFO - Exec Protect 13

BCI Special Opns 13
BCI Admin 13

BASS Division Opns 13
BASS - Comm Maint 13

BASS - Property Maint 13
BASS - Driver Training 13

BASS - Field Training 13
VSP Management 1

VSP HQ Staff 1

VDOT
District Opns 9

Residency Opns 45
Area Opns 243

Area Wrkng 243
Management 1

Agency Totals 25 2 12 43 12 20 22 26 61 61 45 6 13 21 21 31 31 255 541
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*  No sketches were sent by VDOT for this assignment. * 
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Commonwealth of Virginia 
RF Radiation Exposure 

Compliance Plan 
for 

Building- and Tower-based Antenna Sites, 
 Mobiles and Maintenance 

 
Introduction 

 
This document describes the Commonwealth of Virginia’s action plan to comply with the Federal 

Communications Commission’s (FCC) human exposure to Radio Frequency (RF) energy regulations.  In this 
document the Commonwealth of Virginia has relied heavily on a Personal Communications Industry 
Association (PCIA) paper entitled, Priority Actions for Timely Compliance - Safety Measures for Building-
based Antenna Sites (November 1997); FCC Dockets 96-326, 96-487, 97-303; the FCC Rules and 
Regulations; the FCC’s OET Bulletin No. 65; A Practical Guide to the Determination of Human Exposure to 
Radiofrequency Fields, by the National Council on Radiation Protection and Measurements; and, the 
viewpoints of experts in the industry, to develop a straightforward and understandable plan that will assure 
the Commonwealth of Virginia’s compliance with applicable FCC regulations.   
 

The FCC environmental regulations are written in terms of limitations on human exposure to RF 
fields for specific time periods.  The standards do not limit maximum levels of RF energy; they only limit the 
amount of time that an individual can remain in fields above prescribed levels. As such, compliance is 
predicated on limiting the duration of human exposure to RF fields (for both workers and the general public) 
that result from the operation of FCC-licensed wireless systems.  (See, 47 CFR § 1.1310.) 
 

This plan addresses a range of effective measures that can be taken to assure that neither workers nor 
the public are subject to RF exposures above the FCC-specified levels.  Although taking such actions may 
not always obviate the need to measure RF fields or to model predicted RF fields for facilities that are not 
“categorically excluded,” the procedures will provide substantial assurance that a facility does comply with 
the FCC’s RF exposure regulations.1  
 

The procedures described herein are to be employed at all radio transmitting sites that the 
Commonwealth of Virginia owns or manages.  At sites not owned/managed by the Commonwealth of 
Virginia, but at which the Commonwealth of Virginia has transmitting equipment; the guidelines in this Plan 
are likewise to be implemented to the extent possible unless superseded by acceptable site plans developed 
by the actual owners/managers of the sites or other FCC licensees at the sites.  It is the Commonwealth of 
Virginia’s policy to cooperate fully with other licensees at sites to assure site compliance and to maximize 
the number of its sites that are “categorically excluded” from routine environmental evaluations.

                                                 
1 Requirements for categorical exclusion can be found on pages 26-28 of this document (FCC rules, Section 
1.1307(b)(1)). 
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Background 
 

The human radio frequency (RF) exposure guidelines adopted by the FCC are the 
baseline regulatory requirements for FCC-licensed services.  The guidelines have also been 
adopted by the US Department of Labor - Occupational Safety and Health Administration 
(OSHA).  Electromagnetic radiation is generally treated under OSHA’s rules and regulations, 
Part 29, relating to hazardous materials.  The guidelines set specific limits on the duration of 
human exposure to radio frequency energy as well as require rigorous compliance requirements 
for certification of transmitting facilities.  
 

Commercial and private mobile radio service (CMRS and PMRS) providers and 
operators are required to bring their transmitter facilities in compliance with the revised FCC 
exposure guidelines no later than September 1, 2000, at the time of installation of a new station, 
or at the time of license renewal or major license modification.  At multiple antenna sites, any 
licensee at the site that passes one of the milestones may trigger site-wide compliance.  A number 
of the Commonwealth of Virginia’s sites may be required to be in compliance before September 
1, 2000, as other triggering events may occur first. 
 

Using the general approach suggested by PCIA, the compliance options have been 
divided into five separate components.   Each of the components is considered separately, but 
actual site compliance may involve a combination of actions. The five components proposed by 
PCIA are:  
 

1.    Access Management 
2.    Personnel Management and Training 
3.    Identification of Problem Areas 
4. Site Policies for Worker Safety 
5.     RF Mitigation Measures 

 
IMPORTANT: This document provides practical information for bringing antenna sites into 
compliance with the FCC RF exposure standards.  Due to the complexity of the issue, this Plan 
cannot cover every aspect and every situation.  Source documents from the FCC should be 
reviewed and studied to obtain a more complete picture of RF exposure requirements.  (See, FCC 
Dockets 96-326, 96-487, 97-303; the FCC Rules and Regulations; and, FCC OET Bulletin No. 
65.)  There may also be other measures and approaches that may be effective in assuring that RF 
exposures do not exceed the applicable FCC limits.  Alternative procedures should be 
coordinated with the Radio Engineer of the Commonwealth of Virginia’s Department of 
Information Technology, 110 South Seventh Street, Third Floor, Richmond, Virginia. 23219, 
phone (804) 371-5580.   
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FCC Requirements 
 

On October 15, 1997, the FCC imposed a series of new requirements on licensees of 
radio transmitting facilities designed to limit human exposure to radio frequency energy.  The 
FCC defined permissible exposure limits in terms of two broad categories.  
 

Accessible/Uncontrolled Areas: Areas in which the general public may be exposed or in 
which persons who are exposed as a consequence of their employment may not be fully 
aware of the potential for exposure or cannot exercise control over their exposure. 

 
Occupational/Controlled Areas: Areas in which persons are exposed as a consequence of 
their employment and in which those persons who are exposed have been made fully 
aware of the potential for exposure and can exercise control over their exposure. 

 
For each area, the FCC specified levels of RF fields, based on the frequency (wavelength) 

of the signal, above which exposure times must be limited.  To determine how to comply with 
these regulations, it is important to understand the nature of the health hazard.  Radio frequency 
energy in the wavelengths used for two-way land mobile radio and paging services is “non-
ionizing” radiation.  Unlike ionizing radiation (x-rays or nuclear energy), which has sufficient 
energy to dislodge electrons from atoms and cause permanent molecular damage, non-ionizing 
radiation merely induces heating of the cells in the body.  As long as the heating is not excessive, 
no cell damage will occur.   

 
The amount of cell heating is proportional to several factors: 1) the level of the radio 

frequency energy, 2) the wavelength of the energy (the body more readily absorbs some 
wavelengths, as opposed to other wavelengths), and 3) the duration of the time one is exposed to 
that energy.  To keep heating within safe limits, the FCC developed “exposure” guidelines based 
on these three variables.  For energy levels above the FCC prescribed thresholds, human 
exposure must be limited in duration. 

   
The concept can be visualized by considering a cup of water in an oven.  While the oven 

is on, the water heats.  While the oven is off, the water cools back to room temperature.  Thus, as 
long as the “on time” is limited and a “cool down” time is required; the water in the cup cannot  
exceed a given temperature.  This visualization is an extreme example of radio frequency energy 
heating because of the very intense energy levels inside a microwave oven.  Energy levels around 
typical two-way land mobile and paging transmitters are much lower than inside a microwave 
oven.  Often the levels around antennas can be so low that continuous exposure does not pose a 
health hazard.  It is only when the levels exceed those that could produce excessive heating that 
precautions must be employed.  In fact, the FCC limits are well below those levels that could 
cause harm.  The limits adopted by the FCC allow for the exposure to RF energy based on 
wavelength, energy levels, and exposure time; however, they do not set values for the maximum 
levels of RF energy that can be encountered.   

 
For the general public (uncontrolled areas), the FCC established a Maximum Permissible 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 539



 

 
 

3 

Exposure (MPE) level based on an exposure time of 30 minutes.  In other words, the MPE 
established for the general public is one that can be encountered continuously for any 30-minute 
period.  However, this actually means that the MPE is the permitted continuous exposure level.  
That is, during any “snapshot 30 minute period” the actual RF energy level multiplied by the 
exposure time in minutes may never exceed the MPE multiplied by 30 (1MPE x 30 = 30MPE).   

 
Consider a person in a RF field at the MPE level.  No matter when one begins measuring 

a 30 minute interval, the person can remain in that field because the exposure level (in this case 
the MPE level) multiplied by 30 never exceeds 30 MPE in any 30 minute interval.  If, however, 
the person were in a field equal to twice the MPE level, the maximum exposure would be 
reached in 15 minutes (2 MPE x 15 = 30 MPE).  Similarly, if one were in a field equal to three 
times the MPE, the maximum exposure would be reached in 10 minutes (3 MPE x 10 = 30MPE). 
 In this case, the individual could remain in the 3 MPE field for 10 minutes and then have to stay 
out of the field for 20 minutes.  At the conclusion of the 20-minute cool-down period, the person 
could return to the 3 MPE field for another 10 minutes followed by another 20-minute cool-down 
period. 

 
For the controlled areas, as defined above, the MPE time is based on six-minute exposure 

intervals.  If a technician were to work in an environment at the MPE limit for a controlled area, 
the technician could stay in that area indefinitely, as any six-minute period would meet the 
average (6 MPE).  If the technician were to work in a field of twice the MPE limit, the maximum 
stay could be three minutes with no exposure for the next three-minute period (2 MPE x 3 = 6 
MPE).  The exposure limits for the controlled and uncontrolled areas are contained in 
Attachment C, FCC Rules and Regulations, Section 1.1310 – Table 1. 
 

The FCC’s table of exposure limits is helpful if actual measurements of the RF fields are 
being made or predicted.  To assist in predicting RF fields, FCC OET 65 provides two additional 
graphs that relate effective radiated power to distance to the MPE contour.  The first chart (OET 
65, Figure 1, page 24) is the one to be generally used.  It assumes no reflections that could add to 
the RF field level.  This would be the case much of the time on a rooftop, as antennas are 
normally intentionally mounted in locations that are open and not next to reflecting surfaces.  The 
second chart (OET 65, Figure 2, page 25) assumes additive reflections and should be used when 
such reflections are expected (an antenna mounted at the same level as and adjacent to a 
reflective wall, such as an elevator penthouse or ground reflections). 

 
The FCC requires that licensees of all transmitting facilities certify that the above 

exposure limits be met.  It is important to keep in mind that compliance is only required in areas 
that are accessible.  In areas that are not accessible, like beyond the edges of a rooftop in free 
space, compliance is not required.  However, accessibility at the transmitter site is not the only 
factor for compliance.  For example, if the emission from a high powered transmitter extends 
beyond free space to an adjacent building, then compliance is required at that building because it 
is an accessible area even though it is not part of the transmitter site. In areas where exposure is 
not possible, compliance is not required. As will be shown later, this concept can be used to bring 
a site into compliance by restricting access to areas having high RF levels.   
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The date of required compliance varies depending on triggering events, as follows. 
 

Event                           Date of Compliance                           
New Station License Upon filing of application with FCC 
Existing Station  Upon filing of application with FCC 
  -Modification of License 
  -Renewal of License 
All stations September 1, 2000 

 
In determining whether a facility meets the FCC requirements, three steps should be 

followed: 
 

1) Determine if the station is “categorically excluded” from a routine evaluation. 
2) If not categorically excluded, perform a Routine Evaluation (RA). 
3) If the site is not in compliance based on the Routine Evaluation 

a) bring the site into compliance 
b) perform a full Environmental Analysis (EA). 

 
The FCC recognized that many stations in the two-way land mobile radio and paging 

services pose little health hazard and thus allowed for categorical exclusions.  Attachment C lists 
the various exclusions.2  For paging, generally any station having an antenna on a tower with the 
base of the antenna at least 10 meters above ground is categorically excluded.  Similarly, a 
station with a roof mounted antenna or tower mounted antenna having an effective radiated 
power of 1,000 watts or less is categorically excluded from the routine evaluations.  The licensee 
can presumptively certify compliance to the FCC based on this categorical exclusion.  For most  
private land mobile systems, categorical exclusion is considered for each channel separately, as 
opposed to the cumulative power of all private land mobile channels at the site. 
 

For stations not categorically excluded, the licensee must perform a Routine 
Environmental Evaluation.  This evaluation will require summing the contributions of all 
transmitters at a site at all points around and on the site to determine areas in which the sum of 
the contributions equals or exceeds the MPE for uncontrolled and controlled areas.  Areas 
determined by measurements, manual calculations, or computer modeling to have RF levels 
above either the controlled or uncontrolled levels can then be brought into compliance and the 
licensee can so certify compliance to the FCC.3   A less exact alternative for a non-categorically 
excluded station is to assume that the station is not in compliance and follow procedures to bring 
it into compliance.  For example, access to areas near the antenna could be restricted.  But, even 
in this case, some knowledge of how much area to restrict is necessary. 

 
If the site can not be brought into compliance, the Commonwealth of Virginia, 

Department of Information Technology and FCC must be so notified by performing a complete 
Environmental Assessment (EA).  The EA fully describes the potential hazards and mitigating 
reasons why the FCC should grant the application.  (It is much better to bring a site into 

                                                 
2 Pages 26-28, FCC Rule Section 1.1307(b)(1).  The rule actually lists those stations that are not categorically 
excluded. 
3 Procedures to bring a site into compliance are described in later chapters. 
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compliance than try to justify why it is not, and need not, be in compliance.) 
 

Although the calculations or measurements needed to show compliance can be very 
complex, sites can often be brought into compliance quite simply by application of the 
procedures described herein.  Warning signs and other restrictions to limit access to high RF field 
areas will generally be sufficient to bring a site into compliance.  Those allowed to enter high RF 
field areas are required to have training in safe and proper work procedures at such sites and to 
follow those procedures.  It is important to note, however, that a modification by any licensee of 
a non-categorically excluded station at a multiple-user site will trigger compliance for everyone 
at that site.  One cannot assume that their own modification will be the date of required site 
compliance.  For this reason, it is preferable to initiate mitigating procedures as soon as possible 
so that actual triggering events for compliance will be no problem for any site user. 

 
It is also possible that even if all antennas at the site are categorically excluded, the site 

may not actually be in compliance, as the contribution of all transmitters may cause power 
densities in excess of the FCC limits.  Categorical exclusion from routine evaluations does not 
relieve a licensee from being in compliance with the rules.4  At multiple-user sites, the licensee of 
any antenna that produces a field equal to five per cent or more of the MPE for that frequency in 
any area of non-compliance must share in bringing the site into compliance, even if that station is 
categorically excluded.  (Note: This is not five per cent of the field at the location in question, it 
is five per cent of the allowable MPE for that station.)  If there is any question as to site 
compliance, a routine evaluation should be performed.  In most cases, the routine evaluation will 
be done using computer modeling software owned by the Commonwealth of Virginia or by an 
independent contractor selected by the Commonwealth. 
 

Site owners and managers do not have responsibility for site compliance under the FCC 
Rules and Regulations, but owners and managers can be very helpful in the compliance process. 
At multiple-user sites, information must be obtained from all users, even if that information 
states that all users are categorically excluded  - without exception.  If a Routine Evaluation is 
required, considerable data regarding each user must be available.  (Attachment D shows and 
example of the type of data that will be needed for each user at the site.)  At some sites, it may be 
advantageous to utilize the services of a competent third-party contractor to assist in the 
certification process.  
 

                                                 
4 See, FCC OET 65 at page 12, which states, “It is important to emphasize that the categorical exclusions are not 
exclusions from compliance but, rather, exclusions from performing routine evaluations to demonstrate 
compliance.” 
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 Compliance Actions 
 
1. Identify Problem Areas  
 

Areas at a site in which the RF power densities equal or exceed the controlled or 
uncontrolled levels shall be identified. 
 

Sites having stations not categorically excluded from routine RF evaluations must be 
analyzed to determine the boundaries of the controlled/occupational and uncontrolled/general 
public areas using the basic procedures found in FCC OET Bulletin 65.  Such evaluations must 
also be performed for sites having all transmitters that are categorically excluded if there is 
reason to believe that hazardous levels of RF energy may be present due to the addition of 
individual fields.  
 

When power densities exceed the general public (uncontrolled) MPEs, every effort shall 
be made to prevent access to such areas by personnel not trained in RF awareness.  (See  
Section 2 - Access Management.)  If access cannot be prevented, then appropriate signs must be 
posted to alert the general public of the potential hazard.  (Note: It is Commonwealth of 
Virginia’s policy to take measures necessary to limit RF levels in uncontrolled areas to below the 
FCC limit rather than post signs warning of the hazard, even if this means repositioning antennas 
or reducing power.) 
 

In areas in which power densities may or do exceed the occupational (controlled) MPEs 
in accessible areas at a site, any personnel entering the area must be trained in RF awareness.  
They must also be made aware of the locations of such areas and take appropriate measures to 
assure that they will not be exposed to RF fields above the MPE time-averaged limits.  To be 
sure that workers know when they may be subject to high RF levels, the areas where such 
excessive exposures are possible must be identified.  There are various ways this can be done, 
such as: 

 
(a) Permanent demarcation of hot spot areas (accessible areas where power 

densities could exceed the controlled/occupational environment MPE limits) 
with signs or floor markings:  Signs or floor markings (or both) can be effective 
in alerting personnel of areas where RF fields may be excessive.  In determining 
where RF fields may be at levels in excess of the controlled MPE limits, the 
determination can be based on calculations that factor the applicable variables for 
prediction of RF fields in the immediate proximity of the radiator (including 
transmitter power, frequency, antenna gain, etc.), on actual measurements, or on 
computer modeling.  When relying on actual measurements, care must be taken to 
assure that all transmitters are radiating while the measurements are being made.  
Procedures described in FCC OET 65 should be followed for determining 
hazardous areas.  Generally, the Commonwealth of Virginia should rely on actual 
measurements to locate hot spots.  Computer modeling will be used to identify 
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areas that have no potential of a safety hazard. 
 
Caution:  Snow can hide floor markings:  In situations where snow could cover 
floor markings, the demarcation process should not rely solely on floor markings 
to keep personnel out of  “hot spot” areas (accessible areas where power densities 
may equal or exceed the workplace guidelines), agencies could also install some 
type of vertical perimeter marking to deal with this situation.  Diagrams of the 
area that clearly show the hot spots should be posted in areas protected from the 
environment. 

 
and/or 

 
(b) Establish three (3) foot (minimum) safety zones from any radiating devices: 

Alternatively, for most land mobile antenna facilities, a widely accepted rule of 
thumb is that establishing a 3 foot safety zone (radius) around any omnidirectional 
antenna or a 3 foot zone in the transmitting direction of sectorized antenna, will 
generally provide an adequate safety margin.   

 
Important caveat:  In some situations, antennas may merit a safety zone of more 
than three (3) feet.  Examples are higher power/lower gain antennas or broadcast 
antennas that can produce high RF fields in the immediate vicinity of the antenna. 
 In such cases where the safety zone should be extended, the responsible 
Commonwealth of Virginia licensee should ensure that the appropriate measures 
are taken to alert workers of the locations of such potentially high RF fields. 

 
and/or 

 
(c) Use of personal monitoring devices: Personal monitoring devices may be used 

by those who have occasion to work near or in the vicinity of radiating antennas.   
Typically, such devices are set to emit an alert when overall power densities are 
above the standard for a controlled environment exposures.  As a matter of 
Commonwealth of Virginia site policy, personnel must wear personal monitoring 
devices at sites where there is any question as to the safety of RF levels to be 
encountered.  Anyone needing such a device should contact his/her supervisor. 

   
COMMONWEALTH OF VIRGINIA PERSONNEL - REQUIRED ACTIONS: 
 

At all sites at which Commonwealth of Virginia has transmitting equipment not 
categorically excluded from Routine Evaluations, the responsible licensee shall take 
appropriate measures to identify all areas in which the RF levels equal or exceed those 
specified by the FCC for human RF exposure, both for controlled and uncontrolled areas, 
unless such determination has been made by the site owner/manager and Commonwealth 
of Virginia can reasonably assume the accuracy of such determination.  Determinations can 
be made by calculations, actual measurements of fields, the “three foot rule,” or computer 
modeling.  As a minimum, once “hot spots” have been identified, signs shall be posted to 
alert workers at the site of the potential for exposure to high RF fields and the need to take 
steps to limit exposure in such areas.  Also a sign shall be posted at the location of ingress 
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into the area of high RF fields to alert anyone entering the area that personal monitoring 
devices must be employed.  If needed because of snow or other conditions, site maps 
showing “hot spots” shall be posted in protected areas near the point of ingress to the site. 
 
2.  Restrict Access   
 

Sites should be managed in a manner such that only duly authorized or appropriately 
“cleared and trained” persons have access to any area or portion of the site where RF fields 
could cause exposures that exceed the FCC uncontrolled/general public environment limits. 
Such access management measures generally will involve prominently demarcating or 
(preferably) separating such areas from any publicly-accessible area. 
 

Controlling access:  Access to any areas where RF fields could exceed the FCC-
established maximum permissible exposure (MPE) limits for the general public should be 
restricted or limited.  This restricted area would generally be considered the “controlled” 
environment.  The preferred method is to physically restrict access to the area and to limit the 
distribution of keys only to authorized personnel (which could include approved and trained 
contractors and their employees).  Tower bases should be appropriately fenced so as to prevent 
unauthorized persons from climbing the tower and coming in contact with high RF fields. 
 

At some multiple-user, rooftop-based sites, it may be useful (although not always 
possible) to establish a controlled environment that is made up of only a portion (or portions) of 
the entire rooftop.  This may make it possible for other activities, (such as building repairs, 
servicing of air conditioning units, etc), by persons who have not had RF awareness training to 
take place on the uncontrolled areas of the roof.  To configure a rooftop successfully to include 
both controlled and uncontrolled areas, the controlled areas must be clearly demarcated with 
prominent signs (as well as floor markings in some situations) or fenced off to prevent 
unauthorized persons (or anyone without the necessary RF awareness or safety training) from 
entering any controlled area.  
 

Authorization of personnel:  Only authorized persons should be within the controlled 
area.  Authorized persons should, at a minimum, have received basic awareness training in RF 
safety.  The Commonwealth of Virginia provides such training for all of its employees who must 
enter controlled areas in the performance of their work.  The authorization requirement also must 
apply to personnel who may not be affiliated (either as an employee or a contractor) with the 
Commonwealth of Virginia.  Accordingly, personnel such as window washers, HVAC 
technicians, etc. will either need to have the RF awareness training if they must work in 
controlled environment locations or must be escorted by a trained Commonwealth employee.  
The Commonwealth of Virginia can arrange for training of others that need access to controlled 
areas.  For towers, any personnel climbing a tower must be fully trained in RF awareness.  (The 
Commonwealth of Virginia will accept evidence of adequate training having been received from 
wireless carriers, trade associations, technical schools, etc., but a certificate of successful 
completion must be provided to the Commonwealth of Virginia.) 
 

Controlling access with signs:  In some situations, local building codes may preclude 
locking doors that provide access to a rooftop.  In such cases, installation of an alarm system 
should be considered at the ingress point to alert anyone entering the area (such as through the 
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doorway) that there may be portions of the building or rooftop where special precautions may 
need to be taken.  Under such circumstances, there should be prominent and distinctly visible 
signs to alert any person entering the area.  Signs should be placed at the base of all towers 
alerting people to the potential RF hazards on the tower.  All RF hazard warning signs shall 
include ANSI-approved hazard markings.  Such signs will generally be obtained from 
commercial vendors or a Commonwealth of Virginia sign shop and adapted to each situation, as 
required.  It should be noted, that posting a sign at a transmitter site, describing a hazard that does 
not exist, could cause an undesired action by local residents or personnel employed near the site. 
 Therefore, proper measurements must be taken to determine a hazard exists prior to posting any 
signage. 
 

Providing information with signs:  Under some circumstances, signs might be used to 
provide information about any potential hazard at the site.  Signs can also relay simple 
instructions, such as describing what floor markings mean.  In areas of the state where snow may 
obliterate floor markings, signs in areas protected from the environment should show the diagram 
of the rooftop clearly depicting the controlled areas.  Agencies could also install some type of 
vertical perimeter marking to deal with this situation 
 

It is important to provide information about who to contact regarding the site or an 
individual transmitter or antenna.  For Commonwealth of Virginia owned sites, two telephone 
numbers should be shown on a sign at the point of ingress to the site.  The first will be the name 
and contact number of the site safety officer.  This will generally be the technician primarily 
responsible for the site.  The second will be for the Agency responsible for the site or default to 
the Department of Information Technology in Richmond, phone (804) 371-5580.  For non-
Commonwealth of Virginia owned sites, it is preferable to have the contact point be the site 
owner/manager.  In all cases, all Commonwealth of Virginia transmitters will have the 
information about how to contact the site safety officer and the Agency or the Department of 
Information Technology clearly displayed on the exterior of the equipment cabinet.  
 

In situations in which a contractor or building worker must work in a controlled 
environment, signs and/or floor markings can be used to advise the worker that only properly 
trained individuals are authorized to be at the location.  If training or express permission to enter 
an area would be necessary, the signs also could provide the local phone number for a 
Commonwealth of Virginia technician, the building/tower owner, or site manager, and advise the 
reader to call and receive specific instructions or guidance before working at the site. 

 
At some building-based/rooftop sites, the controlled environment areas (areas where 

exposures could equal or exceed the general public MPE limits) can be limited to specific, 
demarcated portions of the rooftop.  On these types of rooftops or buildings, workers who have 
not undergone awareness or other RF related training may work in only those areas that have not 
been restricted (i.e.; controlled), as long as effective measures are in place keep workers away 
from the controlled areas.  

 
There is not a single universally-acceptable approach for managing or controlling 

unaffiliated workers who may need to be at a controlled area in a manner that would be 
appropriate for all buildings/towers and all the variations of management arrangements that exist. 
 To the greatest possible extent, such workers should not be allowed in a controlled area without 
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either proper training (see Section 3) or unless accompanied by a trained technician. 
 

Role of the building/tower owner or manager:   For purposes of compliance with FCC 
human exposure guidelines for RF energy, the obligation falls to the FCC license holders for a 
site.  Building/tower owners and managers who do not hold a FCC license at the site are not 
subject to FCC enforcement action.  Building/tower owners and managers who have employees 
may, however, be subject to enforcement of workplace safety rules by the Occupational Health 
and Safety Administration (OSHA).  The Commonwealth of Virginia believes that the site 
owners/managers can play a pivotal role in helping all site occupants to come into compliance 
with the FCC’s RF exposure guidelines.  For Commonwealth of Virginia sites, the 
Commonwealth of Virginia will take a lead role in helping tenants assure compliance. 
 

Potential role of a competent third-party or specialized site manager:  Many multi-
user, transmitter sites are being managed by specialized facility management companies.  An 
increasingly encountered arrangement is where the owner of the building/tower contracts with a 
specialized site management company to optimize the use (and revenue generating capacity) of a 
rooftop or building.  On multi-transmitter sites, a competent site manager can simplify or 
streamline the overall RF compliance process for all licensees with antennas at the site through 
such means as developing and enforcing site access procedures, identifying possible hot spots, 
coordinating and enforcing worker safety practices, and maintaining technical and operational 
data for all transmitters and antennas in service at the site, and providing the actual site 
certification.  
 

Where a competent third-party site manager can effectively coordinate, manage, and 
certify compliance of a site, the Commonwealth of Virginia will rely on such certification of 
compliance.  The third party certification should be sufficient for licensing or renewal purposes 
as long as the Commonwealth of Virginia has a reasonable basis for accepting the report or 
representations of the delegated party.  At the same time, this in no way negates the 
Commonwealth of Virginia’s ultimate responsibility for compliance with the RF exposure rules.  

 
COMMONWEALTH OF VIRGINIA PERSONNEL - REQUIRED ACTIONS: 

 
Where possible, at all sites at which Commonwealth of Virginia has transmitting 

equipment, access to areas in which RF levels exceed those specified by the FCC for general 
public/ uncontrolled areas should be appropriately limited to personnel who have been 
trained in RF exposure awareness.  Where possible, doors providing ingress to such areas 
shall be locked and/or the perimeter of such areas shall be fenced.  As a minimum, the 
technician responsible for each site shall assure that signs are in place to mark areas that 
have RF energy levels that equal or exceed those defined by the FCC Rules and Regulations 
for uncontrolled areas.  (Floor markings may also be appropriate.)  If floor marking is not 
possible to identify specific hot spots, the point of ingress shall have a sign in place warning 
of the RF hazard and personnel entering the area should utilize personal monitors.  RF 
hazard warning signs shall be installed at the base of all towers.  In addition, other signs 
that provide instructions or contact point information shall be posted, as needed.  At 
Commonwealth of Virginia owned/managed sites, the contact point numbers to be posted 
shall be as described above.  At both Commonwealth of Virginia owned/managed sites and 
those not owned/managed by Commonwealth of Virginia, each Commonwealth of Virginia 
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transmitter shall be marked as described above.  
 
3.  Training  
 

All personnel who must enter into any area where power densities could exceed the 
uncontrolled or general public exposure limits should be appropriately trained or instructed. 
Depending on particular circumstances, such training could range from a basic or minimal 
awareness training to more extensive instruction for workers who may be subject to higher RF 
fields as a result of servicing or maintaining telecommunications equipment.  
 

All personnel who have occasion to work in a controlled area, where power densities 
could exceed the general public MPE limits, should be aware of the potential for their exposure 
to RF fields and should be informed as to the steps they can take to ensure they will not be 
exposed to RF fields in excess of the MPE limits.  The FCC regulations also consider that 
personnel who are only present as a result of transient passage (such as a building maintenance 
worker walking through -- and not necessarily spending time in -- a controlled area) should be 
“made fully aware of the potential for exposure [so that he/she] can exercise control over his or 
her exposure by leaving the area or some other appropriate means.” 

 
RF awareness training:  Personnel who must have awareness training include 

employees of the Commonwealth of Virginia who must work at transmitter sites, similar 
employees of other licensees, and employees of outside contractors performing 
telecommunications-related service.  In addition, non-affiliated workers (those not performing a 
telecommunication function or who work as employees or contractors working for the building 
owner/manager) must be trained if they must enter the controlled areas or they must be escorted 
by a trained Commonwealth employee. 
 

RF awareness training should impart broadly applicable principles for working safely 
near energized communications antennas and equipment as well as guidance for personal 
protection that will be encountered under specific workplace conditions.  Safety principles that 
are nearly universally applicable include:  

 
(a) In general, personnel should assume all antennas are active and energized. 

Unless a worker has direct knowledge that an antenna is either a receive antenna 
or has been deactivated, the worker should consider antennas to be active and 
energized.  (Receive or non-radiating antennas are sometimes identified with signs 
at the bottoms of the antennas.) 

 
(b) Personnel should habitually maintain a minimum distance of three (3) feet 

from an antenna.  In some cases, antennas should be given more than 3 feet 
clearance (in such instances, appropriate signs and other warning must be posted 
to indicate the necessary clearance).   

 
(c) Personnel should obey all posted signs and warnings.  

 
(d) Personnel should not stop near omnidirectional antennas or in front of 

(within the transmit zone) directional antennas, and should keep below 
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elevated antennas. 
 

The Commonwealth of Virginia provides training for its employees and will arrange for 
training of non-associated employees who must work in controlled areas.  As a minimum, any 
personnel needing to enter controlled areas should watch the video tape on antenna site safety 
produced by Motorola Network Services and Ric Tell Associates.  A copy of the tape is available 
from the Department of Information Technology in Richmond.   
 

Some workers may require additional knowledge and training:  RF awareness 
training is generally considered the baseline for what workers/ employees/ contractors or other 
personnel should have had if they must enter a controlled environment.  In some situations, this 
training may not be appropriate for individuals not involved in a telecommunication function (for 
instance, they might be an air conditioning technician or a building maintenance worker).  The 
basic instruction should generally include guidance for recognizing and avoiding areas where 
high RF fields may be present.  As such, the baseline awareness training may not necessarily be 
elaborate or extensive, as long as it is effective in providing workers with the information and 
guidance they need to avoid exposure above the MPE limits. 
 

The amount and intensity of safety training for personnel should be commensurate with 
their potential to be exposed to RF as a course of performing their job.  At a minimum, training 
should be sufficient to enable workers to recognize all potential situations where they could 
potentially be exposed to excessive RF fields and to be able to take the necessary action and use 
the appropriate tools to protect themselves.  Communications technicians should, in addition to 
watching the video tape referenced above, review FCC OET 65.  The Commonwealth of Virginia 
will additionally periodically schedule training classes for technicians at various locations 
throughout the state. 

 
 
COMMONWEALTH OF VIRGINIA PERSONNEL - REQUIRED ACTIONS: 

 
All Commonwealth of Virginia employees who must work in environments in which 

the RF energy may equal or exceed the levels defined by the FCC for uncontrolled areas 
shall be trained in safety procedures.  Any technician who has not had such training, as 
provided by the Commonwealth of Virginia, shall contact his/her supervisor to obtain such 
training.   In addition, all technicians are expected to review FCC OET 65.  Any non-
associated workers who must perform their work in a controlled environment shall, at 
Commonwealth of Virginia owned/managed sites, receive appropriate training in limiting 
exposure to RF fields by, as a minimum, being provided with the Motorola/Ric Tell and 
Associates video training tape. At sites not owned/managed by the Commonwealth of 
Virginia, such workers may be trained in a similar manner, but preferably by the site 
owner/manager.  In lieu of training of non-associated workers, such workers may be 
escorted into controlled areas by trained personnel.  One exception to the above is the 
following:  The Commonwealth of Virginia at some sites have co-located contracts with 
commercial wireless corporations that allow unescorted access to controlled areas.  At these 
locations it is the responsibility of the contractor to ensure compliance to the FCC 
regulations regarding R.F. Radiation Exposure, not the Commonwealth of Virginia. 
 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 549



 

 
 

13 

 
4.  Site Safety Procedures   
 

Personnel working in areas where RF fields may equal or exceed the controlled 
environment/ occupational limits must use appropriate hazard-avoidance workplace 
measures.  The fundamental safety measure for servicing an antenna should be to deactivate 
the unit.  Depending on other circumstances, such as whether prevailing RF fields still equal 
or exceed the worker MPE limits after the antenna is deactivated, other measures may be 
necessary to ensure worker safety:  
 

The following procedures should be followed at all times at a transmitter site:  
 

(a)  Deactivate antennas:  An antenna and transmitter should be deactivated prior to 
being serviced.  

 
(b) “Lock out/tag out” transmitter:  The transmitter of an antenna being serviced 

should be tagged (lock out/ tag out) to keep it from being activated while 
personnel may be servicing the antenna. 

 
Limited exception to (a) and (b):  In some situations involving low-power 
directional antennas, it may be possible for personnel to make minor adjustments 
from the rear of the antenna without subjecting the service personnel to fields that 
are in excess of the guidelines.  In order to perform such adjustments, (such as 
down-tilt and minor azimuth correction), personnel must be able to approach the 
antenna from the side or the rear so that they do not enter into the transmit path of 
the antenna.  

 
Deactivating nearby antennas:  In some multiple-user situations, even after an 
antenna being serviced is locked out, workers still may be subject to RF fields in 
excess of the controlled limits from the output of nearby antennas.  Under such 
conditions, one way to reduce power densities in the area may be to have other 
antennas deactivated.  As a practical matter, this may not always be possible if the 
antennas are the property of or are operated by other parties.  In these cases, 
workers will need to take additional precautions; such as in (e), (f) and/or (g) 
stated below. 

 
(c) Operating Transmitters without shields:  Shielding on transmitter power 

amplifiers is designed to contain RF energy and to prevent excessive RF fields in 
certain areas in the immediate vicinity of the transmitter.  Removal of the 
shielding from a transmitter could significantly increase the power densities in the 
vicinity of the transmitter.  If shields are removed during servicing, they should 
always be replaced.  

 
Personnel at a site should also be mindful that some transmitters might be 
operating with faulty or missing shielding.  Such transmitters could generate high 
RF fields in the transmitter room.  Personal RF monitors are recommended for 
use, as noted in paragraph (f) below, in the vicinity of both transmitters and 
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antennas to assure that exposure guidelines are not exceeded.  In some cases, it 
may be necessary or prudent to have the power to an unshielded transmitter 
locked out/ tagged out while service is being performed on a neighboring or 
adjacently located antenna. 
  

(d)   Antennas in equipment rooms shall not be activated.  Transmit antennas 
should never be operated inside the equipment room, even for short term testing.  
This includes mobile magnet mount antennas attached to the top of transmitter 
cabinets as temporary installations.  Any testing of transmitters should be done 
with the transmitter connected into a dummy load or with the transmitter 
connected to an antenna that is a safe distance from any personnel.   

 
(e)  Servicing equipment in radio shops:  The above procedures apply equally to 

activation of transmitters in radio shops.  Particular care should be taken to assure 
that transmitters are not connected to antennas in the shop.  Such antennas could 
expose a number of workers in the shop to high RF fields.  Use of dummy loads is 
the preferable method to work on transmitters.   This also prevents the possibility 
of over-the-air interference from an activated transmitter.  If transmitters must be 
tested with shields removed, such testing should be done in an RF tight test bay or 
screened room.  Personnel should not be in the same test bay or screened room 
when the transmitter is activated.  If that cannot be avoided, personnel should 
wear personal monitors and limit the duration of exposure.  Hands and other parts 
of the body should be no nearer such equipment than absolutely required and then 
only for very limited duration.   

 
(f) Tower maintenance:  Personnel who must maintain antennas on towers need to 

observe the same general safeguards as others who work around RF equipment.  
However, towers pose some special problems.  On a rooftop, one may be able to 
avoid coming in close proximity to antennas that are producing high RF fields by 
simply choosing an alternate path.  When climbing a tower, there is only one path, 
straight up, meaning workers necessarily come close to the antennas.  It is 
preferable to deactivate any antenna that a worker must pass on the journey up the 
tower.  If that is not possible, the worker should be alert not to stop at any point on 
the tower that is in the major beam of any active antenna.  Personal monitors 
should be worn.  In some cases, in extremely high RF field areas, workers should 
consider use of RF protective clothing. 

 
Additional measures that can be effective in reducing worker exposures or assuring a safer 
workplace environment (not applicable to all situations): 

 
(g) Use of personal protective equipment/ RF protective clothing (PPE):  

Appropriately selected and properly used RF protective clothing can be effective 
in reducing whole-body RF absorption.  When RF protective clothing is worn, it 
is important that the full range of precautions pertinent to such situations be 
followed and that workers have the requisite understanding of what could impede 
the protective qualities of the RF protective suit, including the compatibility 
between frequency range of the suit and any specific exposure situation, wear and 
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tear on the suit, how to wear the clothing properly, etc.     
 

(h) Use of personal monitoring devices:  Personal monitoring devices may be used 
by personnel (employees, contractors, others) who have occasion to work near or 
in the vicinity of radiating antennas or transmitters.  Personnel using such devices 
should be trained in their use and must comply with specific safety policies if 
(when) their device detects high RF fields. 

 
(i) Use of time averaging:  FCC exposure limits for a controlled/occupational 

environment specify that time averaging techniques should be based on 6-minute 
intervals.  (See OET Bulletin 65 for details of how to apply time averaging.) 

 
(j) Prominent posting of site-specific or general hazard avoidance procedures 

for workers:  Even though personnel at a site will generally have had RF 
awareness training, there may be special circumstances that merit additional 
notification or information about conditions that may apply to the site in question. 
Beyond this, important safety messages may merit repetition and additional 
emphasis.  

 
COMMONWEALTH OF VIRGINIA PERSONNEL - REQUIRED ACTIONS: 
 

All Commonwealth of Virginia employees who must work in environments in which 
the RF energy may equal or exceed the MPE levels defined by the FCC for uncontrolled 
areas must follow the above procedures to minimize or eliminate the potential for exposure 
to high RF fields.  Non-affiliated workers who are allowed in areas having RF levels 
exceeding the uncontrolled MPE should be made aware of these procedures and likewise 
follow them when working in controlled areas.  Any actions that may result in a disruption 
of service at a given site should be coordinated fully with end users of the system. 
 
5.  RF Mitigation Measures   
 

To assure site-wide compliance at some multi-user sites, it may become necessary to 
make changes of a technical, engineering or physical nature.  Such changes would be made 
with the intent of providing the necessary assurance that neither workers nor the public would 
be exposed to RF fields in excess of the applicable MPE limits.  The Commonwealth of 
Virginia desires that the general public not be permitted access to areas in which the RF levels 
equal or exceed those specified by the FCC for uncontrolled areas.  In addition, no tower-
mounted antenna should be mounted on the tower with its base less than ten meters above 
ground.  Examples of RF mitigation measures include: 
 

(a) Elevate antennas: Elevating (raising) rooftop antennas can substantially reduce 
the power densities that are present at accessible areas on a rooftop.  

 
* Placing or mounting antennas at a height above head level (approx. 7 feet 

or 2 meters) can substantially reduce the power densities that are present at 
accessible areas on the rooftop. This procedure is especially useful for 
rooftops where multiple rows of omnidirectional antennas are located. 
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At sites with towers, no antenna should be mounted with its base less than 3 
meters (10 feet) above ground.  (Categorical exclusion requires mounting at no 
less than 10 meters above ground.)  Care should be exercised to assure that raising 
an antenna does not cause the antenna/structure to exceed the height authorized by 
the FCC and FAA.  In addition, raising the antenna may require a modification of 
the station license.   

 
(b) Reduce power of antennas:  By lowering power to the antenna, cumulative RF 

fields at the site, as well as in publicly accessible areas, may be lowered.  This 
may facilitate overall site-wide compliance.  

 
Powering down may enable some facilities to qualify for a categorical exclusion 
designation -- which can relieve the licensees, including the Commonwealth of 
Virginia, from the FCC’s requirement for performing a routine environmental 
evaluation.  Additionally, in situations where total power densities exceed the 
MPE limits at any accessible area (either publicly or workplace accessible), if the 
output power of an antenna produces less than 5 per cent of the maximum 
permitted power density (based on its service category) at all accessible areas, the 
licensee would not share responsibility for site-wide compliance.  
 
The Commonwealth of Virginia’s general policy is that the ERP of an antenna 
should not exceed 1,000 watts unless the antenna is tower-mounted with its 
base more than ten meters (33 feet) above ground level, thus qualifying the 
station for a categorical exclusion.  Reduction in ERP can be by reducing 
transmitter power, reducing gain of the antenna (replacement by a lower gain 
antenna), or a combination of both actions.  Such power reductions can, however, 
have a negative effect on the coverage area of a station and could potentially 
require the installation of satellite sites to make up for the reduced power.   

 
Special note:  Workers should take appropriate precaution in the immediate area of 
“categorically excluded” antennas:  Categorical exclusion from performing a Routine 
Environmental Evaluation does NOT mean that the subject antenna will comply with 
FCC rules on human exposure to RF fields.  Even if antennas are categorically excluded 
from routine environmental evaluation, RF fields in their vicinity can still exceed the 
MPE limits for worker exposure.  Categorically exclusion does not relieve the 
Commonwealth of Virginia or any other licensee at a multi-user site from an obligation to 
comply with the exposure limits.  In fact, unless appropriate measures are taken to 
mitigate potentially excessive worker exposure at some categorically excluded antennas, 
the facility will technically not be in compliance with the FCC human exposure rules.  
Categorical exclusion does not eliminate the requirement for the site to be in compliance 
with the FCC exposure limits. 

 
For example:  Consider a 1,000 watt ERP, six (6) foot paging antenna driven 
with a 300 watt transmitter at 835 MHz.  Such a system would be expected to 
produce a spatially-averaged RF field equal to the controlled/occupational 
environment MPE limit of 2.78 mW/cm2 at a distance of 3.1 feet from the 
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antenna.  
 

However, if the transmitter power was increased and the antenna gain was 
lowered, the area around the antenna where the spatially-averaged field would 
exceed the controlled/occupational environment MPE limits could easily double.  
The use of three-way and four-way antennas could further exacerbate the problem 
by extending the distance from the antenna where the resulting power densities 
could exceed the controlled MPE limits.  Generally, use of higher gain antennas 
and lower transmitter powers minimizes the spatially-averaged field. 

 
(c) Reposition/ relocate antennas:  The placement of individual antennas and arrays 

may affect the power densities that will be found at various locations at and 
around the site.  Consideration should be given to traffic passageways that 
workers or employees would use while on the site so that personnel can traverse 
the site and maintain a minimum distance of three feet or more from any non-
elevated antenna.  

 
Directional antennas or arrays should either be placed along the outside 
peripheries of the site with the beam of the transmitter directed away from the 
building or facade mounted (so that the main beam is not directed on any 
accessible areas).  

 
(d) Increase spacing between antennas:  In locating multiple antennas on heavily 

used rooftops, whip antennas are often placed in multiple rows that (when viewed 
from above) form a grid.  The spacing between antennas will affect the power 
densities at the various locations at the site.  Where the antenna density in the grid 
is high (minimal distance between antennas), the power densities at any point on 
the site are likely to be high.  Increasing the distance between antennas can be 
effective in reducing prevailing RF fields in some controlled area locations.  In 
general, when antennas are placed less than 10 feet apart, workers may need to use 
protective measures (e.g., reducing power, wearing protective suits, etc.) or use 
monitoring devices when working or traversing areas where antennas are 
clustered.  This is especially true at sites where antennas are not elevated. 
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 Site Safety Officer 
 
 All sites must have a designated site safety officer who takes responsibility for RF 
Exposure compliance.  Once designated, the site safety officer shall notify the Department of 
Information Technology of the designation. The site safety officer will generally be determined 
by the responsible agency of the Commonwealth of Virginia.  The name and telephone number 
of the site contact person shall be posted at the site, as described in Section 2 of  “Compliance 
Actions,”  page 9. 
 
 The site safety officer is responsible for determining if the site is in compliance with the 
FCC RF exposure regulations either through a determination of categorical exclusion or through 
a routine evaluation and implementation of mitigating measures.  The site safety officer may 
determine that even facilities with all categorically excluded stations may require a routine 
evaluation.  The site safety officer can request assistance from the their agency or Department of 
Information Technology in performing the routine evaluation.   
 
 The results of all determinations, including copies of any routine analysis that may have 
been performed, shall be maintained by the site safety officer with a copy forwarded to the 
responsible agency or Department of Information Technology.  Major changes at a site required a 
new determination, for example, adding a new transmitting facility. 
 
 The site safety officer should be prepared to show and defend both the compliance 
determination and continued site compliance to authorized representatives of the Federal 
Communications Commission, the Occupational Safety and Health Administration, or the 
Environmental Protection Agency. 
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 Mobile, Portable, and Special Equipment 
 
 Much of the radio equipment operated by the Commonwealth of Virginia is in a field 
environment.  This operation consists of use of vehicle-mounted transceivers, low- and high-
powered portable transceivers, and speed-measurement Doppler radar units.  These units 
generally pose no RF exposure hazard when operated because of either their low transmit duty 
cycles or low power.  However, it must be realized that these devices are almost always being 
operated in the uncontrolled environment.  Thus procedures must be sufficient to protect the 
general public from excessive RF exposure.  For more detailed information on how to evaluate a 
variety of equipment, the reader is directed to a publication entitled, A Practical Guide to the 
Determination of Human Exposure to Radiofrequency Fields, NCRP Report No. 119, published 
by the National Council on Radiation Protection and Measurements, 7910 Woodmont Avenue, 
Bethesda, MD, 20814-3095. 
 
1.  Mobile Two-Way Equipment 
 
 Vehicle-mounted two-way radio equipment typically operates at transmitter powers of  
110 watts or less.  Even when considering that the antenna may increase the effective radiated 
power to as much as 400 watts, the potential for exposure in excess of the FCC MPE limits is 
low, especially given that the transmit time for these units is normally of short duration .  The 
greatest concern is that people can easily be very close to the antenna or even be touching it while 
the transmitter is in operation. 
 
 To reduce the risk of excessive exposure to occupants of the vehicle, the antenna should 
be mounted as far from the occupants as possible.  Ideally, roof-mounted antennas provide a 
great degree of protection because the roof acts as a shield to the radio frequency energy and the 
antenna radiation pattern, which is horizontally outward from the antenna, minimizes the 
radiation in the direction of the occupants.  If the antenna cannot be mounted on the roof of the 
vehicle, then an alternative is to mount the antenna on the trunk lid or rear fender as far from the 
occupants as possible. (Exceptions and reconsideration to use of a trunk lid or rear fender mount 
is the use of mobile data, which could increases the duration of a transmission.)  In general, if the 
antenna is at least three feet from an occupant, the risk of excessive exposure is minimal.  
Mounting the antenna on a rear surface of the vehicle does, however, place the center of radiation 
of the antenna essentially at the same level as the head and upper body portions of occupants.  
Occupants in the back seat of an automobile are at greatest risk due to the proximity of the 
antenna.   
 
 Some installations utilize concealed antennas to minimize public awareness of the 
vehicle.  These antennas are sometimes mounted inside the vehicle on the front or rear window.  
Use of these antennas should be limited, as the radio frequency energy is being radiated inside 
the vehicle at distances very near the occupants.   
 
 To assure the safety of the occupants of a vehicle, it is preferable to make measurements 
inside a vehicle once all of the radio transmitting equipment has been installed.  To make the 
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measurements, all transmitters in the vehicle should be activated while making RF level 
measurements as numerous points inside the vehicle.  The measurements are particularly 
important because some parts of the vehicle, such as the steering wheel, can be resonant at the 
transmitting frequency and reradiate energy.  The only way to know the actual effects of the RF 
energy inside the vehicle is to make the measurements.  If hot spots are found, it may be 
necessary to reposition the antenna(s) to reduce RF levels.  In the alternative, signs could be 
posted inside the vehicle to warn operators to limit the duration of transmissions. 
 
 When operating mobile equipment, care should be taken to assure that no one outside the 
vehicle is within three feet of the transmitting antenna before activating the transmitter.  Even 
more importantly, make sure no one is touching the antenna.  Direct contact with the radiating 
element of the antenna could potentially cause burns that could occur almost instantaneously. 
 
 2.  Portable (hand-held) Two-Way Equipment  
 
 Hand-held portable two-way equipment has become a necessity for public safety workers. 
 These units provide essential communications capability from wherever a worker may be.  
Rarely would one of these units operate above the five watt power level for a variety of reasons, 
including conservation of battery life.  Antennas may be either of the telescoping metal rod 
variety or, more typically, a wire spiral antenna encased in rubber or plastic (“rubber duckie” 
antenna).  Because of the relative low power levels and short transmit cycles, the chances of 
exceeding FCC guidelines for RF exposure for these radios is minimal.   
 
 When operating hand-held radios, especially those which have transmit powers in excess 
of five watts and which operate above 400 MHz, care should be taken to maximize the distance 
between the transmit antenna and the body.  For example, a hand-held radio being held in front 
of the face should be positioned such that the antenna is slanted away from the head and body, 
maximizing the distance between the tip of the antenna and the body.   
 
 Some agencies allow or require workers to wear portable radios either on their belts or 
affixed to clothing, such as a shirt.  In these cases, the transmit antenna can be very close to the 
body or even touching the body with only the fabric of the clothing between the antenna and the 
body.  Again, because of the low power levels and short duration of transmissions, it is unlikely 
that FCC guidelines would be exceeded.  If for any reason transmission times should increase 
significantly, the radio should be moved away from the body for the duration of the lengthy 
transmission.  As a rule of thumb, any transmission of one minute or longer in duration should be 
cause to consider moving the radio away from the body.     
 
3.  Speed-measuring Equipment (Speed Radar) 
 
 Speed measuring  radar equipment most generally operates in the 10, 24, and 35 GHz 
bands at power levels of 100 milliwatts or less.  The NRCP recommends that no part of the body 
should be closer than 30 cm from the radiating end of the device, or said another way, from the 
front of the device.  In practice, it is a good idea to be totally in back of the device, as the radiated 
beam can diffuse somewhat to the sides.  Short exposures in front of the device, for example to 
calibrate the device, should not be harmful.  In addition, because the eyes may be particularly 
susceptible to radio frequency energy at these frequencies, one should never look into the front of 
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the device at close range while it is operating. 
  
 
  

Conclusion 
 

The procedures described herein are intended to provide a safe work environment for 
those who have to work near RF transmission equipment and for the general public.  For any plan 
to be fully effective, each responsible individual must exercise reasonable judgment for the 
particular site under consideration.  If there are any question that arise about a particular site or 
the FCC requirements, questions can be directed to Radio Engineer at Commonwealth of 
Virginia’s Department of Information Technology, 110 S 7th Street - Third Floor, Richmond, 
Virginia  23219. 

 
 
 

 
Attachments  

 
A.  October 21 letter from PCIA President Jay Kitchen to Dr. Robert Cleveland, FCC  
B.  Dr. Cleveland’s reply 
C. Applicable FCC Rules and Regulations 
D. Commonwealth of Virginia Site Data Sheet  
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PCIA Logo 
 
 

COPY 
 
October 21, 1997 
 
Dr. Robert F. Cleveland 
Standards Development Branch 
Allocations and Standards Division 
Office of Engineering & Technology 
Federal Communication Commission 
2000 M Street, N.W.; Room 480 
Washington, D.C.  20554 
 

Re: Evaluating Compliance with FCC Guidelines for Human Exposure to 
Radiofrequency (“RF”) Electromagnetic Fields 

 
Dear Dr. Cleveland: 
 

The Personal Communications Industry Association (“PCIA”), behalf of the entire 
personal wireless industry, wishes to thank you and Jerry Ulcek for your patience and invaluable 
participation both at the “RF” Compliance Workshop in Dallas this past August 26 -28 and at the 
PCS ’97 Institute educational session addressing RF compliance. As shown by the strong turnout 
at both of these events, the wireless industry is approaching compliance with the new RF 
exposure regulations in a conscientious and diligent manner. 
 

In the wake of your presentations and questions and answer sessions, many carriers have 
expressed some relief regarding the manageability of the compliance tasks at hand.  In order to 
promote the fullest understanding of the new regulations, PCIA has reiterated below its 
understanding as to a number of specific compliance measures that the industry believes will be 
invaluable tools in performing the requisite routine evaluations.  In particular: 
 
! The new environmental regulations are exposure standards, not emissions standards, and 

therefore electric field strengths, magnetic field strengths, and power densities in excess of 
the limits set forth in Table 1 of Section 1.1310 are permissible if measures are instituted at 
the site to ensure that the exposure of workers and the general public remain below the limits 
in that table. 
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COPY 
! As with other licensee responsibilities, while ultimate responsibility for compliance rests 

with the licensee, compliance with the RF exposure regulations can be delegated to 
specialized consultants, site managers, or specific individuals within a company, and, as 
long as the delegation itself is reasonable a licensee may certify compliance on the basis 
on the delegate's report. 

 
! The triggering of the “routine evaluation” requirement does not require a licensee 

necessarily to engage in complex modeling or measurements, if the licensee is able to 
institute other controls, e.g., the use of RF monitors and appropriate training within 
controlled environments, to ensure that exposures do not exceed the limits in Table 1 of 
Section 1.1310. 

 
! Taking measures to control access to building rooftops, through the use of door locks and 

limiting key distribution to authorized personnel, in conjunction with appropriate signs 
and RF training to create an awareness of the risks of RF exposure, are generally 
sufficient to create a “controlled environment” on a building rooftop. 

  
! In areas where physical access controls are impractical (e.g., on a ladder) or illegal (e.g., 

fire codes prohibiting locked doors), a controlled environment may nonetheless be created 
if signs are posted restricting access to authorized personnel, if signs are posted creating 
an awareness of the potential for RF fields in excess of the general population limits, and 
if the licensee utilizes door alarms or other similar measures to prevent trespass. 

 
! Within a controlled area, if appropriate, the use of signs and other obvious barriers and 

demarcations around “hot spots” where emissions exceed the controlled environment 
limits can be an effective means to ensure site compliance. 

 
! Within a controlled area, the use of appropriate training, personal RF monitors, and 

“work breaks” away from RF transmitters to reduce time-averaged exposure below the 
limits of Table 1 in Section 1.1310 can be an effective means to ensure compliance even 
if “hot spots” (areas where power densities exceed the limits in Table 1 of Section 
1.1310) exist within a controlled area. 

 
! Within a controlled environment, the use of RF protective suits to reduce RF exposure of 

workers with appropriate training can be an effective means to ensure compliance even if 
“hot spots” exist within the controlled area. 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 560



 

 
Attachment A PCIA Letter to FCC 24 

Dr. Robert Cleveland 
October 21, 1997 
Page 3 

COPY 
! Within a controlled environment at a multi-transmitter site, if a carrier can physically 

elevate its antenna so that, as a practical matter, the volume of space where the RF field 
exceeds 5 percent of the controlled environment limits in Table 1 of Section 1.1310 is 2 
meters or more above any rooftop walkways (i.e., the volume where the fields exceed 5 
percent of the limit are practically inaccessible), that carrier would be relieved of any 
responsibility for ensuring compliance of all transmitters at the site.  This assumes, of 
course, that the carrier does not exceed 5 percent of the general public exposure limit in 
any uncontrolled areas. 

 
! A licensee may reduce the power of a transmitter to become categorically excluded, 

thereby relieving the licensee of the obligation to conduct a routine evaluation that 
includes considering the effects of nearby transmitters.  While the categorical exclusion 
relieves a licensee of having to conduct a routine evaluation, it does not relieve the 
licensee from compliance with the RF exposure limits.  Thus, if a licensee has reason to 
believe its facility may not comply with the exposure limits, notwithstanding a categorical 
exclusion, the licensee should undertake measures to reduce exposure in accordance with 
the FCC rules. 

 
PCIA has restated its understanding of these points to ensure the Commission 

understands the types of compliance actions that carriers are beginning to undertake in order to 
ensure that they comply with the new RF regulations.  PCIA understands that your office has 
significant responsibilities and that there are many demands on your time.  PCIA nonetheless 
respectfully requests, to the extent any of these understandings appears to misstate the applicable 
requirements, that your office contact either Sheldon Moss at (703) 739-0300 x3311, or our 
counsel, Eric DeSilva at (202) 828-3182.  Thank you in advance for your time and cooperation. 
 

Respectfully yours, 
 
 
 
 

E. “Jay” Kitchen, President  
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FEDERAL COMMUNICATIONS COMMISSION 

WASHINGTON, D.C. 20554 
 

October 27, 1997 
 

E. “Jay” Kitchen, President 
Personal Communications Industry Association 
500 Montgomery Street 
Suite 700 
Alexandria, VA 22314-1561 
 
Dear Mr. Kitchen: 
 

Thank you for your letter of October 21, 1997, concerning the PCIA’s activities in 
response to the radio frequency compliance workshop held in Dallas in August attended by me 
and Jerry Ulcek.  We are pleased to see that the PCIA is taking an active role in elaborating on 
the conclusions of the workshop to provide its members with further guidance on compliance 
with the FCC’s new guidelines and policies for human exposure to radio frequency emissions 
 

In our meeting with Sheldon Moss and Eric DeSilva on October 2, 1997, we discussed 
several issues related to compliance with the Commission’s guidelines.  As a result PCIA 
developed the compliance strategies and information contained in you October 21 letter to 
me. 
 

Both Jerry Ulcek and I have reviewed the October 21 letter and the information it 
contains concerning compliance guidance and requirements.  I believe that this information is 
accurate and should provide your members with important guidelines for meeting the FCC’s 
new requirement in this area. 
 

If you or your staff should have any additional questions or require further assistance, 
please feel free to contact either me or Jerry.  We look forward to continuing to work with       
you and the staff at PCIA in the future in addressing these important issues. 
 
 

Sincerely, 
 
 

Robert F. Cleveland, Jr., Ph.D. 
Office of Engineering and Technology 
Federal Communications Commission 
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 Applicable FCC Rules and Regulations 

(47 C.F.R.) 
 
1.1307  Actions that may have a significant environmental effect, for which Environmental Assessments (EAs) must 
be prepared.  
 

(b)  In addition to the actions listed in paragraph (a) of this section, Commission actions granting 
construction permits, licenses to transmit or renewals thereof, equipment authorizations or modifications in existing 
facilities, require the preparation of an Environmental Assessment (EA) if the particular facility, operation or 
transmitter would cause human exposure to levels of radio frequency radiation in excess of the limits in §§ 1.1310 
and 2.1093 of this chapter.  Applications to the Commission for construction permits, licenses to transmit or 
renewals thereof, equipment authorizations or modifications in existing facilities must contain a statement confirming 
compliance with the limits unless the facility, operation, or transmitter is categorically excluded, as discussed below. 
Technical information showing the basis for this statement must be submitted to the Commission upon request. 
 

(1)  The appropriate exposure limits in §§ 1.1310 and  2.1093 of this chapter are generally 
applicable to all facilities, operations and transmitters regulated by the Commission.  However, a determination of 
compliance with the exposure limits in § 1.1310 or 2.1093 of this chapter (routine environmental evaluation), and 
preparation of an EA if the limits are exceeded, is necessary only for facilities, operations and transmitters that fall 
into the categories listed in Table 1, or those specified in paragraph (b)(2) of this section.  All other facilities, 
operations and transmitters are categorically excluded from making such studies or preparing an EA, except as 
indicated in paragraphs (c) and (d) of this section.  For purposes of Table 1, "building-mounted antennas" means 
antennas mounted in or on a building structure that is occupied as a workplace or residence.  The term "power" in 
column 2 of Table 1 refers to total operating power of the transmitting operation in question in terms of effective 
radiated power (ERP), equivalent isotropically radiated power (EIRP), or peak envelope power (PEP), as defined in 
'2.1 of this chapter.  For the case of the Cellular Radiotelephone Service, Subpart H of Part 22 of this chapter; the 
Personal Communications Service, Part 24 of this chapter and the Specialized Mobile Radio Service, Part 90 of this 
chapter, the phrase "total power of all channels" in column 2 of Table 1 means the sum of the ERP or EIRP of all 
co-located simultaneously operating transmitters owned and operated by a single licensee.  When applying the 
criteria of Table 1, radiation in all directions should be considered.  For the case of transmitting facilities using 
sectorized transmitting antennas, applicants and licensees should apply the criteria to all transmitting channels in a 
given sector, noting that for a highly directional antenna there is relatively little contribution to ERP or EIRP 
summation for other directions. 
 
Table 1. - Transmitters, Facilities and Operations Subject to Routine Environmental Evaluation 
 
Experimental Radio Services Power > 100 W ERP (164 W EIRP) 
(Part 5) 
 
Multipoint Distribution Non-building-mounted antennas:  height above Service (Subpart 
K of Part 21) ground level to lowest point of antenna < 10 m  

and power > 1640 W EIRP 
Building-mounted antennas:  power > 1640 W EIRP 

 
Paging and Radiotelephone Non-building-mounted antennas:  height above  
Service (Subpart E of Part 22) ground level to lowest point of antenna < 10 m  

and power > 1000 W ERP (1640 W EIRP) 
Building-mounted antennas:  power > 1000 W  
ERP (1640 W EIRP) 

 
Cellular Radiotelephone Non-building-mounted antennas:  height above  
Service (Subpart H of Part 22) ground level to lowest point of antenna < 10 m  
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and total power of all channels > 1000 W ERP (1640 W EIRP) 
Building-mounted antennas:  total power of  
channels > 1000 W ERP (1640 W EIRP) 

 
Personal Communications (1)  Narrowband PCS (Subpart D):   
Services (Part 24) non-building-mounted antennas:  height above  

ground level to lowest point of antenna < 10 m  
and total power of all channels > 1000 W ERP (1640 W EIRP) 
Building-mounted antennas:  total power of all  
channels > 1000 W ERP (1640 W EIRP) 

 
(2)  Broadband PCS (Subpart E):   
non-building-mounted antennas:  height above  
ground level to lowest point of antenna < 10 m  
and total power of all  
channels > 2000 W ERP (3280 W EIRP) 
Building-mounted antennas:  total power of all  
channels > 2000 W ERP (3280 W EIRP) 

 
Satellite Communications (Part 25) All included 
General Wireless Communications Total power of all channels > 1640 W EIRP 
Service (Part 26) 
 
Wireless Communications Total power of all channels > 1640 W EIRP 
Service (Part 27) 
 
Radio Broadcast Services (Part 73) All included 
 
Experimental, auxiliary, and Subparts A, G, L:  power > 100 W ERP 
special broadcast and other Subpart I: 
program distributional services  non-building-mounted antennas:  height above (Part 74) ground 

level to lowest point of antenna < 10 m and power  
> 1640 W EIRP 
Building-mounted antennas:  power > 1640 W  
EIRP 

 
Stations in the Maritime Services  Ship earth stations only 
(Part 80) 
 
Private Land Mobile Radio Non-building-mounted antennas:  height above   
Services Paging Operations (Part 90) ground level to lowest point of antenna < 10 m  

and power > 1000 W ERP  
(1640 W EIRP) 
Building-mounted antennas:  power > 1000 W  
ERP (1640 W EIRP) 

 
Private Land Mobile Radio Non-building-mounted antennas:  height above   
Services Specialized Mobile  ground level to lowest point of antenna < 10 m  
Radio (Part 90) and total power of all channels > 1000 W ERP  

(1640 W EIRP)  
Building-mounted antennas:  Total power of all  
channels > 1000 W ERP (1640 W EIRP) 

 
Amateur Radio Service (Part 97) Transmitter output power > levels specified in  
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§ 97.13(c)(1) of this chapter 
 
Local Multipoint Distribution Non-building-mounted antennas:  height above  
Service (Subpart L of Part 101) ground level to lowest point of antenna < 10 m  

and power > 1640 W EIRP 
Building-mounted antennas:  power > 1640 W  
EIRP LMDS licensees are required to attach a  
label to subscriber transceiver antennas that:  (1)  provides  
adequate notice regarding potential radiofrequency safety  
hazards, e.g., information regarding the safe minimum separation 
distance required between users and transceiver  
antennas; and  
(2)  references the applicable FCC-adopted  
limits for radiofrequency exposure specified in § 1.1310  
of this chapter 

 
(2)  Mobile and portable transmitting devices that operate in the Cellular Radiotelephone Service, 

the Personal Communications Services (PCS), the Satellite Communications Services, the General Wireless 
Communications Service, the Wireless Communications Service, the Maritime Services (ship earth stations only) and 
the Specialized Mobile Radio Service authorized under Subpart H of Parts 22, 24, 25, 26, 27, 80, and 90 of this 
chapter are subject to routine environmental evaluation for RF exposure prior to equipment authorization or use, as 
specified in §§ 2.1091 and 2.1093 of this chapter.  Unlicensed PCS, unlicensed NII and millimeter wave devices are 
also subject to routine environmental evaluation for RF exposure prior to equipment authorization or use, as 
specified in §§ 15.253(f), 15.255(g), and 15.319(i) and 15.407(f) of this chapter.  All other mobile, portable, and 
unlicensed transmitting devices are categorically excluded from routine environmental evaluation for RF exposure 
under §§ 2.1091 and 2.1093 of this chapter except as specified in paragraphs (c) and (d) of this section. 
 

(3)  In general, when the guidelines specified in § 1.1310 are exceeded in an accessible area due to 
the emissions from multiple fixed transmitters, actions necessary to bring the area into compliance are the shared 
responsibility of all licensees whose transmitters produce, at the area in question, power density levels that exceed 
5% of the power density exposure limit applicable to their particular transmitter or field strength levels that, when 
squared, exceed 5% of the square of the electric or magnetic field strength limit applicable to their particular 
transmitter.  Owners of transmitter sites are expected to allow applicants and licensees to take reasonable steps to 
comply with the requirements contained in § 1.1307(b) and, where feasible, should encourage co-location of 
transmitters and common solutions for controlling access to areas where the RF exposure limits contained in  
§ 1.1310 might be exceeded. 
 

(i)  Applicants for proposed (not otherwise excluded) transmitters, facilities or 
modifications that would cause non-compliance with the limits specified in § 1.1310 at an accessible area previously 
in compliance must submit an EA if emissions from the applicant's transmitter or facility would result, at the area in 
question, in a power density that exceeds 5% of the power density exposure limit applicable to that transmitter or 
facility or in a field strength that, when squared, exceeds 5% of the square of the electric or magnetic field strength 
limit applicable to that transmitter or facility. 
 

(ii)  Renewal applicants whose (not otherwise excluded) transmitters or facilities 
contribute to the field strength or power density at an accessible area not in compliance with the limits specified in § 
1.1310 must submit an EA if emissions from the applicant's transmitter or facility results, at the area in question, in a 
power density that exceeds 5% of the power density exposure limit applicable to that transmitter or facility or in a 
field strength that, when squared, exceeds 5% of the square of the electric or magnetic field strength limit applicable 
to that transmitter of facility. 
 

(4)  Transition Provisions.  Applications filed with the Commission prior to October 15, 1997, (or 
January 1, 1998, for the Amateur Radio Service only), for construction permits, licenses to transmit or renewals 
thereof, modifications in existing facilities or other authorizations or renewals thereof require the preparation of an 
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Environmental Assessment if the particular facility, operation or transmitter would cause human exposure to levels 
of radio frequency radiation that are in excess of the requirements contained in paragraphs (b)(4)(i) through 
(b)(4)(iii) of this section.  In accordance with § 1.1312, if no new application or Commission action is required for a 
licensee to construct a new facility or physically modify an existing facility, e.g., geographic area licensees, and 
construction begins on or after October 15, 1997, the licensee will be required to prepare an Environmental 
Assessment if construction or modification of the facility would not comply with the provisions of paragraph (b)(1) 
of this section.  These transition provisions do not apply to applications for equipment authorization or use for 
mobile, portable and unlicensed devices specified in paragraph (b)(2) of this section. 
 

(i)  For facilities and operations licensed or authorized under Parts 5, 21 (Subpart K), 25, 
73, 74 (Subparts A, G, I, and L), and 80 of this chapter, the "Radio Frequency Protection Guides" recommended in 
"American National Standard Safety Levels with Respect to Human Exposure to Radio Frequency Electromagnetic 
Fields, 300 kHz to 100 GHz", (ANSI C95.1-1982), issued by the American National Standards Institute (ANSI) and 
copyright 1982 by the Institute of Electrical and Electronics Engineers, Inc., New York, New York shall apply.  With 
respect to Subpart K of Part 21 and Subpart I of Part 74 of this chapter, these requirements apply only to multipoint 
distribution service and instructional television fixed service stations transmitting with an equivalent isotropically 
radiated power (EIRP) in excess of 200 watts.  With respect to Subpart L of Part 74 of this chapter, these 
requirements apply only to FM booster and translator stations transmitting with an effective radiated power (ERP) in 
excess of 100 watts.  With respect to Part 80 of this chapter, these requirements apply only to ship earth stations. 

 
(ii)  For facilities and operations licensed or authorized under Part 24 of this chapter, 

licensees and manufacturers are required to ensure that their facilities and equipment comply with IEEE C95.1-1991 
(ANSI/IEEE C95.1-1992), "Safety Levels With Respect to Human Exposure to Radio Frequency Electromagnetic 
Fields, 3 kHz to 300 GHz." Measurement methods are specified in IEEE C95.3-1991, "Recommended Practice for 
the Measurement of Potentially Hazardous Electromagnetic Fields--RF and Microwave."  Copies of these standards 
are available from IEEE Standards Board, 445 Hoes Lane, P.O. Box 1331, Piscataway, NJ 08855-1331.  Telephone: 
 1-800-678-4333.  The limits for both "controlled" and "uncontrolled" environments, as defined by IEEE 
C95.1-1991, will apply to all PCS base and mobile stations, as appropriate. 
 

(iii)  Applications for all other types of facilities and operations are categorically excluded 
from routine RF radiation evaluation except as provided in paragraphs (c) and (d) of this section. 
 

(5)  Existing transmitting facilities, devices and operations:  All existing transmitting facilities, 
operations and devices regulated by the Commission must be in compliance with the requirements of paragraphs 
(b)(1) through (b)(3) of this section by September 1, 2000, or, if not in compliance, file an Environmental 
Assessment as specified in § 1.1311. 
 
1.1310  Radio frequency radiation exposure limits. - The criteria listed in Table 1 shall be used to evaluate the 
environmental impact of human exposure to radio frequency (RF) radiation as specified in §1.1307(b), except in the 
case of portable devices which shall be evaluated according to the provisions of § 2.1093 of this chapter.  Further 
information on evaluating compliance with these limits can be found in the FCC's OST/OET Bulletin Number 65, 
"Evaluating Compliance with FCC-Specified Guidelines for Human Exposure to Radio frequency Radiation." 
 

NOTE to Introductory Paragraph:  These limits are generally based on recommended exposure 
guidelines published by the National Council on Radiation Protection and Measurements 
(NCRP) in "Biological Effects and Exposure Criteria for Radio frequency Electromagnetic 
Fields," NCRP Report No. 86, Sections 17.4.1, 17.4.1.1, 17.4.2 and 17.4.3.  Copyright NCRP, 
1986, Bethesda, Maryland 20814.  In the frequency range from 100 MHz to 1500 MHz, 
exposure limits for field strength and power density are also generally based on guidelines 
recommended by the American National Standards Institute (ANSI) in Section 4.1 of "IEEE 
Standard for Safety Levels with Respect to Human Exposure to Radio Frequency 
Electromagnetic Fields, 3 kHz to 300 GHz," ANSI/IEEE C95.1-1992, Copyright 1992 by the 
Institute of Electrical and Electronics Engineers, Inc., New York, New York 10017. 
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Table 1. - Limits for Maximum Permissible Exposure (MPE) 

(A)  Limits for Occupational/Controlled Exposures 
Frequency Electric Field Magnetic Field Power Averaging 
Range Strength Strength Density Time 
(MHz) (V/m) (A/m) mW/cm2 (minutes) 

 
0.3-3.0 614 1.63 *(100) 6 
3.0-30 1842/f 4.89/f *(900/f2) 6 
30-300 61.4 0.163 1.0 6 
300-1500 --- --- f/300 6 
1500-100,000 --- --- 5 6 

 
(B)  Limits for General Population/Uncontrolled Exposure 

0.3-1.34 614 1.63 *(100) 30 
1.34-30 824/f 2.19/f *(180/f2) 30 
30-300 27.5 0.073 0.2 30 
300-1500 --- --- f/150030 
1500-100,000 --- --- 1.0 30 

f ‘ frequency in MHz 

* ‘ Plane-wave equivalent power density 

NOTE 1 to Table 1:  Occupational/controlled limits apply in situations in which persons are 
exposed as a consequence of their employment provided those persons are fully aware of the 
potential for exposure and can exercise control over their exposure.  Limits for 
occupational/controlled exposure also apply in situations when an individual is transient 
through a location where occupational/controlled limits apply provided he or she is made aware 
of the potential for exposure. 

NOTE 2 to Table 1:  General population/uncontrolled exposures apply in situations in which 
the general public may be exposed, or in which persons that are exposed as a consequence of 
their employment may not be fully aware of the potential for exposure or can not exercise 
control over their exposure. 
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EQUIPMENT/ANTENNA DATA SHEET 
(Use separate sheet for each station and additional pages, if necessary.) 

 
Site Location:  ________________________________________________________________________ 
 
Site Manager:  ________________________________________________________________________ 
 
Type of Site (Tower, Rooftop, etc.):  ______________________    FCC Tower ID: ____________________ 
 
Call sign of Station:  ______________________     Frequency:  ___________________________  MHz 
      
Is station categorically excluded from certification:  __________ (yes or no)(See FCC Bulletin OET 65) 
 
Licensee Name:  ______________________________________________________________________ 
 
Radio Service:  ______________________________________________ (paging, SMR, cellular, business, etc.) 
 
Transmitter Power Output:  ______________  watts        Emission Type:  _________________________ 
 
Antenna Type:  _______________________________________________________________________ 

(If antenna is directional, please supply vertical and horizontal radiation patterns) 
 
Antenna Gain:  ___________ dB                 Loss Between Transmitter and Antenna:  ___________ dB      
  
 
Effective Radiated Power (ERP):  ___________  watts Antenna Length: _______________ feet 
 
Orientation of Antenna (if directional):  __________________________ degrees (ref : true north) 
 
Describe Any Beam-Tilt:  _______________________________________________________________ 
 
Height to Base of Antenna: _____________  feet   (Above ground for tower, above roof for rooftop  If a rooftop site,  
 also please provide a “to-scale” drawing of the rooftop showing the location of the antenna and features of the roof, e.g. elevator  
 penthouses, public areas like swimming pools, etc.  Also, if there are other occupied structures within 500 feet of the edges of the  
 rooftop, provide information to describe those structures, including height, distance, and direction from the site.) 
 
Height to Tip of Antenna:  ____________  feet   Polarization:  _______________ (vertical, horizontal, circular) 
 
Have warning signs been posted at the site in accordance with FCC OET 65?  ______________ (yes or no) 
 
Is site access limited to personnel trained in RF exposure hazards and abatement?  _________ (yes or no) 
 
Describe methods employed to limit access to the site by unauthorized personnel: __________________  
 
____________________________________________________________________________________ 
 
Contact person if more information is needed:  ______________________________________________ 
 
Phone:  _______________________ Address: ____________________________________________ 
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1.0 Introduction 

1.1 Purpose 
This document defines the Mobile Computer Terminal (MCT) Command Interface for the 
Virginia State Police (VSP) Computer Aided Dispatch (CAD) system.  The intent of this 
specification is to define a general interface that will facilitate the integration of a Mobile 
Data Computer/Terminal system with the VSP CAD system.  In keeping with this intent, 
MCT functionality, other than what is inherent or implied by the interface, is beyond the 
scope of this specification.  The MCT user-interface and visual presentation format for 
entering and displaying commands will be specified in requirements documents for the 
Mobile Computer Terminal System.  The only MCT System requirements imposed by this 
specification are that all commands and associated data elements must be supported and that 
all command messages must comply with the formats and protocol specified. 

 

1.2 System Overview 
Figure 1-1 below is a high-level block diagram of the VSP CAD and associated systems.  A 
brief description of each system represented in the diagram is provided in Table 1-1. 
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Figure 1-1 VSP CAD and Associated Systems 
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Table 1-1 System Descriptions 

Division CAD 
Servers 

Each of the seven VSP divisions have autonomous CAD systems that 
consists of dual DEC AlphaServer™(s), a shared mass storage array, and 
a minimum of five Windows NT Workstation™ dispatch terminals.  One 
of the CAD servers is the operational system while the other provides 
fail-over redundancy and system test capability. 

CAD Message 
Switch 

The CAD Message Switch is a component of the Mobile Computer 
Command Interface.  The switch consists of primary and backup DEC 
AlphaServer™ computer systems with a shared mass storage array.  The 
Message Switch will be responsible for mobile user access security, 
MCT message traffic routing, and message activity logging.  The links 
between the CAD Message Switch and Division CAD servers will be a 
native VSP Wide Area Network connection with a link data rate of not 
less than 1.5 Mb/sec. 

Management 
Information 
System (MIS) 

The MIS is a Windows NT Server™ based repository for all CAD 
History file information.  Computer users, with access to the VSP 
network, may query the History information database using a standard 
Internet web browser. 

VCIN The Virginia Criminal Information Network maintains a central database 
for Criminal Justice agencies throughout the Commonwealth.  In 
addition, VCIN provides access to databases maintained by the Virginia 
Departments of Motor Vehicles and Game and Inland Fisheries, the 
National Crime Information Center (NCIC), and out-of-state agencies by 
way of the National Law Enforcement Telecommunications System 
(NLETS). 

Mobile 
Computer 
Terminal 
System 

Components of the MCT System may vary depending on the particular 
system employed.  Typically, they will include vehicle mounted PCs, a 
wireless communications facility, a centralized message switch, and an 
access gateway.  The link between the MCT System access gateway and 
the CAD Message Switch will be a VSP native, Local Area Network 
connection, with a data rate of not less than 10 Mb/sec.  Properties of the 
wireless network used to interconnect the MCT System will be defined 
by the wireless technology and service provider. 
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2.0 Systems Communication 
This section provides specific information/requirements related to the network protocol layers 
used for communication with and by the Command Interface, CAD Message Switch system.  
The discussions that follow reference components of the diagram in Figure: 2-1. 

2.1 Network Addressing 
Internet Protocol (IP) addressing will be used throughout the network.  When applicable, it 
is presumed that the Wireless Network Provider for the MCT System will furnish ICANN1 
assigned IP addresses for all components of the mobile system and, the CAD Message 
Switch network interface to the mobile system.  The Network Address Translator (NAT) 
feature will be utilized such that the CAD Message Switch will appear as a node on the 
mobile network.  All other IP addresses required will be assigned by VSP.  Configuration 
and management of Network Layer Routing Protocol, if required by the mobile system, will 
be the responsibility of the Wireless Network Provider.  If it is determined that a firewall 
device is required between the MCT System access gateway and CAD Message Switch, the 
device will be provided and managed by VSP. 

2.2 Network Protocol 
Transmission Control Protocol (TCP) will be utilized to provide guaranteed delivery of all 
message traffic between systems.  It will be the responsibility of each system to provide an 
internal message queuing mechanism.  Application protocols such as TELNET, FTP, and 
TFTP will be supported for systems administration, but not for general use by MCT users. 

2.3 CAD Message Switch Interface 

2.3.1 Physical/Internet 
The CAD Message Switch Local Area Network (LAN) connection(s) will be 
Ethernet/IEEE 802.3 (10/100BaseT).  While the initial configuration specifies a single 
network interface adapter, the option for a second adapter is reserved to allow 
configuration flexibility and/or performance enhancement.  The inclusion of a second 
adapter does not imply that the CAD Message Switch will perform IP protocol routing 
or support any Network Layer Routing Protocols. 

2.3.2 Transport 
From a functional standpoint, the CAD Message switch can be viewed as having two 
logical network interfaces.  Message communications with the MCT System will use 
the Mobile System Interface.  Command, query, and response messages between the 
CAD Message Switch and Division CAD servers, MIS, and the VCIN Network, will 
use the Host Systems Interface. 

2.3.2.1 Mobile System Interface 
The CAD Message Switch will maintain TCP port number and IP address 
definitions for assignment to the mobile system.  Unique port numbers will be 
assigned to each MCT for establishing individual bi-directional socket 

                                                 
1 Internet Corporation for Assigned Names and Numbers 
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connections with the CAD Message Switch.  The port number assignments will 
be administered consistent with the CAD Message Switch terminal security 
mechanism.  Each TCP port number will be associated with an IP address and the 
combination assigned to a specific MCT.  Assigned port and address values must 
be configured within an MCT before the MCT can communicate with the CAD 
Message Switch. 

2.3.2.2 Host Systems Interface 
TCP socket connections, between the CAD Message Switch and Division CAD 
Servers, will be established.  Initialization of these connections will be attempted 
at systems startup and, individually, whenever a loss of connection is detected.  If 
a connection is lost with any CAD Server or VCIN, the CAD Message Switch 
will continuously attempt to re-connect.  The VCIN connection will be the same 
as currently exists on the Division CAD Servers.  This connection consists of a bi-
directional TCP socket utilizing port 6800. 

2.3.3 Session (Connect/Disconnect) 
The mobile user must initially issue an OPER2 command to establish a MCT session 
connection with the CAD Message Switch.  Conversely, to conclude the session, an  
OP OFF3 command must be sent to terminate the connection. 

2.3.3.1 Connection Security 
CAD Message Switch Logon by a MCT user will require all of the following 
elements to match an entry in the CAD Message Switch security file: 

1. The mobile user’s Unit or Badge number. 
2. The mobile user’s VSP assigned Code number. 
3. Eight character Password. 

Refer to the OPER and PASSWORD commands for element details and 
requirements. 

2.3.4 Application (Messages) 
The required character string format for CAD Interface messages is defined in Section 3 
of this document.  Additional message formatting details may be found in the individual 
Command descriptions in Sections 4 and 5. 

                                                 
2 Reference section 4.1 for details of the OPER command. 
3 Reference section 4.3 for details of the OP OFF command. 
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Figure 2-1 CAD Message Switch Interconnections 
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3.0 Message formats 
All messages transmitted between the MCT and CAD Message Switch systems are ASCII 
encoded character strings in the format applicable for Command or Response messages.  These 
formats are detailed in the following sub-sections. 

3.1 Command messages: 
 

<STX> ^ USERID ^ CMD ^ VAR1 ^…^ VARn ^ <ETX> 
 

Where: 
 

            <STX> = Start of Text indicator.  (ASCII x02) 
                   ^ = Field delimiters.  (ASCII x5E) 
        USERID = Unit number of the originating MCT user or, a CAD Terminal ID 
             CMD = Character code for CAD or VCIN Query commands. 
VAR1...VARn = Command specific data elements, first through n, with n signifying 

the last element provided. 
           <ETX> = End of Text indicator.  (ASCII x03) 
 

3.2 Response messages: 
 

<STX> ^ USERID ^TIME ^ RSPMSG ^ <ETX> 
 

Where: 
 

            <STX> = Start of Text indicator.  (ASCII x02) 
                   ^ = Field delimiter.  (ASCII x5E) 
        USERID = Unit number of the destination MCT user or, a CAD Terminal ID. 
 DATE/TIME = System date and time the response message was generated. 
       RSPMSG = Response message field.  (14,700 bytes maximum) 
            <ETX> = End of Text indicator.  (ASCII x03) 
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4.0 CAD Commands 
The CAD commands supported by the MCT Command Interface are defined in this section.  
With the exception of three, all command sequences are originated by the MCT user.  The 
Dispatch and Assist commands are Dispatcher initiated sequences.  Therefore, these two 
commands will produce unsolicited command messages to the MCT user.  The To command 
may be initiated by a Dispatcher or other CAD System terminal user, including a MCT.  For this 
sequence, an unsolicited text message, in the form of a Response Message, will be sent to the 
MCT user. 
 
For each command, the purpose, format, data elements, system actions, and response messages 
are defined.  Data element descriptions also include the field length, data type and in some cases, 
an example.  For clarity, representative information may be shown in some of the response 
examples.  Such information is signified by italicized font.  (See “Response message variables” 
example in the conventions listed below) 
 
The terms “MCT user”, “Unit” or “Unit’s” and, “mobile user” are used universally throughout 
this document.  All references are synonymous with the current user id logged on the MCT 
system. 
 
The following conventions are used in the CAD Command description tables: 
 
- Command codes are displayed in UPPERCASE, BOLD, BLOCK font. 
       Example:  B 
- The ˆ symbol within a command string indicates a required Space (ASCII x20) character.  
      Example:  B ˆ …….. 
- Required data element identifiers are designated by UPPERCASE, BOLD, BLOCK font. 
     Example:  B ˆ M/…….. 
- Required data element variables are displayed in lowercase, bold, block font. 
     Example:  B ˆ M/beginning mileage 
- Optional data elements identifiers are indicated by UPPERCASE, BOLD, ITALICISED font. 
     Example:  B ˆ M/beginning mileage ˆ D/…… 
- Optional data element variables are displayed in lowercase, bold, italicized font. 
     Example:  B ˆ M/beginning mileage ˆ D/duty post 
- Fixed length fields are specified by stating the required number of characters. 
     Example:  Field length – Required 8 numeric characters. 
- Variable length fields are specified in maximum number of characters. 
     Example:  Field length – Maximum 7 alphanumeric characters. 
- The text of response messages is displayed within quotation marks. 
    Example:  “text” indicates TEXT (ASCII x54455854) 
- Response message variables are signified by italicized font. 
     Example:  “1102 Enroute to #DIV101000001” 
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4.1 OPER (Operator Logon) Command 
 

Purpose: To establish initial contact with the CAD Message Switch, verify user name and 
password, obtain access security level.  This command must be sent every time the 
mobile application is initialized and connection with CAD or VCIN is desired. 

Command: OPER ˆ unit ˆ code ˆ password 

Where: unit  is the mobile user’s Unit or Badge number4. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  3327 
code  is the mobile user’s Department assigned Code5 number. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  5969C 
password  is the current password for the user. 
    Field length – Required 8 alphabetic/numeric characters.  Example:  PAS2W0RD 

Actions: CAD Message Switch 
Verifies user name and password. 
    If both are valid - determines the Unit’s assigned home division and establishes a  
    session link for follow on MCT/CAD/VCIN command transactions. 
    Notifies the appropriate Division CAD to activate the Mobile Line. 
If username and/or password is invalid, an error message is returned to the mobile user. 
CAD 
Accepts access level security settings from the CAD Message Switch. 
Displays that the Mobile Line is Up allowing certain messages to be sent. 

Responses: Maximum length – 78 alphanumeric characters. 
“1102 Connected to Division 1 CAD” – if command is successful. 
“1102 Unable to connect to CAD” – if the mobile user’s home CAD is unavailable. 
“Invalid Code/Password” – if the code and/or password do not match what is on file. 
“Password expires in # days” – if the mobile user’s password is set to expire in # days6. 
 

“Password expires today” – if, after 5 consecutive days, the mobile user has not issued 
 “Last chance to change”      a successful PASSWORD command. 
 

“Password has expired” – if the mobile user has not responded to all previous expiration
  “Contact Supervisor”        warning messages. 

 

4.2 PASSWORD (Change Password) Command 
 

Purpose: To allow the mobile user to change the operator sign on password as desired or required. 

Command: PASSWORD ˆ old password ˆ new password ˆ new password 

Where: old password  is the mobile user’s current password. 
    Field length – Required 8 alphabetic/numeric characters. 
new password  is the new password. Entered twice for confirmation. 
    Field length – Required 8 alphabetic/numeric characters. 

                                                 
4 All mobile users will be assigned a Unit Number.  For law enforcement officer’s, Unit Number is their assigned 
Badge Number. 
5 All mobile users will be assigned a Code Number.  For VSP users, it is their employee code number.  For other 
users, this number will be the same as their assigned Unit Number. 
6 Expiration warning messages will begin 5 days prior to expiration and continue until 1 day remains. 
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Actions: CAD Message Switch 
Verifies and updates the mobile user’s Password in the security file. 
Sends updated password information to all Division CAD systems. 
CAD 
Updates local security file with password information from the CAD Message 
Switch.  Passwords are retained for 90 days. 

Responses: Maximum length – 78 Alphanumeric characters. 
“Password has been changed” – if command execution is successful. 
“Invalid password entered” – if the entered old password does not match current 
password on file, or if the new password is not typed twice, identically. 

 

4.3 OP OFF (Operator Logoff) Command 
 

Purpose: To end contact with the CAD Message Switch.  This command must be sent every time 
the mobile data application is to be terminated. 

Command: OP ˆ OFF 

Actions: CAD Message Switch 
Signals the appropriate Division CAD to bring that Mobile Line down. 
Unlinks the mobile user from the appropriate Division CAD. 
CAD 
Will queue any incoming messages destined for the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Terminal signed off” – if the command is successful, response is sent to the mobile 
user. 

 

4.4 B (Beginning Tour of Duty Logon) Command 
 

Purpose: To log a unit 10-41 with beginning mileage, additional duty post assignment information, 
special assignment code information, and comments when needed. 

Command: B ˆ M/beginning mileage ˆ D/duty post ˆ S/special assignment ,comments 

Where: M/beginning mileage  is the unit’s vehicle odometer reading. 
    Field length – Maximum 6 numeric characters.  Example:  76031 
D/duty post  is the unit’s duty post assignment: 
    Field length – Maximum 7 alphabetic/numeric characters.  Example:  010101A 
S/special assignment  is the unit’s special assignment code 
    Field length – Maximum 3 alphabetic/numeric characters.  Example:  154 
,comments  is any additional comments the unit may want entered into the Unit History. 
    Field length – Maximum 78 alphanumeric characters. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit is currently in logon status…. 

If unit provides duty post assignment and or special assignment information, any 
existing duty post and special assignment information will be overwritten. 
If unit does not provide duty post and or special assignment information, existing 
duty post and special assignment information is retained. 

If Unit is not in logon status and not shown as on duty in CAD…. 
Unit is logged 10-41 with any information supplied. 

All information will be recorded in the unit history. 
PMSGR command automatically runs to retrieve and forward any personal messages on 
file for this Unit.  Marks the messages as delivered in CAD if they are delivered 
successfully to the mobile user and updates the Unit History. 

Responses: 
 

Maximum length – 78 alphanumeric characters. 
“1102 Beginning Mileage Required” – if mileage is not provided. 
“1102 1041 Information Already Recorded” – if unit has previously marked 10-41 
“1102 1041 at HHMM 01A 01J 154”  - if unit has duty post assignment information, the 
last 3 characters of up to 2 duty post assignments and special assignment code returned. 
Same information displayed to controlling dispatcher. 
“1102 1041 at HHMM No Road Assignment 154” – if unit does not provide, and 
currently does not have, a road assignment set in CAD but does have a special assignment 
code. Same information displayed to controlling dispatcher. 
“1102 1041 at HHMM No Road Assignment” – if unit does not provide, and currently 
does not have, a road assignment and special assignment code set in CAD. Same 
information displayed to controlling dispatcher. 

Secondary 
Responses: 

If a PMSG (phone message) is on file for the unit marking on, CAD will retrieve the 
message and send it to the mobile user. The responding message format will be as 
follows: 
    to unit ˆ PMSG ˆ message text 
    ENTERED DATE:MMDDYY ˆ ENTERED TIME:HHMM 
    OPER: user id 
Maximum length – 285 alphanumeric characters. 
Example:    “1102 PMSG 1021 JOE GREEN AT 555-1212 
                    ENTERED DATE:MMDDYY ENTERED TIME:HHMM 
                    OPER:3327C” 

 

4.5 LO (Ending Tour of Duty Logoff) Command 
 

Purpose: To log a unit 10-42 with ending mileage and comments when needed. 

Command: LO ˆ M/ending mileage ,comments 

Where: M/ending mileage  is the unit’s vehicle odometer reading. 
    Field length – Maximum 6 numeric characters.  Example:  176031 
,comments  is any additional comments the unit may want entered into the Unit History. 
    Field length – Maximum 78 alphanumeric characters. 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 584



 

11 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If unit is currently in on duty status and not assigned to an incident…. 
    Unit is logged off. Response sent to mobile user and dispatcher. 
If unit is currently assigned to an incident…. 
    Unit is not logged off and an error message is returned to the mobile user. 
If unit is not shown on duty in CAD…. 
    Error message is sent to mobile user. 
All information will be recorded in the Unit History. 

Responses: Maximum length – 78 alphanumeric characters. 
“1102 Ending Mileage Required” – if mileage is not provided. 
“1102 Not Currently Logged On” – if Unit is not shown as on duty in CAD. 
“1102 1042 at HHMM”  - if Unit successfully logs off in CAD. Message is sent to  
                                           mobile user and dispatcher. 
“1102 Assigned, Not Logged Off” – if unit is currently assigned to an incident. 

 

4.6 ER (Enroute to Dispatched Incident) Command 
 

Purpose: To mark a unit enroute to the incident for which they have received a Dispatch message. 

Command: ER ,comments 

Where: ,comments  is any additional comments the unit may want entered into the Unit History. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Unit status is updated, history segments are written to the Unit and Incident Histories. 
    Response is sent to mobile user and dispatcher. 
If Unit has not been dispatched to an incident…. 
    Error message is returned to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“1102 Enroute to #DIV101000001” – normal response with 12 character incident 
number. 
“1102 Not Currently Dispatched” – if unit is not shown as dispatched in CAD. 
“1102 Already Enroute”  - if unit has already marked enroute to an incident. 

 

4.7 OS (Onscene) Command 
 

Purpose: To mark a unit onscene at an incident that they have received a dispatch message for or, 
onscene at an activity that they are shown enroute to. 

Command: OS ,comments 

Where: ,comments  is any additional comments the unit may want entered into the Unit History. 
    Field length – Maximum 78 alphanumeric characters. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Unit status is updated, history segments are written to the Unit and Incident Histories. 
If Unit has not been dispatched to an incident…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric, characters. 
“1102 Onscene at #DIV101000001” – normal response with 9 digit incident number. 
“1102 Not Currently Enroute” – if unit is not shown as dispatched or enroute to an 
activity in CAD. 
“1102 Already Onscene” - if unit has already marked onscene. 

 

4.8 CL (Change Location) Command 
 

Purpose: To indicate that the mobile user has left the current location of the assigned incident and 
is enroute to another location. 

Command: CL ˆ [new location] ,comments 

Where: [new location]  is the new location the mobile user is enroute to. 
    Field length – Maximum 39 alphanumeric characters.  Example:  123 Main St. 
    Field delimiters – [ (ASCII x5B) at the beginning and ] (ASCII x5D) at end. 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Unit status is updated, history segments are written to the Unit and Incident Histories. 
    Response sent to mobile user and dispatcher. 
If Unit has not been dispatched to an incident or activity…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Unit 1102 Enroute to New Location: 123 Main St. (#DIV101000001)” – if command 
executes successfully. 
“Unit 1102 is not Assigned or Out of Service” – if unit is not shown as dispatched or 
enroute to an incident or activity in CAD. 

 

4.9 TR (Transport) Command 
 

Purpose: To indicate that the Unit currently assigned to an incident or activity is transporting a 
subject. 

Command: TR ˆ [new location] ,comments 
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Where: [new location]  is the new location the Unit is transporting a subject to.  If new location is 
not provided, the CAD system will default the location to “Magistrate”. 
    Field length – Maximum 39 alphanumeric characters.  Example:  123 Main St. 
    Field delimiters – [ (ASCII x5B) at the beginning and ] (ASCII x5D) at end. 
,comments   is any additional comments the unit may want entered into the Unit and 
Incident Histories.  Comments should include beginning mileage if subject being 
transported is the opposite sex. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Unit status is updated, history segment is written to the Unit and Incident Histories. 
    Response sent to mobile user and dispatcher. 
If Unit has not been dispatched to an incident or activity…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Unit 1102 Transporting to 123 Main St. (#DIV101000001)” – if command executes 
successfully. 
“Unit 1102 is not Assigned or Out of Service” – if unit is not shown as dispatched to an 
incident or activity in CAD. 

 

4.10 TRC (Transport Complete) Command 
 

Purpose: To indicate that the Unit has completed a transport. 

Command: TRC ˆ [new location] ,comments 

Where: [new location]  is the new location the Unit has transported the subject to.  If no location 
is given, the CAD system will default the location to the location supplied with the 
Transport Command. 
    Field length – Maximum 39 alphanumeric characters.  Example:  123 Main St. 
    Field delimiters – [ (ASCII x5B) at the beginning and ] (ASCII x5D) at end. 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories.  Comments should include ending mileage if subject being transported 
is the opposite sex. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Unit status is updated, history segments are written to the Unit and Incident Histories. 
    Response sent to mobile user and dispatcher. 
If Unit has not been dispatched to an incident or activity…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Unit 1102 Transport Complete at 123 Main St. (#DIV101000001)” – if command 
executes successfully. 
“Unit 1102 is not Assigned or Out of Service” – if unit is not shown as dispatched to an 
incident or activity in CAD. 
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4.11 TOW (Rotational Wrecker Request) Command 
 

Purpose: To send a request for the next rotational wrecker at the scene of the mobile user’s 
assigned incident. 

Command: TOW ˆ W/zone ,comments 

Where: W/zone  is the rotational wrecker zone the mobile user needs a wrecker from. 
    Field length – Maximum 4 numeric characters.  Example:  441 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories.  Comments should include any vehicle or service information the 
mobile user may need to pass on to the wrecker service. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Request is sent to controlling dispatcher with the next recommended wrecker 
    information. 
    History segment is written to the Unit and Incident Histories. 
    Response sent to mobile and dispatcher. 
If Unit has not been dispatched to an incident or activity…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Tow Request Received for 1102 (#DIV101000001)” – if command executes 
successfully. 
“Unit 1102 must be assigned to an Incident to request a TOW” – if unit is not shown 
as dispatched to an incident or activity in CAD. 

 

4.12 TOWL (Rotational Large Wrecker Request) Command 
 

Purpose: To send a request for the next large (heavy-duty) rotational wrecker at the scene of the 
mobile user’s assigned incident. 

Command: TOWL ˆ W/zone ,comments 

Where: W/zone is the rotational wrecker zone for which the mobile user needs a large wrecker. 
    Field length – Maximum 4 numeric characters.  Example:  441 
,comments is any additional comments the unit may want entered into the Unit and 
Incident Histories.  Comments should include any vehicle or service information the 
mobile user may need to pass on to the wrecker service. 
    Field length – Maximum 78 alphanumeric characters. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit has been dispatched to an incident…. 
    Request is sent to controlling dispatcher with the next recommended wrecker  
    information. 
    History segment is written to the Unit and Incident Histories. 
    Response sent to mobile user and dispatcher. 
If Unit has not been dispatched to an incident or activity…. 
    Error message is sent to the mobile user. 

Responses: Maximum length – 78 alphanumeric characters. 
“Tow Request Received for 1102 (#DIV101000001)” – if command executes 
successfully. 
“Unit 1102 must be assigned to an Incident to request a TOW” – if unit is not shown 
as dispatched to an incident or activity in CAD. 

 

4.13 GD (Give Disposition) Command 
 

Purpose: To record disposition information for an incident from the primary unit when a summons 
or arrest has been affected. 

Command: GD ˆ #incident number ˆ D/disposition . disposition . disposition . disposition ˆ  
L/legal code . legal code . legal code . legal code ˆ V/vehicle code . vehicle code . 
vehicle code . vehicle code ˆ I/interstate ,comments 

Where: #incident number  is the incident to which disposition(s) is to be applied.  Only required 
if the Unit is not currently assigned to the incident. 
    Field length – Maximum 12 alphabetic/numeric characters, preceded by 
    the # sign (ASCII x23).  Example:  #DIV101000001 
D/disposition  is a valid disposition code when a summons or arrest is made. Up to 4 
codes, separated by periods (ASCII x2E), can be entered per command. 
    Field length – Maximum 3 alphabetic/numeric characters.  Example:  ART 
L/legal code  is a valid section number for the applicable Code of Virginia statute.  There 
must be a corresponding legal code provided for each disposition code given. 
    Field length – Maximum 13 alphanumeric characters including periods (ASCII x2E) 
and dashes (ASCII x2D).  Example:  46.2-1993.117 
V/vehicle code  is a valid vehicle type-code.  Vehicle codes may only apply to certain 
disposition types.  However, there must be a corresponding vehicle code provided for 
each disposition code given. 
    Field length – Maximum 1 alpha character, either “P” (ASCII x50) for passenger or 
“C” (ASCII x43) for commercial vehicle or “N” (ASCII x4E) for not applicable. 
I/interstate  is a road type indicator for where the incident occurred. “Y” for Interstate or 
“N” for non-Interstate highway. 
    Field length – Maximum 1 alpha character, either “Y” (ASCII x59) or  
    “N” (ASCII x4E) 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If Unit is currently the primary on an incident or, #incident number is provided and Unit 
was primary…. 
    Records the given disposition information to the Incident History. 
    Returns response message to mobile user. 
If Unit is not currently the primary on an incident and #incident number is provided but 
Unit was not the primary…. 
    Records information in the Unit History. 
    Error message is sent to the mobile user. 
If Unit is not assigned to an incident and #incident number was not provided…. 
    Error message is sent to the mobile user. 
All information will be recorded in the Unit History. 

Responses: Maximum length – 78 alphanumeric characters. 
“#DIV101000001 given disposition of UTS.ART” – successful response message may 
include up to 4 disposition codes. 
“Unit not assigned to incident” – if unit is not currently assigned as primary unit to an 
incident and #incident number was not furnished. 

 

4.14 TSS (Traffic Stop Summary) Command 
 

Purpose: To provide statistical information about arrests and searches as a result of a traffic stop. 

Command: TSS ˆ J/jurisdiction ˆ RAC/race ˆ TA/traffic arrest ˆ AA/aerial arrest ˆ 
AS/arrest search ˆ SS/stop search 

Where: J/jurisdiction code  is the numeric code assigned to the jurisdiction in which the traffic 
stop occurred. 
    Field length – Required 3 numeric characters.  Example:  043 
RAC/race  is the VSP assigned code for the race of the traffic stop subject. 
    Field length – Required White, Black, Hispanic, Asian, Indian, Other, or Unknown single alpha 
    character. 
TA/traffic arrest  is an indicator to signify whether the traffic stop resulted in an arrest. 
    Field length – Required Yes or No (ASCII x59 or x4E) alpha character. 
AA/aerial arrest  is an indicator to signify whether the traffic stop arrest was as a result 
of aerial speed enforcement. 
    Field length – Required Yes or No (ASCII x59 or x4E) alpha character. 
AS/arrest search  is an indicator to signify whether a search was conducted in 
conjunction with an arrest. 
    Field length – Required Yes or No (ASCII x59 or x4E) alpha character. 
SS/stop search  is an indicator to specify whether a search was conducted in conjunction 
with the traffic stop only. 
    Field length – Required Yes or No (ASCII x59 or x4E) alpha character. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If the unit is currently assigned to a traffic stop incident…. 
    Information provided is recorded within the CAD system for periodic transfer to the 
    MIS system. 
    Enables an incident closing Clear command from the primary unit assigned to 
    the traffic stop. 
If the unit is not assigned to a traffic stop incident or is not the primary unit…. 
    Error message is returned to the issuing unit. 

Responses: Maximum length – 78 alphanumeric characters. 
“Incident #DIV101000001 summary accepted” – if command is successful.  Response 
is sent to mobile user and controlling dispatcher. 
“Summary not accepted (unassigned unit)” – if command is unsuccessful because the 
unit is not currently assigned to a traffic stop incident.  Response is sent to mobile user 
and controlling dispatcher. 
“Summary not accepted (secondary unit)” – if command is unsuccessful because the 
unit is assigned as secondary to the traffic stop incident.  Response is sent to mobile user 
and controlling dispatcher. 
 

 

4.15 C (Clear) Command 
 

Purpose: To clear a mobile user from an incident or activity. 

Command: C ˆ D/disposition . disposition . disposition . disposition ,comments 

Where: D/disposition  are the unit’s incident disposition codes.  At least one code is required if 
no disposition codes have been given with a GD command, the incident/activity type 
requires a disposition, and the unit is the primary assigned.  Up to four codes, separated 
by periods (ASCII x2E), can be provided but none can be any for which a legal code is 
required. 
    Field length – Maximum 3 alphabetic characters.  Example:  WUS 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If the unit is primary on an incident or activity…. 
    If required disposition information is not provided or is incorrect, an error message is  
    returned to the mobile user. 
    If required disposition information is provided or has been previously provided with  
    the GD command the Unit and Incident Histories are updated and the Unit’s Status is  
    changed to Available.  Response message is sent to the mobile user and controlling  
    dispatcher. 
If the unit is assigned to an incident or activity but is not primary…. 
    Unit and Incident Histories are updated to show Unit cleared from the incident.  Any  
    disposition information provided is written to the Unit History only.  Unit Status is  
    changed to Available and response is sent to mobile user and controlling dispatcher. 
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Responses: Maximum length – 78 alphanumeric characters. 
“Unit 1102 cleared at 11:00 from #DIV101000001” – if command is successful and 
other units are still assigned to the incident or activity.  Response is sent to mobile user 
and controlling dispatcher. 
“Unit 1102 cleared at 11:00 from #DIV101000001 (Closed)” – if command is 
successful and the unit is the last to clear.  Response is sent to mobile user and controlling 
dispatcher. 
“Must enter disposition when clearing Primary Unit” – if required disposition 
information has not been provided or is incorrect.  Response is sent to mobile user. 
“Unit 1102 back in service at 11:00” – if Unit is assigned to a non-incident generating 
activity such as “Meal”.  Message is sent to controlling dispatcher and mobile user. 
“Unit 1102 cannot clear from #DIV101000001 (TSS required)” – if command is sent 
by the primary unit assigned to a traffic stop incident but a TSS command has not been 
issued. 

 

4.16 OUT(E) (Out of Service Onscene or Enroute) Command 
 

Purpose: To place a mobile user out of service onscene, or enroute to, an incident or activity. 

Command: OUTE ˆ T/type code ˆ [location] ˆ license ˆ @license state ˆ license year ˆ license type 
,comments 

Where: OUT  command will be used to indicate the mobile user is out on the scene of an incident 
or activity such as a traffic stop. 
OUTE  command will be used to indicate the mobile user is enroute to an incident or 
activity such a call received from a local agency. 
T/type code  is an incident or activity type code defined in the CAD system. 
    Field length – Maximum 6 alphabetic/numeric characters. 
[location]  is the location of the activity or incident.  Not required for all types. 
    Field length – Maximum 39 alphanumeric characters. 
    Field delimiters - Must begin with [ (ASCII x5B)and end with ] (ASCII x5D). 
@license  is the license plate number the mobile user wants run in association with this 
activity.  The number must be preceded by the @ sign (ASCII x40). 
    Field length – Maximum 8 alphabetic/numeric characters.  Example:  @ABC123 
license state  is the license plate issuing state.  If left blank and license is sent with the 
command, license state will default to VA. 
    Field length – Maximum 2 alphabetic characters. 
license year  is the year of registration expiration.  If left blank and license is sent with 
the command, license year will default to current year. 
    Field length – Maximum 4 numeric characters.  Example:  2001 
license type  is the type code7 of vehicle license. If left blank and @license is included 
with the command, license type will default to PC. 
    Field length – Maximum 2 alphabetic characters.  Example:  PC 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 

                                                 
7License plate Type Codes are defined in the NCIC Code Manual. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD.  If license information is 
provided, the CAD Message Switch will format the query and send it to VCIN and to 
CAD for recording the registration request in the appropriate history files. 
CAD 
If the type code indicates this should generate an incident, CAD will create the incident. 
A message will be sent to the dispatcher that the mobile user is out on an incident or 
activity. A message for location verification will also be sent to the dispatcher if the 
location does not verify in the CAD geographical information file. All information is 
recorded in the Unit and Incident Histories. 

Responses: From CAD – Maximum length 78 alphanumeric characters. 
“Unit 1102 Out-of-Service Enroute to location” – if the OUTE command is used and 
type code requires an incident be created.  Message is sent to mobile user and controlling 
dispatcher. 
“Unit 1102 Out-of-Service Onscene at location” – if the OUT command is used and 
type code requires an incident be created.  Message is sent to mobile user and controlling 
dispatcher. 
“Unit 1102 Out-of-Service Enroute” – if the OUTE command is used and type code is 
an activity.  Message is sent to mobile user and controlling dispatcher. 
“Unit 1102 Out-of-Service Onscene” – if the OUT command is used and type code is 
an activity.  Message is sent to mobile user and controlling dispatcher. 
“Location Not Entered” – if type code requires a location and location is not entered.  
Error message is sent to mobile user. 
“Incident Type/Out Code is Invalid” - if type code is not a valid code in the CAD 
system.  Error message is sent to the mobile user. 
From VCIN – Alphanumeric messages of unspecified length. 
If license was submitted, the CAD Message Switch will format and the run the VCIN 
query or, queries if license state is not VA.  Responses may include VCIN wanted, NCIC 
wanted, VA or other state vehicle ownership information. 

 

4.17 CN (Case Number) Command 
 

Purpose: To request a SP-102 case number. 

Command: CN ˆ #incident number ˆ $/division area ˆ O/offense code ,comments 

Where: #incident number  is only required if the mobile user is not currently assigned to the 
incident the case number is being requested for. 
    Field length – 12 alphabetic/numeric characters, preceded by the # sign (ACII x23). 
    Example:  #DIV101000001 
$/division area  is the Virginia State Police Division and the area. 
    Field length – Required 4 numeric characters.  Example:  2101 
O/offense code  is the Virginia State Police defined offense code. 
    Field length – Required 4 numeric characters.  Example:  1401 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 
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Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
If the Unit has been dispatched to an incident or incident number is provided…. 
    History segments are written to the Unit and Incident Histories. 
    Case number will be issued. 
    Response sent to mobile user. 
If the Unit has not been dispatched to an incident or incident number is not provided…. 
    Error message is sent to mobile user. 

Responses: Maximum length 78 alphanumeric characters. 
“Case Number $0121011234 Assigned to #DIV101000001” - if command executes 
successfully.  Message is sent to mobile user. 
“Unit is not currently assigned to an incident” – if mobile user is not shown as 
dispatched to an incident in CAD and incident number is not sent.  Message is sent to 
mobile user. 
“Offense code required for SP-102 Case Numbers” – if offense code is not sent.  
Message is sent to mobile user. 
“A Case Number Series is required” – if division area is not sent.  Error message is 
sent to mobile user.  

 

4.18 UH (Unit History) Command 
 

Purpose: To request a Unit History. 

Command: UH ˆ dateˆ 

Where: date  is the date of the unit history requested. If not provided CAD will default to the 
most current unit history. 
    Field length – Required 6 numeric characters.  Example:  030601 

Actions: CAD Message Switch 
Forwards command message to the appropriate Division CAD. 
CAD 
Requested Unit History will be returned to the mobile user in the response message. 

Responses: Alphanumeric indefinite length. 
Refer to Appendix A for a typical Unit History response. 

 

4.19 IH (Incident History) Command 
 

Purpose: To request an Incident History. 

Command: IH ˆ #incident number 

Where: #incident number  is the incident number of the incident history desired. If not provided 
CAD will default to the current or last incident the Unit was assigned to. 
    Field length – 12 alphabetic/numeric characters preceded by the # sign (ASCII x23). 
    Example:  #DIV101000001 
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Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
Requested Incident History will be returned to mobile user. 

Responses: Alphanumeric indefinite length. 
Refer to Appendix A for a typical Incident History response. 

 

4.20 UR (Unit Roster) Command 
 

Purpose: To request a Unit Roster. 

Command: UR ˆ dispatch group 

Where: dispatch group is the dispatch group the roster is being requested for. If this is not 
provided CAD will default to mobile user’s home CAD group. 
    Field length – Maximum 5 alphanumeric characters beginning with “G” (ASCII x47). 
    Example:  G101. 

Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
Requested Unit Roster will be returned to mobile user in a response message. 

Responses: Alphanumeric indefinite length. 
Refer to Appendix A for a typical Unit Roster response. 

 

4.21 US (Unit Status) Command 
 

Purpose: To request a Unit Status list. 

Command: US ˆ dispatch group or unit number or All 

Where: Note:  Only one of these parameters may be sent. 
dispatch group  is the dispatch group the status list is being requested for. If this is not 
provided CAD will default to mobile user’s home group. 
    Field length – Maximum 5 alphabetic/numeric characters beginning with “G” 
    (ASCII x47).  Example:  G101. 
unit number  is the unit number the status list is being requested for. If this is not 
provided CAD will default to all units mobile user’s home group. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  1102 
ALL  indicates that a status list is being requested for all units in the mobile user’s home 
CAD. 

Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
Requested Unit Status will be returned to mobile user in a response message. 

Responses: Alphanumeric indefinite length. 
Refer to Appendix A for a typical Unit Status response. 
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4.22 D or A (Dispatch or Assist) Incoming Command 
 

Purpose: These command messages are sent to the mobile user when a dispatcher issues the CAD 
command to dispatch the Unit to a call as either the primary or the assisting unit. 

Command: D ˆ primary unit ˆ assisting unit ˆ assisting unit ˆ assisting unit ,comments 
or: 
A ˆ assigned unit ˆ assisting unit ,comments 

Where: D - indicates that this message is Dispatching the unit(s) to the incident and…. 
primary unit  is the badge number of the primary unit being dispatched to the incident. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  1442 
assisting unit  are the badge numbers of assisting units being dispatched to the incident. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  988 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 
 

A - indicates that this message is dispatching additional units to Assist the incident 
primary unit and…. 
assigned unit  is the badge number of the primary unit assigned to the incident. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  1442 
assisting unit  is the badge number of the unit being dispatched to assist. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  988 
,comments  is any additional comments the unit may want entered into the Unit and 
Incident Histories. 
    Field length – Maximum 78 alphanumeric characters. 

Actions: CAD Message Switch 
CAD Message switch will receive the command message from the CAD system and 
forward it to all specified mobile users. 
CAD 
Status change will be indicated for all units listed in the command. 
Timer will be set to notify the dispatcher if the mobile user does not mark enroute to the 
call within a specified amount of time based on the settings in the Type file. 
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Responses: Alphanumeric text message of indefinite length. 
The response Message is sent to the mobile user will include all incident history data 
entered to the time the dispatch or assist command is sent.  The message will be formatted 
as follows: 
Line 1 – DISPATCHED 
Line 2 – A list of all units currently dispatched to the call, in numeric order with tic marks 

to indicate primary unit.  Up to four units per line. 
    Example:  1442’   +1617    392 
All other information will move down one line as needed.  One blank line will 
follow the last line needed to display the units. 

Line 3 – blank 
Line 4 – incident number  incident priority  incident type  dispatch group  duty post 

    Example:  #Div101000168  1/1055    G/G101 /010101A 
Line 5 – Incident location  ,jurisdiction code 

    Example:  NB 95 at 89mm ,042 
Line 6 – Blank 
Line 7 – Explanation of incident type 

    Example:  INTOXICATED DRIVER 
Line 8 – Further location information if available 

    Example:  On right shoulder 
Line 9 – phone number,name,address  of reporting party 

    Example:  8045551212,MR BROWN,124 MAIN STREET 
Line 10 –Blank 
Line 11 through the last line - Incident history segments displayed as follows: 

Entry Segment - /HHMM ENTRY  details 
    Example:   /0940 ENTRY BLUE HONDA 2 OCCUPANTS 
Additional segments: /HHMM  segment type  unit  segment details 
  Examples:    /0945 DISP 1102  #3037 BARKER,TPR DAVE V 
                      /0945 ASSTER 392 #3649 STILES,SGT KERRY L 
                      /0946 CLEAR 1442 
                      /1001 MISC  ,VEHICLE PARTIALLY BLOCKING THE 
                                              ROAD 

 
 

4.23 TO (Terminal to Terminal Text Message) Command 
 

Purpose: To send a text message to another MCT connected to the CAD Message Switch or any 
other CAD terminal. 

Command: TO/dest1 , dest2 , dest3 , dest4 , dest5 /message text 

Where: dest1  is the destination terminal identifier for message text.  At least one destination is 
required. This can be any MCT user connected to the CAD Message Switch or any CAD 
terminal, such as a dispatch or area office terminal. 
    Field length – Maximum 5 alphabetic/numeric characters.  Example:  D101 
dest2 through dest5  are addition destinations separated by commas. 
    Field length – Maximum 5 alphabetic/numeric characters per destination. 
    Example:  1102,D101,A101,D105 
/message text  is the text to be sent.  Must be preceded by a / symbol- (ASCII x2F). 
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Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
Requested Unit Status will be returned to mobile user in a response message. 

Responses: Alphanumeric indefinite length. 
 

4.24 CI (Court Information) Command 
 

Purpose: To allow a mobile user to enter, update, retrieve, and delete court disposition information 
by date. 

Command: CI ˆ action code ˆ date1 ˆ date2 ˆ J/jurisdiction code ˆ CD/dui convictions ˆ CO/other 
convictions ˆ DD/dismissed dui ˆ DO/dismissed other ˆ ND/nolle dui ˆ NO/nolle other ˆ 
LO/complied 

Where: action code  is the function the mobile user wants to execute. Action codes are “I” for 
insert, “U” for update, “R” for retrieve, “D” for delete.8. 
date1  is the date of the disposition information entry. 
    Field length – Required 6 numeric characters.  Example:  030801 
date2  is the ending date of a date range.  Used only when retrieving a range of 
disposition information9. 
    Field length – Required 6 numeric characters.  Example:  030801 
J/ jurisdiction code 10 is the court’s jurisdiction code. 
    Field length – Required 3 numeric characters.  Example:  043 
 

Note: - At least one of the following information field designations is required for Insert 
and Update functions. 
 

CD/ dui convictions  is the total number of DUI convictions not appealed. 
    Field length – Maximum 3 numeric characters.  Example:  CD/132 
CO/ other convictions  is the total number of other convictions not appealed. 
    Field length – Maximum 3 numeric characters.  Example:  CO/132 
DD/ dismissed dui  is the total number of dismissed DUI cases. 
    Field length – Maximum 3 numeric characters.  Example:  DD/132 
DO/ dismissed other  is the total number of other dismissed cases. 
    Field length – Maximum 3 numeric characters.  Example:  DO/132 
ND/ nolle dui  the total number of nol-prossed DUI cases. 
    Field length – Maximum 3 numeric characters.  Example:  ND/11 
NO/ nolle other  is the total number of nol-prossed other cases 
    Field length – Maximum 3 numeric characters.  Example:  NO/11 
LO/ complied  is the total number of cases which complied with the law. 
    Field length – Maximum 3 numeric characters.  Example:  LO/11 

                                                 
8A single disposition file entry must be Retrieved prior to Deleting it. 
9 If jurisdiction code  is provided, only disposition file entries for jurisdiction code within the date range specified 
will be retrieved.  If jurisdiction code is not provided, all entries within the date range will be retrieved. 
10jurisdiction code  is required for Insert and Update functions. 
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Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
For action code –  
Insert - adds new information record in the Court Information file. 
Update - modifies an existing information record in the Court Information file. 
Retrieve - requested information from the Court Information file. 
Delete – removes an existing information record from the Court Information file. 
 
A unit history segment will be added for each Insert, Update, and Delete function. 
Court Disposition Information file information will be transfer to MIS nightly. 

Responses: Response messages returned to the mobile user will depend on action code. 
Insert –  
“Record Already Exists” - if court information for that date and jurisdiction already 
exists. 
“Record Inserted” - if Insert function is successful. 
Update –  
“No Record Found” - if a record with date1 and jurisdiction code is not found. 
“Record Updated” - if a record with date1 and jurisdiction code is found and 
successfully updated. 
Retrieve –  
If jurisdiction code is not provided, values from all records within the date range will be 
totaled and a message is returned in the following format: 
Line 1 – Court Disposition for Badge for date1 date2 
Line 2 –                                                DUI / OTHER 
Line 3 – Convicted, not appealed      102        10 
Line 4 – Dismissed                                10          8 
Line 5 – Nolle Prossed                            4          2 
Line 6 – Complied With Law                            1 
Line 7 – TOTALS                               116        21 
If jurisdiction code is provided, only the information for that jurisdiction, for that date or 
date range, will be sent. 
“No Record Found” - - if a record with date1 and jurisdiction code is not found. 
Delete -  
“Record Deleted” - if the record is deleted successfully. 
Delete by date range will not be allowed. 

 

4.25 AI (Agencies Assisted) Command 
 

Purpose: To allow a mobile user to enter, update, retrieve, and delete Agencies Assisted 
Information by date. 

Command: AI ˆ action code ˆ date1 ˆ date2 ˆ SO/ aso ˆ PD/apd ˆ O/aoa 
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Where: action code  is the action the mobile user wants to execute. Action codes are “I” for 
insert, “U” for update, “R” for retrieve, “D” for delete. 
date1  is the date, or range starting date, of the assist information.  Used when inserting, 
updating, retrieving a single record, or deleting. 
    Field length – Required 6 numeric characters.  Example:  030801 
date2  is the ending date for a range of assist information.  Used only when retrieving a 
range of records.  All records within the range specified will be retrieved. 
    Field length – Required 6 alphabetic/numeric characters.  Example:  030801 
 

Note: - At least one of the following information field designations is required for Insert 
and Update functions. 
 

SO/aso  is the number of times assistance was given to sheriff’s office personnel.  
    Field length – Maximum 3 numeric characters.  Example:  SO/12 
PD/apd  is the number of times assistance was given to police department personnel. 
    Field length – Maximum 3 numeric characters.  Example:  PD/4 
O/aoa  is the number of times assistance was given to other agency personnel. 
    Field length – Maximum 3 numeric characters.  Example:  O/6 

Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
For action code –  
Insert - adds new information record in the Agency Assist Information file. 
Update - modifies an existing record in the Agency Assist Information file. 
Retrieve – returns information record(s) from the Agency Assist Information file. 
Delete – removes an existing record from the Agency Assist Information file. 
 

A unit history segment will be added for each Insert, Update, and Delete function. 
Agency Assist Information file information will be transfer to MIS nightly. 

Responses: Response messages returned to the mobile user will depend on action code. 
Insert –  
“Record Already Exists” - if an information record for date1 already exists. 
“Record Inserted” - if new information record is inserted is successfully. 
Update –  
“No Record Found” - if a record for date1 is not found. 
“Record Updated” - if a record for date1 is found and updated successfully. 
Retrieve –  
If a record for date1 is found, requested information fields will be returned. 
 

If a date range is supplied, values from all records within that date range will be totaled 
and a message is returned in the following format: 
Line 1 – Agencies Assisted for Badge for date1 date2 
Line 2 – Sheriff Dept.                                       10 
Line 3 – Local PD’s                                          10 
Line 4 – Other                                                    4 
Line 5 – TOTAL                                              24 
 

“No Record Found” - if a record for date1 is not found. 
Delete –  
“Record Deleted” - if retrieved record is deleted successfully. 
Delete by date range will not be allowed. 
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4.26 DI (Drug / Narcotics Information) Command 
 

Purpose: To allow a mobile user to enter, update, retrieve, and delete drug/narcotics information by 
date. 

Command: DI ˆ action code ˆ date1 ˆ date2 ˆ A/arrests ˆ D/distributions ˆ P/possessions ˆ O/other ˆ 
V/street value ˆ C/currency ˆ W/weapons 

Where: action code  is the action the mobile user wants to execute. Action codes are “I” for 
insert, “U” for update, “R” for retrieve, “D” for delete. 
date1  is the date, or range starting date, of the assist information.  Used when inserting, 
updating, retrieving a single record, or deleting. 
    Field length – Required 6 numeric characters.  Example:  030801 
date2  is the ending date for a range of assist information.  Used only when retrieving a 
range of records.  All records within the range specified will be retrieved. 
    Field length – Required 6 alphabetic/numeric characters.  Example:  030801 
 

Note: - At least one of the following information field designations is required for Insert 
and Update functions. 
 

A/arrests  is the number of persons arrested. 
    Field length – 3 numeric characters:  Example:  A/12 
D/distributions  is the number of distribution charges placed. 
    Field length – 3 numeric characters.  Example:  D/4 
P/possessions  is the number of possession charges placed. 
    Field length – 3 numeric characters.  Example:  P/6 
O/other  is the number of other drug related charges placed. 
    Field length – 3 numeric characters.  Example:  O/2 
V/street value  is the estimated value of drugs seized in whole dollars. 
    Field length – 7 numeric characters.  Example:  V/1123123 
C/currency  is the amount of currency seized in whole dollars. 
    Field length – 7 numeric characters.  Example:  C/1123123 
W/weapons  is the number of weapons seized. 
    Field length – 3 numeric characters.  Example:  W/14 

Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
For action code –  
Insert - new information record is added to the Drug/Narcotics Information file. 
Update – an existing record in the Drug/Narcotics Information file is modified. 
Retrieve – requested information records(s) from the Drug/Narcotics Information file are 
returned. 
Delete – removes an existing record from the Drug/Narcotics Information file. 
 

A unit history segment will be added for each Insert, Update, and Delete function. 
Drug/Narcotics Information file information will be transfer to MIS nightly. 
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Responses: Response messages returned to the mobile user will depend on action code. 
Insert –  
“Record Already Exists” - if an information record for date1 already exists. 
“Record Inserted” - if the new information record is inserted successfully. 
Update –  
“No Record Found” - if a record for date1 is not found. 
“Record Updated” - if a record for date1 is found and updated successfully. 
Retrieve –  
If a record for date1 is found, requested information fields will be returned. 
 

If a date range is supplied, values from all records within that date range will be 
totaled and a message is returned in the following format: 
Line 1 – Drug/Narcotics Information for Badge for date1 date2 
Line 2 – Persons Arrested                          10 
Line 3 – Distribution Charges                   10 
Line 4 – Possession Charges                        4 
Line 5 – All Other Charges                          3 
Line 6 – Street Value Seized $              1,100 
Line 7 – Currency Seized $                   5,000 
Line 8 – Weapons Seized                            10 
“No Record Found” - if a record for date1 is not found. 
Delete –  
“Record Deleted” - if retrieved record is deleted successfully. 
Delete by date range will not be allowed. 

 

4.27 MI (Mileage Information) Command 
 

Purpose: To allow a mobile user to retrieve and update car mileage information by date or date 
range. 

Command: MI ˆ action code ˆ date1 ˆ date2 ˆ BM/beginning mileage ˆ EM/ending mileage 

Where: action code  is the action the mobile user wants to execute. Action codes are “U” for 
update, “R” for retrieve. 
date1  is the date, or range starting date, of the mileage information. 
    Field length – Required 6 numeric characters.  Example:  030801 
date2  is the ending date for a range of mileage information.  Used only when retrieving a 
range of records.  All records within the range specified will be retrieved. 
    Field length – Required 6 alphabetic/numeric characters.  Example:  030801 
BM/beginning mileage  only used when updating an existing record. 
    Field length – Maximum 6 numeric characters:  Example:  BM/127308 
EM/ending mileage  only used when updating an existing record. 
    Field length – Maximum 6 numeric characters.  Example:  EM/128410 

Actions: CAD Message Switch 
Forwards the command message to the appropriate Division CAD. 
CAD 
For action code -  
Update - modifies existing mileage information. 
Retrieve - returns the requested mileage information. 
A unit history segment will be added for each Update function. 
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Responses: Response messages returned to the mobile user will depend on action code. 
Update –  
“No Record Found” - if a record for date1 is not found. 
“Record Updated” - if a record for date1 is found and updated successfully. 
Retrieve –  
“No Record Found” - if a record for date1 is not found. 
If a record for date1 is found, requested information fields will be returned. 
 

If a date range is supplied, values from all records within that date range will be totaled 
and a message is returned in the following format: 
Line 1 – Mileage Information for Badge for date1-date2 
Line 2 – Date         Beginning Mileage          Ending Mileage        Total 
Line 3 – 030101              54,000                              54,365                   365 
 

 

5.0 VCIN Query Commands 
VCIN query commands supported by the MCT Command Interface are defined in this section.  
All VCIN query command sequences are originated by the MCT user.  The message command-
code and data elements provide the CAD Message Switch with a query Function and search 
Criteria.  The CAD Message Switch will transform these commands into valid Inquiry messages 
and forward them to VCIN.  The mobile user is responsible for understanding the specific 
requirements of each Inquiry type, with respect to Criteria content and format. 
 
In addition to the command-initiated inquiries, a freeform query capability is also supported.  
Freeform query messages will be recognized and forwarded directly to VCIN, as is, without 
validation by the CAD Message Switch.  Syntax error checking will be performed by either 
VCIN or subsequent systems.  The command format of the freeform query is described at the 
end of this section. 
 
With the exception of inquiries from users for whom the VSP CAD system does not maintain a 
history file, all inquiry messages forwarded to VCIN are copied to the appropriate Division 
CAD.  The involvement of the Division CAD is only to record appropriate history file segments 
with the inquiry message, as content.  No response to this action will be returned to the mobile 
user by the Division CAD system.  VCIN response messages for a given query will vary in 
number, length, and order of transmission.  Depending on the query type, a separate, and 
information specific, response may be generated by multiple systems.  Because the CAD 
Message Switch will forward response messages on a first received, first sent basis, the order of 
receipt at the mobile system may be indeterminate. 
 
The initial response returned to the mobile user, for all queries successfully sent to VCIN, will be 
“ACCEPTED”.  The mobile user will then know that VCIN has accepted the query for 
processing.  The CAD Message Switch will examine VCIN inquiry response messages for 
Wanted/Stolen indicators.  If either status is indicated and where applicable, a copy of the 
response message will be sent to the mobile user’s Division CAD to alert their controlling 
dispatcher.  Due to the magnitude of possible responses, definitions for these message formats 
will not be provided by this document.  The mobile system should accommodate the storage and 
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display of multiple, 80 characters per line by an indeterminate number of lines, response 
messages.  The maximum data character length of a response message is 14,700 bytes11. 
 
The ensuing tables define the purpose, format, data elements, and system actions for each query 
command.  Data element descriptions include the field length, data type and in some cases, an 
example.  Conventions used in the query command description tables are as following: 
 
- Query command codes are displayed in UPPERCASE, BOLD, BLOCK font. 
       Example:  QA 
- The ˆ symbol within a command string indicates a required Space (ASCII x20). 
      Example:  QG ˆ …….. 
- Required data element designators are designated by UPPERCASE, BOLD, BLOCK font. 
     Example:  QG ˆ SER/…….. 
- Required data element variables are displayed in lowercase, bold, block font. 
     Example:  QG ˆ SER/serial number 
- Optional data element designators are indicated by UPPERCASE, BOLD, ITALICISED font. 
     Example:  QG ˆ SER/serial number ˆ CAL/…… 
- Optional data element variables are displayed in lowercase, bold, italicized font. 
     Example:  QG ˆ SER/serial number ˆ CAL/caliber 
- Fixed length fields are specified by stating the required number of characters. 
     Example:  Field length – Required 8 numeric characters. 
- Variable length fields are specified in maximum number of characters.   
     Example:  Field length – Maximum 7 alphabetic/numeric characters. 
- Variable length field minimum character requirements will follow the maximum number. 
     Example:  Field length – Maximum 7 minimum 4 alphabetic/numeric characters. 

 

5.1 QA (Query Article) Command 
 

Purpose: To spawn a query of the NCIC Article File for stolen, recovered, or lost articles. 

Command: QA ˆ TYP/article type12 ˆ SER/serial number 

Where: TYP/article type – is an Article Type Code from the NCIC 2000 Article Name 
Dictionary. 
    Field length – Maximum 7, minimum 4 alphabetic characters.  Example:  DCOMPUT 
SER/serial number – is the serial number of the article. 
    Field length - Maximum 20 alphabetic/numeric characters.  Example:  
ABC1234DE5677 

Actions: CAD Message Switch 
Formats the query message and sends it to VCIN. 
Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message.  An Incident History 
segment is also written if the unit is currently assigned. 

Responses: Alphanumeric text message of indefinite length. 

                                                 
11 14,700 bytes is derived from the NLETS specified maximum message length. 
12 The Article Type field may be omitted only if the inquiry is for a Virginia, Vehicle Inspection sticker.  The CAD 
Message Switch will default article type to “JSTICKE” if message field code TYP/ is not provided. 
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5.2 QG (Query Gun) Command 
 

Purpose: To spawn a query of the NCIC Gun File for stolen, recovered or lost guns. 

Command: QG ˆ SER/serial number ˆ MAK/make ˆ CAL/caliber ˆ MOD/model 

Where: SER/serial number – is the serial number of the gun. 
    Field length - Maximum 11 alphabetic/numeric characters. 
    Example:  R7102733487 
MAK/make – is the NCIC Gun Data Code for the gun manufacturer. 
    Field length – Maximum 23 minimum 2 alphabetic/numeric characters. 
    Example:  REM 
CAL/caliber – is a NCIC Gun Data Code for the gun cartridge type. 
    Field length – Maximum 4 numeric characters.  Example:  270 
MOD/model – is the manufacture’s model designation. 
    Field length – Maximum 11 alphabetic/numeric characters with intervening spaces. 
    Example:  Model 710 

Actions: CAD Message Switch 
Formats the query message and sends it to VCIN. 
Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message.  An Incident History 
segment is also written if the unit is currently assigned. 

Responses: Alphanumeric text message of indefinite length. 
 

5.3 QB (Query Boat) Command 
 

Purpose: To spawn a query of NCIC and various state agency Boat Files for stolen, recovered or 
lost and registration information. 

Command: QB ˆ REG/registration number ˆ BHN/hull number ˆ VMA/make ˆ SOC/owner ssn 

Where: Note: - Inquiries may include REG/  and/or  BHN/ 
 

REG/registration number – is the boat registration number including state code. 
    Field length - Required 8 alphabetic/numeric characters without spaces. 
    Example: FL1342YB 
BHN/hull number – is the Hull Identification Number assigned by the manufacturer. 
    Field length – Maximum 20 alphabetic/numeric characters. 
    Example: SERCB1234E901 
VMA/make – is the NCIC Boat Data Code for the boat manufacturer.   
    Field length – Maximum 4 minimum 2 alphabetic/numeric characters. 
    Example:  SER 
SOC/owner ssn – is the Social Security Number of the boat owner. 
    Field length – Required 9 numeric characters. 
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Actions: CAD Message Switch 
Formats various VCIN query message(s) based on the required elements provided…. 
    If registration number is provided, queries are generated for NCIC and, Virginia  
    Department of Game and Inland Fisheries (DGIF) or indicated out-of-state. 
 

    If hull number is provided, queries are generated for NCIC, Virginia DGIF and, if  
    registration number is provided, for indicated out-of-state. 
 

Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message.  An Incident History 
segment is also written if the unit is currently assigned. 

Responses: Alphanumeric text message of indefinite length. 
 

5.4 QV (Query Vehicle) Command 
 

Purpose: To spawn various queries of NCIC, VCIN and/or, Virginia DMV or out-of state files for 
registration and lien, stolen vehicle, and wanted/missing persons information. 

Command: QV ˆ LIC/license number ˆ LIS/license state ˆ LIY/license year ˆ LIT/license type 
or: 
QV ˆ LLC/lien license number ˆ LIS/license state ˆ LIY/license year ˆ LIT/license type 
or: 
QV ˆ VIN/vehicle identification number 
or: 
QV ˆ VLN/lien vehicle identification number 

Where: Note: - Inquiries may specify either LIC/ or LLC/ or, VIN/ or VLN/ 
 

LIC/license number – is the vehicle license plate number. 
    Field length - Maximum 8 alphabetic/numeric characters.  Example:  YB1342N 
LLC/lien license number – is the vehicle license plate number. 
    Field length - Maximum 8 alphabetic/numeric characters.  Example:  YB1342N 
LIY/license year – is the license plate year of expiration. 
    Field length - Required 4 numeric characters.  Example:  2003 
LIS/license state13 – is the NCIC State Code for the license plate issuing state. 
    Field length – Required 2 alphabetic characters.  Example:  NJ 
LIT/license type14 – is a NCIC Vehicle Data Code for the license plate type. 
    Field length – Required 2 alphabetic characters.  Example:  PC 
VIN/vehicle identification number – is the vehicle manufacturer assigned number. 
    Field length – Maximum 20 alphabetic/numeric characters. 
    Example:  2G4WF5510Y9985912 
VLN/lien vehicle identification number - is the vehicle manufacturer assigned 
identification number for which lien information is being requested. 
    Field length – Maximum 20 alphabetic/numeric characters.  Example: (see VIN/) 

                                                 
13 If LIS/license state is not provided, the CAD Message Switch will default this element to VA 
14 If LIT/license type is not provided, the CAD Message Switch will default this element to PC 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 606



 

33 

Actions: CAD Message Switch 
Formats various VCIN query message(s) based on the required elements provided…. 
 

    If LIC/ is provided and license state is VA15, queries are generated for VCIN 
    and Virginia DMV. 
 

    If LIC/ is provided and license state is not VA, queries are generated for NCIC and, 
    the indicated out-of-state registration information. 
 

    If VIN/ is provided queries are generated for VCIN, NCIC, and Virginia DMV or the 
    indicated out-of-state registration information. 
 

    If LLC/ or VLN/ are provided, a single query will be generated for Virginia DMV 
    registration information. 
 
 

Provides LIS/license state with a default of VA if the element isn’t provided. 
Provides LIY/License year with a default of the current year if the element isn’t provided.
Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message.  An Incident History 
segment is also written if the unit is currently assigned. 

Responses: Alphanumeric text message of indefinite length. 
 

5.5 QD (Query Driver) Command 
 

Purpose: To spawn various queries of the Virginia DMV or out-of-state drivers license file for 
license status information, to request a Virginia driving record transcript or by mail, and 
conditionally, to query NCIC and VCIN wanted/missing and other files. 

Command: QD ˆ OLN/license number ˆ LIS/license state ˆ QTR/transcript request ˆ  
COB/code or badge ˆ COJ/jurisdiction 

or: 
QD ˆ NAM/name ˆ DOB/birth date ˆ SEX/gender ˆ LIS/license state ˆ  

QTR/transcript request ˆ COB/code or badge ˆ COJ/jurisdiction 

                                                 
15 Either specified as or defaulted to. 
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Where: Note: - Inquiries may specify OLN/ or, NAM/, DOB/ and SEX/. 
 

OLN/license number – is the subjects driver’s license number. 
    Field length – Maximum 20 alphabetic/numeric characters. 
    Example:  T19384756 
LIS/license state – is the NCIC State Code for the OLN issuing state. 
    Field length – Required 2 alphabetic characters.  Example:  MA 
QTR/transcript request - is an indicator that specifies a transcript of a subjects driving 
record is to be returned in a response message. 
    Field length – Required 1 alphabetic character must be either Yes or No 
COB/code or badge – is an indicator to signify that a transcript of a subjects driving 
record is to be mailed to the inquiring Unit. 
    Field length – Required 1 alphabetic character must be either Yes or No 
COJ/jurisdiction – is the County or City jurisdiction code for the Commonwealth 
Attorney that is to be mailed a copy of the subjects driving transcript. 
    Field length – Required 3 number characters.  Example:  043 
NAM/name – is the subjects name in the format:  last,first ˆ middle initial 
    Field length - Maximum 35 including alphabetic, comma, and space characters. 
    Example:  Jones,John J 
DOB/birth date – is the subjects date of birth in the format of: YYYYMMDD 
    Field length – Required 8 numeric characters.  Example:  19430926 
SEX/gender – is the single letter Male, or Female. 
    Field length – Required 1 alphabetic character. 

Actions: CAD Message Switch 
Formats various VCIN query message(s) based on the required element(s) provided…. 
 

    If OLN/ is provided and license state is VA16, queries are generated for VCIN 
    and Virginia DMV. 
 

    If OLN/ is provided and license state is not VA, queries are generated for NCIC and, 
    the indicated out-of-state. 
 

    If NAM/, DOB/, and SEX/ are provided, queries are generated for VCIN, NCIC and, 
    Virginia DMV or out-of-state as indicated by LIS/license state 
 

Provides LIS/license state with a default of VA if the element isn’t provided. 
Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message.  An Incident History 
segment is also written if the unit is currently assigned. 

Responses: Alphanumeric text message of indefinite length. 
 

5.6 QH (Query Criminal History Index) Command 
 

Purpose: To spawn queries of VCIN/NCIC criminal history indexes and Wanted/Missing Persons 
files, and the Virginia Sex Offender and Concealed Weapons Permit files, for the 
existence of subject records. 

Command: QH ˆ NAM/name ˆ DOB/date of birth ˆ SEX/gender ˆ RAC/race ˆ PUR/purpose code 

                                                 
16 Either specified as, or defaulted to. 
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Where: NAM/name – is the subjects name in the format:  last,first ˆ middle initial 
    Field length - Maximum 35 including alphabetic, comma, and space characters. 
    Example:  Jones,John J 
DOB/birth date – is the subjects date of birth in the format of: YYYYMMDD 
    Field length – Required 8 numeric characters.  Example:  19430926 
SEX/gender – is the single letter Male, or Female. 
    Field length – Required 1 alphabetic character. 
RAC/race – is the NCIC Personal Descriptor code for the subjects race. 
    Field length – Required 1 alphabetic character. 
PUR/purpose code – is a VCIN/NCIC code that signifies the purpose for which the 
inquiry is being made. 
    Field length – Required 1 alphabetic character.  Example:  C 

Actions: CAD Message Switch 
Provides the Attention data element (ATN/name) with the name of the Unit requesting 
the Criminal History information. 
Formats the query message and sends it to VCIN. 
Sends a message copy to the appropriate Division CAD. 
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the query message. 

Responses: Alphanumeric text message of indefinite length. 
Criminal History Index query responses are limited to an indication that a history record 
either does, or does not, exist.  Where history records do exist, responses will include 
verification of subject particulars and state and FBI record identification numbers only.  
Queries of Criminal History Information records are not supported by the Command 
Interface. 

 

5.7 VCIN (Freeform) Command 
 

Purpose: To afford mobile users the capability to enter VCIN/NCIC commands “by hand”, without 
the assistance of a screen entry form.  It is presumed that users of this freeform command 
style will be familiar with the VCIN/NCIC Message Key (MKE) codes, Message Field 
Codes (MFC), and all format requirements thereof. 

Command: VCIN ˆ MKE .. MFC1/field data1 . MFC2/field data2 . MFCn/field datan 

Where: MKE – is a VCIN/NCIC defined code for the inquiry type. The MKE must be followed 
by followed by two period field delimiters. (ASCII x2E2E) 
MFC – is a MKE specific field identifier code, followed by a / character (ASCII x2F). 
field data – is the criteria associated with the MFC terminated with period (ASCII x2E). 

Actions: CAD Message Switch 
Forwards the message to VCIN.  Sends a message copy to the appropriate Division CAD.  
Forwards all VCIN response messages to the mobile user. 
CAD 
Creates a Unit History segment containing the freeform query.  If the unit is currently 
assigned to an incident, an Incident History segment will also be written. 

Responses: Alphanumeric text message of indefinite length. 
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Appendix A 

Sample Responses Messages 
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A-1. Unit History 
Command:  UH 1442 
Response: 
Unit History For Unit: 1442 From: 03/19/01 21:00:01 To: 03/20/01 11:44:21 
*** New Date: 03/19/01 *** 
/2100  (******)  LOGON                #1219   MATTHEWS,MTP HUELL W JR 
                                      DPST/010101A 
/2254  (5856D )  1041                 #1219   MATTHEWS,MTP HUELL W JR 
                                      DPST/010101A 
*** New Date: 03/20/01 *** 
/0000  (5869D )  MISC                 ,AREA OFFICE 
/0000  (5856D )  MISC                 ,1037 AREA OFFICE 
/0014            REMINQ               QL 1442 @WA3179.NC 
/0025            DISPOS #DIV101052848 T/TS     [SB 95 AT 100MM ,042] .YNL3008 
                                             ,BLU FORD 
/0025            REMINQ #DIV101052848 QV 1442 YNL3008 VA PC 
 0027            REMINQ #DIV101052848 QO 1442 T67110022.Y 
/0031            CLEAR  #DIV101052848 D/UTS 
 0040            DISPOS #DIV101052852 T/TS     [SB 95 AT 100MM ,042] ,NO MORE IN 
                                      FORMATION 
/0043            REMINQ #DIV101052852 QL 1442 @9MR824.KY 
   44            REMINQ #DIV101052852 QVIN 1442 1FUYDXYB5LH383213.KY 
   45            REMINQ #DIV101052852 QN 1442 PICKETT.RICHARD.L.19570128.M.KY 
   46                   #DIV101052852 QVIN 1442 1FUYDXYB5LH383213.KY 
   53  (5935D )  CLEAR             52 D/UTS 
/0055            DISPOS #DIV101052853 T/TS     [SB 95 AT 99MM ,042] .LEEANNS.PA 
                                            ,GRN PONTIAC 
   55                              53 QV 1442 LEEANNS PA 2001 PC 
   56            MISC              53 ,AT 99.5MM 
  100  (5856D )  REMINQ             3 QN 1442 MCILHENNEY.LEE.ANN.19790608.F.PA 
/0106            CLEAR  #DIV101052853 D/UTS 
  116            DISPOS            60 T/TS     [SB 95 AT 100MM ,042] .KWC1OP.NJ 
                                             ,MAROON TOYOTA 
  116                              60 QV 1442 KWC1OP NJ 2001 PC 
  119                              60 QL 1442@KWC10P.NJ 
  120            REMINQ            60 QN 1442 JOHNSON.OTIS.P.19790318.M.NJ 
  120            REMINQ            60 QO 1442 J61736127703792.NJ 
/0122            MISC   #DIV101052860 ,1037 SB 95 AT 100 
  128            CLEAR             60 D/UTS 
  135            DISPOS            64 T/TS     [NB 95 AT 101MM ,042] .YNU1950 
                                             ,SILVER FD EXPLORER 
   35            REMINQ            64 QV 1442 YNU1950 VA PC 
   41            REMINQ             4 QN 1442 LEE.MICHELLE.MARIE.19810428.F.MD 
/0144            CLEAR  #DIV101052864 D/UTS 
  201            DISPOS             7 T/TS     [SB 95 AT 100MM ,042] .KS9303 
                                             ,NO MORE INFORMATION 
  201                               7 QV 1442 KS9303 VA PC 
  202                               7 QL 1442@YKS9302 
  206            REMINQ             7 QN 1442 JABBIE.SAIDU.19671102.M.MD 
  207            REMINQ             7 QOT 1442 D24200073564 
  207            REMINQ             7 QO 1442 D24200073564.Y 
/0209            REMINQ #DIV101052867 QO 1442 10012825.NC 
  210                               7 QN 1442 COOKS.AHMAL.JAHMAL.19760415.M.NC 
  212            MISC               7 ,SUSP 
  218             ONTCT             7 Contact in  15 Minutes 
   2             CLEAR                D/UTS 
/0223            REMINQ               QL 1442@WA3179.NC 
   24                                 QN 1442 GRISSOM.GEORGE.WARREN.19461229.M.N 
                                      C 
   29  (5935D )  DISPOS            71 T/TS     [SB 95 AT 100MM ,042] ,T/T 

 COMMONWEALTH OF VIRGINIA   RFP 2001 - 035

Virginia  HSMM  CTA    Partners in Communications Volume III  Page 611



 

38 

   30                              71 QN 1442 GARAY.JOHN.ALBERT.19571009.M.FL 
   35  (5856D )  CLEAR             71 D/UTS 
  308            MISC                 ,1037 AREA OFFICE 
  346  (5935D )  DISPER            79 T/1046O  [NB 95 SO RT 54 EXIT 92 ,042] 
  401  (5856D )  ROTREQ            79 TOW     ELLI  12    ELLIOTTS TOWING SERVIC 
                                      E                          97982860 
  402            REMINQ            79 QL 1442 @NWJ8397.NC 
  402            MISC   #DIV101052879 ,FOUR SOULS ONBOARD 
  403             OTENR #DIV101052879 ELLI 
/0405            CLEAR  #DIV101052879 D/MOA WRK 
  405            DISPER             4 T/105E              16.8MM ,016] 
  41             MISC               4 ,1037 SB 101 
  411            CHANGE             4 LOC: SB 95 AT 116.8MM ,016 -->  SB 95 AT 1 
                                      01.5MM ,016 
  411            ONSCNE             4 
   11            CHGLOC             4 [DIV] 
/0430            ONSCNE #DIV101052874 
   33            CONTRL               G/G108 
   34            CLEAR              4 
  505            MISC                 ,1037 AREA OFFICE 
  509            DISPOS            85 T/TS     [SB 95 AT 100MM ,042] ,NO MORE IN 
                                      FORMATION 
  513            REMINQ            85 QN 1442 MOODY.DARREN.LEE.19671127.M.NC 
  514             LEAR             85 D/UTS 
/0520            DISPOS #DIV101052889 T/TS     [SB 95 AT 100MM ,042] ,NO MORE IN 
                                      FORMATION 
  52             REMINQ            89 QL 1442@YYF5027 
  525            REMINQ            89 QO 1442 437589221.Y 
  534             LEAR  #DIV101052889 D/UTS 
  550            REMINQ               QN 1442 RODRIGUEZ.EULOGIO.19420922.NJ 
   50            REMINQ               QN 1442 RODRIGUEZ.EULOGIO.19420922.M.NJ 
   53            REMINQ               QN 1442 RODRIGUEZ.EULOGIO.JR.19420922.M.NJ 
/0553            REMINQ               QN 1442 RODRIGUEZ.EULOGIO.19420922.M.NJ 
   54                                 QO 1442 R60942450009422.NJ 
  612            MISC                 ,1037 101 
  614                              98                                 LITTLE RED 
                                       HONDA 
  614                              98         @BX798Y.NY 
  618                              98 QN 1442 CRUZ.CLEMENTE.19710202.M.NY 
  619            REMINQ            98 QO 1442 468188735.NY 
  619            MISC   #DIV101052898 ,FALSE HIT 
  625            CONTCT #DIV101052898 Contact in  10 Minutes 
  628            CLEAR  #DIV101052898 D/UTS 
  647  (5972D )                               THOMPSON.VIRGIL.ANTHONY.19670707.M 
                                      .MD 
   48            REMINQ               QO 1442 T5612843067539.MD 
   51            REMINQ               QN 1442 BRAGG.DARIN.W.19740326.M.MD 
/0653            REMINQ               QN 1442 BRAGG.DARIN.W.19740326.M.IN 
   57                                          1950196171.IN 
  700                                 QO 1442 1950196171.IN 
  70             LOGOFF 
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A-2. Incident History 
Command:  IH #DIV101052338 
Response: 
Incident History for: #DIV101052338  Xref: #DIV101052340 
 Case Numbers: $01211045 
  
 Entered        03/19/2001  08:46:48  BY D103  CASH 
 Dispatched     03/19/2001  08:50:36  BY D101  5582D 
 Enroute        03/19/2001  08:50:36 
 Onscene        03/19/2001  08:55:06 
 Closed         03/19/2001  16:06:51 
  
 Initial Type: 1050D      Final Type: 1050F  (VEHICLE CRASH FATALITY) 
 Initial Priority: 2      Final Priority: E 
 Disposition: ACR UTS UIN 102  Offense:          Source: 9    Primary Unit: 736 
  
 Duty Post: 014401  SAC: 
 Group: G144          Beat:       Map Page: 
 Loc: RT 30 AT RT 652,016   (NV) 
 Loc Info: RT 652 IS SIGNBOARD RD 
 Name: 911 
 Addr:                                     Phone: 
/0846  (CASH  )  ENTRY         2 TT,NO PI'S, 
/0847  (2565D )  HOLD 
  
/0848  (4277D )  CHANGE        TYP: 1050D  --> 1050I 
                               RSP: T   --> T 
                               PRI: 2  --> E 
/0848            SUPP          TXT: 1052 IS 1017 
/0850  (5582D )  DISPER  593    #4878   BURTON,TII ANDREW J 
/0850            ASSTER  610    #4613   COX,TPR JJ 
/0852  (2565D ) $CROSS         #DIV101052340 
/0852            DUP           #DIV101052340 
/0852            DUP           NAM: HANOVER COUNTY 
                               PHO: 8045376000 
   53  (5582D )  MISC          ,163 HAS BEEN NOTIFIED AND I HAVE 042 UNITS GOING 
                                UNTIL I CAN GET A 016 UNIT 
/0855            ONSCNE  593 
/0855            MISC    593   ,RT 30 IS BLOCKED DIRECTING TRAFFIC AROUND IT ON 
                                HE SHOULDER 
    6            CHANGE        LOC: SIGNBOARD RD/RT 30,016 -->  RT 30 AT RT 652, 
                               016, 
                               LOCI:  -->  RT 652 IS SIGNBOARD RD 
    7  (2565D )  ONSCNE  610 
  900            CHANGE        LOC: RT 30 AT RT 652,016 -->  RT 30 AT RT 652,016 
                               , 
                               TYP: 1050I -->  1050F 
/0900            MISC          ,163 HAS BEEN ADVISED 
  902            MISC          ,392 HAS BEEN ADVISED 
  90             ASSTER  599   [RT 30 AT RT 652,016] 
                                #1784   MCLENNAN,MTP LELAND H JR 
    0?           ASSTOS  927   [RT 30 AT RT 652,016] 
                                #5129   DZIEDZIC,TII CHRISTOPHER A 
/0909            ASSTER  736   [RT 30 AT RT 652,016] 
                                #5263   COLLINS,TPR TERENCE P 
    9            ASSTER  1577  [RT 30 AT RT 652,016] 
                                #4003   MACFARLAND,TII JAMES L 
/0910            PRIU    736 
   12                               CONTACTING THE ME 
   13            ASSTOS  392   [RT 30 AT RT 652,016] 
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                                #3649   STILES,SGT KERRY L 
/0913            ASSTER  686   [RT 30 AT RT 652,016] 
                                #5624   BUSH,TPR GEOFFREY T 
/0913           $PREMPT  686 
   15                    68 
                                  624   BUSH,TPR GEOFFREY T 
   15                    849 
                                 5634   EDWARDS, TPR MASON G 
    5            MISC    686   ,ON 1046 BY MISTAKE 
   20           $PREMPT  610 
   21            MISC          ,392 HAS BEEN ADVISED 
/0922  (5582D )  MISC          ,538 NO ANSWER AND 1287 HAS AN APPOINTMENT TODAY, 
                                HE CANT MAKE IT 
/0922            MISC          ,PAGED 1458 FOR RECON 
   23  (2565D )  MISC          ,5092 HAS BEEN ADVISED 
   24            CONTCT  392   Contact in  30 Minutes 
/0924            CONTCT  593   Contact in  30 Minutes 
   24            CONTCT  927   Contact in  30 Minutes 
/0925            ONSCNE  736 
   2             CLEAR   1577 
    8            MISC          ,STORKE FUNERAL HOME WILL BE NOTIFIED 
    8            ASSTER  1458  [RT 30 AT RT 652,016] 
                                #3007   WEYANT,STP RICHARD A 
/0928  (5582D )  MISC          ,1564 IS NOT AVAIL 
    8  (2565D )  CLEAR   849 
    9            ASSTER  5092  [RT 30 AT RT 652,016] 
                                #5709   GELLER,PIO CORINNE N 
    9            ONSCNE  686 
   32                    736 
   32  (5582D )  ASSTER  518    #3474   ELMORE,STP JAMES E 
                               ,FOR RECON 
   33                           335 WAS NOTIFIED FOR 518 
   35  (2565D )  CONTCT  686   Contact in  30 Minutes 
/0943            ROTREQ  392   TOWL    LHIL  441   HILLCREST GARAGE 
                                                   918044483300 
   44            ROTNAK  392   TOWV    LHIL   ,NOT AVAIL 
   44           $ROTREQ  392   TOW     LN1   441   #1 TOWING COMPANY INC 
                                                   918044489898 
   45            ROTENR  392   LN1  ,LN1 1017 
   47            ROTREQ  392   TOWL    LBUD  441   BUDS TOWING 
                                                   918044484500 
/0949            ROTENR  392   LBUD ,LBUD 1017 
   49            ONSCNE  5092 
   52            ONSCNE  599 
   56            ONSCNE  1458 
/1006            REMINQ  927   QV 927 1HSRDG2R4JH547962 
 1007             EMINQ  927   QV 927 79562 
 1007            CONTCT  593   Contact in  30 Minutes 
/1007            CONTCT  599   Contact in  30 Minutes 
 1007            CONTCT  686   Contact in  30 Minutes 
 100             CONTCT  736   Contact in  30 Minutes 
/1007            CONTCT  1458  Contact in  30 Minutes 
 1007            CONTCT  5092  Contact in  30 Minutes 
 1022            CONTCT  392   Contact in  30 Minutes 
 1030            CLEAR   392 
 1031            MISC          ,STORKE 1023 AND VDOT AND 1051'S HAVE ROAD BLOCKE 
                               D 
   38            CONTCT  593   Contact in  30 Minutes 
   38                      9 
   38                    686 
   38                    73 
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   38                    927 
   38 
   39 
   46             LEAR   927 
   48                    593 
   58            REMINQ  736   QO 736 231849764 
/1109            MISC          ,1731 FROM AREA 2 WILL TRY TO LOCATE NEXT OF KIN 
  109                      9 
  109                    686 
  110                    1458 
  110                    5092 
  110             LEAR   5092 
  136                    736 
  144             LEAR   686 
  145             HGLOC  736   [AREA] 
  201            ASNCAS        $01211045 
  241            CHGLOC  599   [BUDS] 
  241            CONTCT  1458  Contact in  20 Minutes 
  306            ONSCNE 
  315            ONSCNE  736 
  319            MISC          ,REF KENNETH KING,INFO FROM 1733,PHS ADDRESS IS 2 
                               302 COAN STAGE RD,HEATHSVILLE VA AND THEIR PHONE 
                               NUMBER IS 580-4736 AND NO ONE IS THERE 
  344 
  348            MISC          ,U 1733 HAS MADE NOTIFICATION WITH SUBJECTS' WIFE 
  35              LEAR   599 
  358            CONTCT  1458  Contact in  20 Minutes 
  402  (5582D )  GDISPO  736   DSP: ACR.UTS.UIN.WRK 
                               ,X2 
  433  (2565D )  CONTCT  736   Contact in  30 Minutes 
  444  (5535D )  OK      1458 
  504            OK      736 
/1507            CLEAR   1458 
/1507            CLEAR   518 
  606             LEAR         DSP: ACR UTS UIN  --> ACR WRK 102 
  606            CLOSE   736 
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A-3. Unit Roster 
Command:  UR G101 
Response: 
           Unit Roster for D101  Requested on 03/20/01 11:45:49 
   
   Unit   Type  Group   Date   Time   Id      Name                      Dpst 
   214     S     G101 03/20/01 05:00 #1969    AUSTIN,FSG GEORGE W JR    010101 
   346     S          03/20/01 05:00 #3790    MILLNER,SGT M WADE        010101 
   392     S          03/20/01 05:00 #3649    STILES,SGT KERRY L        010101 
   593     T          03/20/01 05:00 #4878    BURTON,TII ANDREW J       010101I 
   610     T          03/20/01 05:00 #4613    COX,TPR JJ                010101J 
   783     T          03/20/01 05:00 #4625    JONES,TII TONY B          010101A 
  >849     T          03/20/01 05:00 #5634    EDWARDS, TPR MASON G      010101A 
   927     T          03/20/01 05:00 #5129    DZIEDZIC,TII CHRISTOPHER A010101C 
 +>1287    T          03/20/01 08:42 #2027    REED,MTP DONALD R         010101A 
  >1417    T          03/20/01 05:00 #5349    MAYER,TPR ERIC D          010101C 
 +>1538    T          03/20/01 06:58 #5055    WELLS,TII MITCHELL M 
  >1543    T          03/20/01 05:00 #5672    WILLIAMS,TPR BEN D        010101C 
  >1617    T          03/20/01 05:00 #3884    HARRISON,STP THOMAS S     010101C 
   1670    T                          4315    LEWIS,TII DAVID A               A 
  >1679    T          03/20/01 06:53 #5175    NEILSON,TII ELLEN M 
   1717                        10:16 #5781    PATTERSON,TPR MATTHEW T 
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A-4. Unit Status 
Command:  US G101 
Response: 
        Unit Status for G101 Requested on 03/20/01 11:46:23 
  
   Unit    Status     Group     Time   Incident       Type    Location 
   214     AVL        G101      07:15 
   346     AVL                  07:25                         ON-CALL 
   392     AVL                  06:59 
   593     AVL                  10:43 
   610     AVL                  08:23 
  +783         ENR              11:46  #DIV101053130  1093    NB 95 NO DOSWELL 
  >849     OUT ONS              08:36                 CTG     043 
   927     SPC                  08:03                         CO043 
 +>1287    OUT ONS              08:42  #DIV101053010  WZ      W BROAD ST/GASKI 
  >1417    OUT ONS              08:38                 CTG     043 
 +>1538    OUT ONS              06:58  #DIV101052915  WZ      VDOT SHORTPUMP,0 
  >1543    OUT ONS              08:35                 CTG     043 
  >1617    OUT ONS              08:27                 CTG     043 
   1670                         11:23 
  >1679    OUT ONS              09:43                 SA 
   1717                         11:35 
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CJIS SYSTEM SECURITY 
 
 
 
II System Security 
 
 A. System Security is defined as the overall security measures, which must be observed by all 

participating VCIN terminals. 
 

 1. The VCIN system shall only be used by authorized criminal justice agencies to transmit and 
receive criminal justice information for criminal justice purposes. 

 
  2. Any external computer system interfacing with VCIN must either be dedicated to and 

operated by a Criminal Justice agency or management control over that portion of the system 
must be under a Criminal Justice agency. 

 
  3. Only the terminals and printers on your interface system that are approved by the VCIN 

administrative office will be permitted access to the VCIN system.  All printers will be 
located within the same room as the approved terminal that the printer is connected to.  The 
data received from the VCIN system shall not be retransmitted to another terminal or printer 
not approved by the VCIN administrative office. 

 
  4. Any VCIN user agency, which acts as a control point for any other agency must assume 

responsibility for and enforce any security, measures necessary to prevent degradation of the 
VCIN network. 

 
  5. Information obtained through the VCIN system must be destroyed (shredded or burned) after 

it has served the purpose for which it was obtained. 
 
  6. The data received through the VCIN system shall not be stored within your computer system 

for later retrieval, except for information required to be maintained regarding mobile 
terminals.   Any future need of the data shall be retrieved from the VCIN system. 

 
a. Any traffic sent and received through a mobile terminal shall be logged within your 

system to identify which operator who made the request for and received the data.  If the 
data is reviewed by another operator, i.e. to assist the requestor, the access must be 
logged. 

 
 

7. Requests for mobile data terminals shall be requested in writing and a meeting shall be held 
between requesting agency personnel, to include their data processing personnel, VCIN 
administrative staff, and state police data processing personnel.  All mobile terminals shall 
be connected through an interface.  

 
   a. All traffic will be transmitted through the VCIN system with the mobile terminal address 

and ORI number assigned by the VCIN administrative office. 
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 1) Only mobile terminals shall be permitted to use the mobile address, all other 
terminals connected to the VCIN system will be assigned their own address and 
ORI. 

 
 2) If more than one agency is connected through the same interface with mobile 

terminals, each agency shall be assigned a mobile terminal address and ORI. 
 

 a. Each agency transmitting requests through the mobile terminal address shall 
use their ORI. 

 
 

   b.Mobile terminals shall be authorized to communicate from car to car, car to 
    base, and inquire into the databases of the NCIC/VCIN and National LETS 

systems, except for criminal histories. 
 
     c. Criminal History shall not be transmitted to a mobile terminal. 
 
    d. The mobile terminals may have access to the VCIN system only when installed 

in a police vehicle or when operated in a secure location.  If the terminal is 
removed from the police vehicle, the VCIN connection shall not be used 
except for emergency enforcement purposes. 

 
   e. Mobile Digital Terminals (MDT's) must be secured at all times to keep 

unauthorized persons from accessing NCIC/VCIN systems. If the terminal is 
lost or stolen, the agency shall disable the terminal’s access to the VCIN 
system and notify the Criminal Justice Information Services Division 
Commander immediately in writing.  

 
   f. Mobile terminals must have 128-bit encryption for all data transmitted and 

received per NCIC Security policy. 
 
 8. All Virginia laws, policy, federal laws, FBI/NCIC policy, DMV, and NLETS policies shall 

apply in all cases concerning file security, control, and system security for any transaction 
involving the computer data bases. 

 
 
 9. The PCs and mobile terminals at your agency which have VCIN installed shall not have 

Internet capabilities, except those PCs that are equipped with Cyberlinxx. 
 

10. Passwords for system access 
 

a. When an operator has been assigned a sign-on and password to access the VCIN 
system it will be used only by the operator it is assigned to.  If the operator provides 
the sign-on and password to another person or causes the sign-on or password to be 
displayed for use by another person, their VCIN access and certification shall be 
suspended for a period not to exceed 30 days by the VCIN administrative office.  Any 
subsequent violations of the password requirements shall result in a 6 month 
suspension of their VCIN access and certification.  
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b. When the VCIN administrative office assigns the sign-on and password for the 
Cyberlinxx system, a letter will be sent to the agency head with this information.  The 
agency head or his/her designee will disseminate this information only to the operator 
that it is assigned to.  If the operator forgets their password, they must obtain it again 
from the agency head or his/her designee. The VCIN Control Center will not have a 
list of the operator’s sign-on and passwords.  
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APPENDIX N 
 

BUSINESS PARTICIPATION WITH SMALL BUSINESSES AND 
BUSINESSES OWNED BY WOMEN AND MINORITIES 

 
The following definitions will be used in completing the information required by one or more of the three categories of 
businesses contained in this Appendix as applicable to your firm:  (I) Participation by Small Businesses; (II) 
Participation by Businesses Owned by Women; and (III) Participation by Businesses Owned by Minorities. 
 

DEFINITIONS 
 
Period is the specified 12-month period for which the information provided in this list is applicable and valid.  The 
period will be specified as month and year. 
 
Firm Name, Address and Phone Number is the name, address and business phone number of the small business, 
women-owned business or minority-owned business with which the offeror has contracted or done business over the 
specified period or plans to involve on this contract, as applicable. 
 
Contact Person is the name of the individual in the specified small business, women owned business or minority-
owned business who would have knowledge of the specified contracting and would be able to validate the information 
provided in this list. 
 
Type Goods or Services is the specific goods or services the offeror has contracted for from the specified small, 
women-owned or minority-owned business over the specified period of time or plans to use in the performance of this 
contract, as applicable.  The offeror will asterisk (*) those goods and services that are in the offeror's primary business 
or industry. 
 
Dollar Amount is the total dollar amount (in thousands of dollars) the offeror has contracted for or has done business 
with the listed firm during the specified period or plans to use on this contract, as applicable. 
 
% Total Company Expenditures for Goods and Services is calculated by dividing the dollar amount of business 
conducted or contracted for with the indicated firm over the specified period by the total expenditure of the offeror 
over the specified period for goods and services. 
 
% of Total Contract is calculated by dividing the estimated dollars planned for the indicated firm on this contract by 
the total offeror estimated price of this contract. 
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APPENDIX P 
 

GENERAL CONDITIONS OF THE CONSTRUCTION CONTRACT 
 
 

Please see attached printed document or click on the link below to download the PDF document. 
 
 

General Conditions of the Construction Contract 
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